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1. Introduction
As part of the technical specification effort for Rel-12, SA1 defined requirements (in TS 22.101) on providing Single Sign-On service for the UE and the SSO Provider. One of the requirements states that the UE and the SSO Service Provider have mechanisms in place in order to confirm the presence of a registered user of a data application.
TS 33.220 specifies a mechanism for authentication of a subscription to a data application through the presence of USIM/ISIM or SIP credentials that are stored within a UICC or in an application within the UE. However, while  a subscription to an application may be confirmed there is no corresponding mechanism to confirm the presence of a registered user to the data application.  
2. Rationale
The applicable UE requirement (and related definition) from TS 22.101 reads as follows:
“SSO Local User Authentication: Authentication performed by the UE that establishes the presence of the registered user of the data application by requiring input which only the registered user would be able to provide.”

 “An SSO-capable UE may support a request for SSO Local User Authentication from a Data Application Provider (DAP) or an Identity Provider to confirm the presence of the registered user of the data application.”

The requirement states that a registered user may be authenticated, at the UE, based on the needs of a DAP and then the result of the authentication process may be used either by the DAP directly or by an Identity Provider in order to confirm the presence of a registerd user of a data application.
A related requirement for the SSO Service is:

“The 3GPP SSO Service may support mechanisms to ensure the presence of the registered user of the data application to satisfy policies of the Data Application Provider.”
TS 33.220, TR 33.924, TR 33.804 and TR 33.sso all currently specify for the authentication of a subscription and not an end-user, nor do they have any mechanisms in place to ensure that a registered user is accessing a data application (i.e., SSO Local User Authentication).
3. Discussion of Issues and Proposed Solution
3.1 Description of Proposed Solution 
The overall purpose of SSO Local User Authentication is to verify the identity of the present user as the registered user of a service. The reason for performing such authentication may be to ensure that an unauthorized user does not:

•
access a chargeable service for which the registered user would then be billed;

•
violate the privacy of the registered user;

•
conduct financial transactions which result in payments against the accounts belonging to the registered user;

•
make unauthorised changes to data relating to the registered user of a service;

•
impersonate the registered user when using the Data Application Provider’s services to communicate with other parties;

•
use a lost or stolen UE for fraudulent services or gain access to data on the UE.

Services which have requirements relating to any of the above mentioned concerns may impose security policies on the level of assurance the user authentication provides as to the true identity of the actual user. To that end, multi-factor authentication mechanisms which are widely recognized should be employed:
Factor-1: something a user knows
Factor-2: something a user possesses or 
Factor-3: something that user is
The SSO Service may utilize the security and convenience of techniques such as GBA and GBA-OpenId, which authenticate the subscriber (which may or may not be the registered user’s personalised UICC) at the Application layer.
It may also be the case that a DAP is interested in the identity of the actual user and not in the device from which the user is accessing the service. This is typical for social networking, Internet banking and Internet purchases. For that reason, such a DAP may find it adequate to use an SSO Service that provides only Factor-1 user authentication in the form of a username and an online-verified password. The username (e.g., an email address) is usually regarded as a public-domain identifier of the user and techniques that avoid the password being transmitted in the clear over the public Internet (e.g. HTTPS and HTTP Digest between the UE and the SSO Provider) provide a weak form of security for user authentication.

For additional security some DAPs may, for some services, require a combination of factors for a stronger form of user authentication. Some Internet banking services (especially for business use) and remote access services fall into this category. In such cases, it may be advantageous to combine some form of Factor-1 user authentication with the UICC-based Factor-2 user authentication techniques. Furthermore, it may also be advantageous for the SSO protocols to accommodate a negotiation of the factors and methods used for SSO Local User Authentication, in order to meet the requirements of different DAPs. 

4. Recommendation
SA3 should take into consideration the service requirements defined in TS 22.101 for SSO. Discussions and contributions on how best to enable confirmation of the presence of a registered user of a DAP and the enablement of SSO Local User Authentication in the UE in order that a user presence is confirmed must be carried out within SA3. 
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