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1
Introduction
Two FS_SECAM conference calls were held on the 9th and on the 22nd of October 2012. The objective of these conferences was to make initial progresses on the new study item on Security Assurance Methodology and to come to some common work assumptions in order to have efficient exchanges and contributions during the SA3#69 meeting.

2
Conference call 1
Participants:

Alcatel-Lucent, CMCC, Deutsche Telekom, Ericsson, Huawei, Intel, InterDigital, NSN, NTT Docomo, Orange, Samsung, Telecom Italia, TeliaSonera, Vodafone
2.1
Documents
5 documents were received before the meeting:

	a) S3-XXXYYY-FS_SECAM_Skeleton_Orange_v_0_1.doc, Orange
	Proposed skeleton

	b) S3-XXXYYY-FS-SECAM_Reqs_Orange_v_0_3.doc, Orange
	List of elements in the scope and some hardening requirements for an eNodeB

	c) SECAM_disc_function_node_v4.doc, Ericsson
	3GPP functions vs nodes, function distribution, location of functions and nodes

	d) S3-XXXYYY-FS-SECAM_Reqs_Orange_v_0_3_revTelecomItalia.doc, Telecom Italia
	Categories for the “hardening requirements”, new eNodeB requirements and new elements in the scope

	e) S3-XXXYYY-FS_SECAM_scope_dcm_v_0_1.doc, NTT Docomo
	Scope section of the TR


2.2
Agenda
13:00 – 13:30: Item 1. Discussion on Definition of a 3GPP network element for the scope of this study

13:30 – 14:15: Item 2. Discussion on the list of the elements to be in the scope and on the node to start with

14:15 – 14:35: Item 3. Discussion on the proposed skeleton

14:35 – 15:00: Item 4. Discussion on the form/numbers/categorization of the requirements used to evaluate the methodology
2.3
Discussion

Item 1: Discussion on Definition of a 3GPP network element for the scope of this study
Related documents: document c
· Ericsson presented its contribution and highlighted the following points:

· A node == a physical entity implementing one or more 3GPP functions
· 3GPP function specific requirements vs platform/node requirements 

· Distribution of 3GPP functions over nodes 

· Location of function and nodes (exposure)

· Impact of the 3 above bullet on the Security Assurance Specifications
· There was discussion on whether we should have requirements on:

· nodes only (hardware+software supporting the 3GPP functional entities) 

· nodes and 3GPP functionalities

· Most hardening requirements will concern nodes only. For example for an SGSN there could be an integrity protection of Operating System patches requirement but as an SGSN as a 3GPP entity does not have a software update function. Thus we cannot only put requirement on 3GPP functional entity.

· It was also assumed that most security requirements for 3GPP functional entities should already be in our specifications and do not need to be rewritten.
· However, as there are some interaction between the 3GPP functionalities and the platform/nodes themselves. An example would be the “Secure Environment” for eNodeB. These interactions have to be considered.
Item 2: Discussion on the list of elements to be in the scope and on the node to start with

Related documents: documents b and d section 5
· Orange presented the contributions. The following points were highlighted:

· Focusing on LTE/EPC equipments will make the scope smaller and the study schedule more realistic
· Proposed a list of core network elements to considered as well as eNodeB for RAN elements
· Telecom Italia proposed to have H(e)NB and AAA servers in the scope

· There was discussion on whether it was a good time to already choose network elements to be in the scope and if we choose elements to be subject to Security Assurance Specification at all
· It was reminded that the choice of the elements subject to security assurance specification is in the scope of the study

· However it was also agreed that we do not need many examples of nodes on which to expand the sample hardening requirements to choose the methodology, we agreed to choose one core network node and one exposed node
· MME and HSS were proposed to be the core network element

· HSS would have been an example of one 3GPP function spitted over many nodes but was left out because its many proprietary functions and internal interfaces might unnecessarily complicate the choice of the methodology

· A combined SGSN/MME was agreed to be used as an example as it covers the many function on node case without the HSS drawbacks

· There were longer discussion for the exposed node choice and we could not reach an agreement in the time of this item (see open issue 1 in section 2.5 for details)
Item 3: Discussion on the proposed skeleton
Related documents: documents a and e
· Orange presented the skeleton and asked for feedback particularly on the “Threat model” section
· It was clarified that this section should help to list threat categories for the hardening requirement
Item 4: Discussion on the form/numbers/categorization of requirements used to evaluate the methodology
Related documents: documents b and d section 8
· Telecom Italia presented the contribution highlighting the need for “categorization” of threats to cover all risks with at least one corresponding requirement per category. Telecom Italia also presented a list of requirements per category.

· As eNodeB was not completely agreed to be the chosen example node, eNodeB requirements were not presented.

· There was an agreement that we do not need a complete list of requirement for our two examples nodes but only to have sample requirements. However there was also an agreement that we should have at least one sample requirement covering each threat category.

· There were discussion on whether we should consider correct implementation of 3GPP specification as a requirements:

· There were some doubts about feasibility of a full conformance testing (even limited to security function) for all 3GPP functionalities. It was also argued that it is not only a subset of the core of the work which should concentrate on hardening measures for nodes/platforms.
2.4
Agreed work assumptions after conference call 1
Work assumption 1:

A clear definition of what a 3GPP network element is and on to what type of entity to aim the work at will have to be in the study. Ericsson contribution will be a first step.
Work assumption 2:
Only one node in an exposed location and one core network node is needed to evaluate the methodology.
Work assumption 3:
The core network node to be used as an example for the study will be a combined SGSN/MME.
Work assumption 4:
There was an agreement that we do not need a complete list of hardening requirement for our two example nodes but only to have sample requirements. However there was also an agreement that we should have at least one sample requirement covering each threat category (remote access,…).
Work assumption 5:
This study item, as stated in the objectives section of the SID description, will have to decide which 3GPP Network Elements will be subject to security assurance specification. This work does not have to be completed first in the study and it could be decided quite at the end of the study based on input of the threat analysis section.
Work assumption 6: Skeleton restructuration
The skeleton will be modified to reflect the above mentioned work assumptions. The main changes are:
· Wording: security targets => security objectives in section 5

· Merge of section 5 and 8 into 6 (5 and 8 become subsection of 6)

· Removal of section 4 (introduction) which is left as an unnumbered section
2.5 
Open issues after conference call 1
Issue 1: Choice of the node in an exposed location to consider is open
It was decided to choose an example of node that would be in an exposed location to be used as an example for evaluating the different methodologies. It was not possible to come to an agreement between H(e)NB and eNodeB.

Arguments in favour of H(e)NB:

· It would be the most “extreme” example of an exposed node as it is in customers hands and thus vulnerable to powerful attacks

· It is a critical node to the overall security infrastructure as it is in customers hands

Arguments against H(e)NB:

· H(e)NB present a very different threat model than most other nodes to be consider as they are in customers hands and thus vulnerable to powerful attacks

· Current 3GPP security specification for H(e)NB (TS 33.320) already includes some platform security requirements (secure boot)
· Vendors of H(e)NB are not always 3GPP equipments vendors and would not be involved in the discussion. Moreover femto/small cells have dedicated forums that also look at their security and we might duplicate work by choosing H(e)NB
· A proposal for a new SID on H(e)NB security presented in SA3#68 (S3-120615) was noted and not agreed. It is thus questionable whether we should choose an example node for which they might not be a Security Assurance Specification in the end

Arguments in favour of eNodeB:
· As it is a “pure” 3GPP node we will not have the risk of duplicated work from another forum/standard body

· eNodeB have a subset of functionalities and security requirements of an HeNB so if we start with an eNodeB we could reuse this work to extend to H(e)NB later without any unnecessary work

· They are also depending on the deployment scenario in very exposed location. Different deployment scenario might need different specifications. It will be a node that will allow evaluating the flexibility of the method to deal with different location type for the same node.

Next steps:
The topic is left open for further discussion by email and will be discussed at the beginning of the next conference as it is important to quickly converge on a work assumption on the nodes that will be used as example for the study of methodologies.  
Issue 2: 3GPP release considered for 3GPP functions in the scope is left FFS
3
Conference call 2

Participants:

Alcatel-Lucent, AT&T, CMCC, Ericsson, Gemalto, Huawei, Intel, InterDigital, Juniper, NSN, NTT Docomo, Orange, RIM, Telecom Italia, TeliaSonera, Vodafone, Yaanatech
3.1
Documents
9 documents were received before the meeting:

	0) S3-XXXYYY_FS_SECAM_CC_Summary_v0_1.doc, Orange
	minutes of the first conference call

	a) S3-XXXYYY-FS_SECAM_Skeleton_Orange_v_0_3.doc, Orange
	new skeleton

	b) S3-XXXYYY-FS-SECAM_Sample_nodes_Orange_v_0_1.doc, Orange
	Sample nodes

	c) S3-XXXYYY-FS-SECAM_SAS_nodes_Orange_v_0_1.doc, Orange
	(not presented for discussion for this call) // SAS nodes

	d) S3-XXXYYY-FS_SECAM_Skeleton_Orange_v_0_4.doc, Telecom Italia 
	Threat categories and hardening requirement

	e) S3-XXXYYY-FS_SECAM_Section_3_IDCC.doc, InterDigital
	Definitions

	f) S3-XXXYYY-FS_SECAM_Section_5_IDCC.doc, InterDigital
	Criteria for the evaluation of the methodologies

	g) S3-121yzw_existing-methodology-ecosystem.doc, Yaanatech
	Information on the certification ecosystem

	h) Eri_disc_function_node_v6.doc
	pCr with minor adaptation from the fisrt conference call, not presented.


3.2
Agenda
16:00 – 16:10: Item 1. Presentation of the minutes of the last call

16:10 – 16:40: Item 2. Discussion about the new skeleton proposal and sample nodes to use for the study

16:40 – 17:10: Item 3. Discussion on the proposed threat categories and sample hardening requirements

17:10 – 17:45: Item 4. Discussion on criteria for the evaluation of the methodologies

17:45 – 18:00: Item 5. Discussion on existing methodologies frameworks and on the way to include some description of the existing solutions in the study

 3.3
Discussion

Item 1: Presentation of the minutes of the last call
Related documents: document 0
· Orange briefly presented the minutes of the previous conference call (section 2 of this document).

· InterDigital noted that argument 2 against the use of H(e)NB as sample node (section 2.5, issue 1) was not valid as this argument might also apply to any node.

· TeliaSonera indicated that we were validating the correctness of the minutes and not the content or validity of the arguments that were presented in the previous call.
·  No further comments were received and the minutes were agreed as is.

Item 2: Discussion about the new skeleton proposal and sample nodes to use for the study
Related documents: documents a and b
This part of the call was mainly about the choice of the second sample node for the study.
· Orange presented documents a and b and asked whether issue 2 of the last conference call was still open (choice of the exposed node). There was some discussion via email and there seemed to be an agreement to choose eNodeB as sample node instead of H(e)NB.

· InterDigital proposed to have H(e)NB as a third sample node. Orange argued that having more than two sample nodes would unnecessarily slow down the study. Orange also argued that we should choose a node that will be for sure in the list of nodes subject to security assurance specifications at the end of the study. Such a consensus did exist for eNodeB but not for H(e)NB.

· Telecom Italia and InterDigital strongly supported to have H(e)NB in the list of nodes subject to security assurance specification.
· It was agreed to continue the study with eNodeB as the second sample node. Companies willing to have H(e)NB in the list of nodes subject to security assurance specifications will bring contributions for the dedicated section of the document.
Item 3: Discussion on the proposed threat categories and sample hardening requirements 
Related documents: documents d and a
This part of the call was mainly about Telecom Italia contribution on threat categories and sample requirements, but also triggered a lot of exchanges on the new skeleton of the document.

· Telecom Italia presented document d. They indicated that they did not include a “3GPP conformance test” category as there was no agreement to include it during the last call but they still consider it very useful.

· NSN welcomed Telecom Italia contribution but indicated that it should better move into section 6 (proposed methodologies) than in section 4.2 (Threat categories and Hardening requirements).
· As per NSN, Telecom Italia’s contribution was already an example of a methodology (threat description, test cases, target) applied to a list of requirements. NSN asked what the purpose of section 4.2 really was as we should not have a complete list of requirements to evaluate the methodology.
· Telecom Italia indicated that even if we do not need a complete list of requirements, some common agreements on the threats and risks we want to cover have to be included in the study and that it was the purpose of section 4.2.
· NTT proposed to only have an attacker model in section 4.2 with information like “the attacker has no insider knowledge about the infrastructure” for example and to move all detailed requirements in the “proposed methodologies section”.
· A long discussion on the general structure of the document followed with thisconclusion:

· Section 4 (title to define) will include

· 4.1 3GPP Network Elements’ definition for the Security Assurance Study

· 4.2 Threat and attacker model for the Security Assurance Study

· NTT will provide a contribution for this section

· 4.3 3GPP Network Elements subject to Security Assurance Specifications
· Telecom Italia contribution will moved into the “proposed methodologies” section as a subsection
· Telecom Italia will write an introduction to its contribution as first subsection. This introduction will describe the “template” of the approach that was followed and thus the methodology (grouping threats into categories, giving a natural language description for each requirement, writing tests cases for each requirement, …). After the template description, the rest of the contribution will follow.
· Section 5 (Criteria) will move after section 6 (proposed methodologies)
Item 4: Discussion on criteria for the evaluation of the methodologies
Related documents: document e and f
This part of the call was about criteria for the choice of the methodology.

· InterDigital presented document e and f and explained the distinction between accreditation and certification and some rationale for the proposed criteria.

· Huawei asked what was meant by “current adoption rate” and if we wanted to have a threshold defined for this criterion. InterDigital replied that it was about how widespread the methodology was today.

· NSN reminded that it was possible to come out with a completely new 3GPP methodology that is likely to be adopted because of the influence of 3GPP. It was agreed that “Anticipated adoption rate” was a better wording to capture this concern.

· Telecom Italia proposed to have criteria stating that requirements shall be testable by the methodology and that certain classes of tests have to be conducted mandatorily (malformed packets,…). It was agreed that “Measurable” was a good wording for capturing this concern.

· Orange indicated that more text was needed for each bullet (at least a few lines of description) to ensure that each criterion was understood in the same manner by everyone. InterDigital will complete their contribution on the matter.

Item 5: Discussion on existing methodologies frameworks and on the way to include some description of the existing solutions in the study
Related documents: document g
· Yaanatech presented document g about other industry standard forums that have similar activities ongoing.

· Yaanatech proposed to inform these forums about our ongoing work and documents.

· Huawei reminded that liaison establishment with new organization is beyond the scope of SA3 and has to be dealt with at SA level. Moreover it is often a long process that might not fit into our schedule for this study. Yaanatech envisioned more informal exchanges.

· NSN reminded that for now, none of the documents or discussion was public as there were distributed on a closed mailing list and discussed during closed conference calls. Information towards other bodies will only be made based on public documents, i.e. regular SA3 contributions on the subject, presented in their final version to SA3#69.
· Yaanatech proposed to have its contribution included into an annex of the study. It was considered to be a good way forward.

2.4
Agreed work assumptions after conference call 2
Work assumption 1:

eNodeB is the second sample node for the study.

Work assumption 2:

Skeleton will be adapted as indicated in section 3.3 item 3. NTT will provide a contribution on attackers’ model.
Work assumption 3:

Telecom Italia’s contribution will move into the “Proposed methodologies” section and contain a description of the methodology used.
Work assumption 4:

InterDigital contribution will contain more descriptive text for each criterion.

4
Conclusion

Good progress was made before SA3#69 during the conference call and via email discussion. Common agreement could be reached amongst participants on many aspects:
· Skeleton of the document

· Choice of sample nodes

· Definition of a 3GPP Network Element for the Study

· First methodology and requirements proposal
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