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1.

Introduction

In SA2#67 an implicit certificate approach to public key distribution in PWS was presented. This contribution provides a pseudodescription of this approach and inclusion in TR33.869 is requested.
2.
Proposal
We propose to add the following to TR33.869 as an additional proposed solution for PWS Security.

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start changes ###
7.X


Implicit Certificate PKI based PWS solution
7.X.1

General
An overview of the implicit certificate based approach is shown in figure 7.X.1.1. UE firmware is provisioned with public keys of several global CAs. The message signer periodically obtains an implicit certificate from a CA which can be included as part of the security portion of a PWS transmission. The implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.

Although CAs are assumed to be global and long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. This could be achieved though a PWS message type containing a new public key thereby updating the available CA information rather than an actual warning message. On reception the message would update the stored CA public key content. This could occur in the background and need not be displayed to the user. Additionally, as a security measure and to ensure the UE can trust the message contents, such a message could be signed by a CBE entity using an implicit certificate from an existing CA.
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Figure 7.X.1.1: Distribution of public key information in GPRS

7.X.2

Global CAs
CAs act as the trust anchors for PKIs.  It is essential for a functioning PKI to have at least one universally accepted CA.  However, in systems like PWS that span multiple government and regulatory authorities, agreement on a sole trust anchor is encumbered.  There are a few working models in similar fields that are worth consideration such as:

· Advanced Access Content System used in Blu-ray

· Zigbee Smart Energy uses a single commercial CA vendor that issues certificates to devices that are certified at an approved testing lab.

· CA Browser Forum (CAB) used in support of web browser’s.

· WiMax uses two CA’s, Verisign and Motorola that are approved to service the community.

Most of these examples are focused on issuing certificates to a large number of devices so that they can securely operate in an ecosystem.  However the PWS situation requires a large number of devices to be able to authenticate messages from a relatively few entities, in this aspect it is perhaps most similar in use as example 3 (many browsers compared to TLS servers).  
Editor’s Note: Setting up the global CAs and cross certification of these global CAs requires further investigation. Trust between the global CAs needs further investigation.
7.X.3

Implicit Certificates
7.X.3.1
PWS public key update

Implicit certificates are a well known approach used in cryptography and can be used to reduce the amount of storage and computation in public key systems. Instead of a CA generating a signed certificate in order to certify a signer’s explicitly embedded public key, the signers public key is computed by the UE using the certificate in combination with a CA’s public key.
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Figure 7.X.3.1 UE perspective of Implicit Certificate in PWS

A high level view of an implicit certificate approach from the UE perspective is shown in Figure 7.X.3.1. The UE derives the signer’s public key using the received implicit certificate and the CA’s public key. The UE then verifies the signature using the derived signer’s public key. The authenticity of the signer (and indeed the derived public key) is implied by proof of possession of the associated private key of the signed message.

7.X.3.2
Generation of Implicit Certificate

As shown in figure 7.X.3.2, the PWS message signer contacts the CA with a random number “” whenever a new implicit certificate is desired. This could be once a week, month or year; depending on how long the signer wants the public key derived from the implicit certificate to be valid for. However long the implicit certificate is valid for, it is independent of the PWS message and can be used in regenerating the same PWS message signer’s public key for multiple warning messages.
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Figure 7.X.3.2 Implicit Certificate in PWS

On receiving the integer ““, the CA then generates the Implicit Certificate and returns it to the PWS message signer. 

Formal steps in this process taken by the CA for the ECQV implicit process are as follows:
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The PWS Message Signer requests the implicit certificate 
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2. CA Select a random integer 
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4. CA forms the implicit certificate 
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5. CA computes 
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6. CA computes 
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 to the PWS Message signer 

The PWS Message Signer’s private key is 
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The PWS Message Signer’s public key is 
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7.X.3.3
PWS Security Contents

Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. 

When operating at 112-bit security level, using a 112-bit MAC and assuming a ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively. In total this comes to 71-bytes leaving 4 spare bytes for additional fields such as timestamp, CA identity, etc.
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Figure 7.X.3.3 PWS Security Content
Editor’s Note: Using ECQV, the UE must compute the Message Signers Public key using the implicit certificate. Computational impact on UE is FFS.
Steps both in encoding (at the PWS message signer) and verification (at the UE) of the Keyed-MAC can be as follows:

Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

Output s,MAC, along with input value ICA as the associated security data for M.
Keyed-MAC Signature Verification
INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

If MAC’ = MAC then return VALID, else return INVALID.
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