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1. Introduction
This pseudo CR proposes the use of GBA_Digest as a means for usage of GBA in browsers in environments where a UICC or SIM card is not available to subscribers. We describe an architecture that details the process.
2. Rationale

TS 33.220 Annex M, specifies the use of SIP Digest credentials, as defined in TS 33.203 [16], for the use of GBA in environments where a UICC or SIM card is not available to subscribers. Therefore, for the sake of completeness, the usage of SIP Digest at the HTML layer, namely using Javascript, has to be studied and explored further. The SIP Digest credentials constitute a shared secret between the UE and the SIP server. They are provisioned to the UE by the user via a user interface. Because the JavaScript that originates from the NAF should not be trusted to have access to those credentials, it is the GBA API that should request and receive those credentials directly from the user.
3. Changes

******* START OF CHANGES
++++ BEGIN FIRST CHANGE ++++
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---- END FIRST CHANGE ----
++++ BEGIN SECOND CHANGE ++++
8.3
Example sequence flows

8.3.1
Example sequence flow with channel binding

In this example message flow with channel binding the following architecture is assumed:

· GBA Function: The GBA Function handles establishment of GBA-specific keys. In particular, the establishment of the key Ks can use any of the methods defined by TS 33.220 [2] (e.g., based on AKA or GBA_Digest). The GBA Function  is not part of the web browser.
NOTE: In the case of GBA_Digest, the GBA Function treats SIP Digest credentials as specified in Annex N of TS 33.203 [x].
· Web Browser: The web browser is either native or downloaded and contains some functions which support usage of GBA. In particular we have in the architecture:

· GBA_API: Part of the browser that communicates with the GBA Function and receives GBA key material requests from the Javascript code.

· Javascript: Downloaded Javascript code.
· Engine: Sets up communication with the NAF.

---- END SECOND CHANGE ----
******* END OF CHANGES






































































