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1
Introduction
This contribution discusses another MTC device privacy issue: MTC device status, such as online/offline,or in idle or connected

2
Discussion

2.1 why status etc is private information? 

The active status information of MTC devices, such as online/offline, IDLE/connected mode may be related to an individual’s privacy, e.g. if a camera monitor in home is related to the householder’s presence. If the camera is working online, it could mean the householder is not inside. So the status of such MTC device is related to human privacy and should be protected. 
In such a case, human presence privacy was invaded. Attacker can get a large amount of end-user privacy of MTC devices in a large area, as the compromised MTC SCS can get MTC device status remotely through MTC-IW
2.2. what to do?
But what causes this problem then? Mostly the information is stored in the network entity like HLR/HSS. MTC service capability server may need to get MTC device status. For example, if MTC server wants to send device triggering message to MTC device, it should recognize that MTC device is not in connected status first. But if the SCS is compromised, then it can misuse the MTC device information(e.g get the information from the untargeted device) even though it has passed the Tsp authentication from the IWF.
The reason is there is no UE level authorization. So we list the respective requirement in the section 5.7.3.
3pCR

============================Begin of Change=========================

5.7
Key Issue 7 – Privacy concern

5.7.3
Security Requirements

· It should be possible to prevent tracking of location information for some types of MTC Device.

· The network should explicitly reveal MTC device status, such as online/offline, idle or connected to authorized parties only, e.g. to an authorized SCS in relation to monitoring feature, cf. clause X.X Monitoring.
· Network should be able to verify whether a message contains any privacy sensitive information.

· Network should be able to perform authorization check of (a) MTC device which is sending privacy sensitive information and (b) of MTC server which is requesting / is receiving the privacy sensitive information.

· Privacy sensistive information transmitted to MTC server via network should be protected.

Editor’s Note: The last three requirements above are FFS. It needs to be clarified why the network should be able to verify if a message contains privacy sensitive information, and what an authorization check in network helps if a device or MTC server has already sent privacy sensitive information.

============Next of Change( external interface security) ========================

5.5.3 
Security requirements

Editor's Note: The administrative burden of maintaining such lists for authorization information within the 3GPP needs further study.
When the MTC Server is located outside the 3GPP operator domain, the following security requirements apply:

The 3GPP network and the MTC Server should be able to mutually authenticate each other.
The network should explicitly reveal MTC device status, such as online/offline, idle or connected to authorized parties only, e.g. to an authorized SCS in relation to monitoring feature, cf. clause X.X Monitoring.
The 3GPP network should be able to determine whether the MTC server is authorized to send control plane requests.

The 3GPP network should be able to determine that the MTC server is authorized to send the given trigger to the given MTC Device.
The signalling messages between the3GPP network and the MTC Server should be integrity protected.

The signalling messages between the3GPP network and the MTC Server should be confidentiality protected.

The level of security of the protection should not be lower than in the case when the MTC server is within the operator domain.
Security measures shall be applied to MTC reference points when communication extends beyond the boundary of the 3GPP system unless physical security is available.

Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI)
The mobile network shall provide security mechanisms that can be used to (cf. TR 23.888 [10]):

· ensure that an MTC Server can only communicate with certain MTC Devices;

· ensure that only authorized PDN entities can communicate with the MTC Devices;
· ensure that a MTC Device can only communicate with the MTC Server(s) of its subscriber, and that communication with any other entity is not possible. 
============================End of Change==========================

