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Abstract of the contribution: This contribution proposes to update the MTC Architecture based on SA2 TS 23.682 v11.1.0 and also refine the security areas defined in the TR 33.868 based on the LS from SA1 (S3-120610/S1-120275).
.
Introduction:

In this pCR, it is proposed to update the MTC architecture based on SA2 agreed architecture. Also it is proposed to refine the A3 according to SA1 reply in S3-120610. As there is no requirement for non-3GPP access, A3-b is removed.
Proposal

This P-CR proposes to make the following changes to TR 33.868. 

4
Overview of Security Architecture

Editor's note:
This section is intended to provide the high-level SIMTC security architecture to support the objectives of the WID 

The MTC security architecture described in Figure 1 is based on the system architecture given in TS 23.682 [23] and is given here for helping to analyse the threats in the following clause.



Figure 1: Potential high level security architecture for MTC Architecture for 3GPP Architecture for Machine-Type Communication
Editor’s Note: The termination point of security in the terminal side is FFS, i.e. whether it will be in the UE or in the MTC application.
The following defines one potential high level security architecture for MTC Architecture. Three different areas are defined. When analysing the security aspects of the key issues it should be considered to which area(s) the key issues is impacting. It should also be noted that the analysed key issues could be related to more than one area, e.g. A and B.

Editor's note: It is FFS whether single architecture can meet the requirements of all key issues. 

Editor's note: The security architecture needs further refinement. 

A) 
Security for MTC communication between the MTC Device and 3GPP network can be further divided to:

A1)   Security for MTC communication between the MTC Device and RAN.

A2)   Security for MTC communication between the MTC Device and NAS.

A3)   Security for MTC communication between the MTC Device and MTC-IWF.



B) 
Security for MTC communication between the 3GPP network and an entity outside the 3GPP network can be further divided to: 
B1) 
Security for MTC communication between the MTC server and 3GPP network in indirect deployment model. This can be further divided into security aspects when the MTC server is within the 3GPP network and when it is outside the 3GPP network.

B2) 
Security for MTC communication between the MTC application and 3GPP network in direct deployment model. 
Editor’s Note: B2 is currently FFS.

The communication between MTC server and MTC application is out of 3GPP scope.
C) 
Security for MTC communication between the an entity outside the 3GPP network and MTC Device can be further divided to:. 

C1) 
Security for MTC communication between the MTC server and MTC Device in indirect deployment model. 

C2) 
Security for MTC communication between the MTC application and MTC Device in direct deployment model. 
Editor’s Note: C2 is currently FFS.
NOTE: The entity MTC server used in the present document corresponds to the entity Services Capability Server (SCS) used in TS 23.682 [23]. The entity MTC application used in the present document corresponds to the entity Application Server (AS) used in TS 23.682[23].
2nd Change
7.4
Solution 4 – External Interface Security

7.4.1
General Description
External interface is an interface that connects a network entity inside 3GPP network with another entity outside the 3GPP network. Therefore, the interface specified in MTC architecture in TS 23.682 [23] and need to be considered here includes:
1. Tsp interface between MTC-IWF and SCS.
2. Gi/SGi interfaces between GGSN/P-GW and AS and between GGSN/P-GW and SCS.
3. Tsms interface between SMS-SC/GMSC/IWMSC and SME.
NOTE 1: SME covers the SMS functionality of SCS.
7.4.1.1
Tsp interface security for MTC Server outside the operator domain

When the MTC Server is located outside the operator domain, the interface between the core network and the MTC Server may be protected using mechanisms like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

Functional entity MTC Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure 3
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Figure 3 Tsp interface security for Service Capability Server outside the operator domain 

Thus the MTC Security GW within the MTC-IWF can perform access control functionality of MTCsp interface to prevent the unauthorized MTC server from accessing to the core network. It can authenticate with MTC server on behalf of the 3GPP network. 
After successful mutual authentication between the MTC server and the MTC security GW, the MTC security GW connects the MTC server to the operator’s security domain. Any connection between the MTC server and the core network is protected through the MTC security GW. End-to-end security protection should be used for protection between the MTC server and the MTC security GW. Security protection is required between the MTC security GW and the MTC server placed outside the Operator’s secure domain. Security protection should be used for any communication between the entities. Communication between the MTC server and the MTC security GW should be confidentiality, integrity and replay protected. The NDS/IP security mechanism [2] or proprietary security mechanism is used for mutual authentication and to protect the communication between the MTC security GW and the MTC server.

Any unauthenticated traffic from the MTC server should be filtered out at the MTC security GW.
The MTC Security GW within the MTC-IWF can restrict the trigger request coming from the unauthorized MTC Servers to prevent the unauthorized MTC servers triggering the MTC Device based on  the association between the MTC server and MTC Device. When one MTC server needs to trigger a MTC Device, it sends trigger request information to the MTC Security GW, and the MTC server identity and MTC Device identity should be included in the request information or an authenticated identity of its group membership. When the request is received, the MTC Security GW should verify that if the MTC server is associated with the MTC Device. If MTC server is associated with the MTC Device, that means the MTC server is allowed to trigger the MTC Device of its kind, then triggering indication will be send to the MTC Device. Other wise, the MTC Security GW should reject the trigger request.
Editor’s Note: It is FFS, how and where the information is store for all the association between the MTC server and MTC devices.
7.4.1.2
MTC Server inside the operator domain

When the MTC Server is located inside the operator domain, NDS/IP is mandatory to implement and optional to use.  
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