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1. Overall Description:

A new security feature introduced in EPS is serving network (SN) authentication. This is achieved by deriving KASME using the ID of the SN sent by the MME in the Visited-PLMN-Id S6a AVP. A network element claiming to be an MME can obtain an Authentication Vector with a KASME derived using a SN ID it does not belong to. Consequently, the SN authentication is defeated. 3GPP SA WG3 agreed that the threat exists and should be countered.

According to TS 33.401, the Home Network (HN) needs to verify that the MME requesting the authentication data is entitled to use the SN ID used to calculate KASME. However, it is not specified how and where to verify the SN ID. This verification is more difficult in some deployments where intermediate Diameter Agents are used within the interconnect network. In that case verifying the source of a request requires the home operator to trust all intermediate Diameter agents. 
There is a particular need to address this issue for SN id verification when requesting authentication vectors on S6a, but SA3 also agreed that a general source verification of inter-Security-Domain Diameter messages is desirable beyond this particular case. Consequently, other Diameter applications may also need application-specific additional checks to protect against identity spoofing.
2. Current state in SA3
The attached document S3-120763 reflects the current discussion in SA3. There are two potential solutions described in that document, but SA3 is also open to further proposals. The two solution proposals may be named:
Solution #1: "Per-Agent SN ID check" (described in section 4 of the attachment)

Solution #2: "Path authorisation check" (inserted as comment in section 4.2 of the attachment)
Both proposals rely on a Diameter Edge Agent (DEA) at the edge of every PLMN. This DEA is a mandatory element of the LTE roaming architecture of GSMA. However, within 3GPP currently a Diameter Agent is only specified within TS 23.203, not in TS 23.401.
3. Impact of/on intermediate Diameter agents
The GSMA roaming architecture optionally allows using intermediate Diameter agents between the two DEAs of the roaming partners. Intermediate Diameter agents reduce technical verification means of the edge PLMNs and replaces them with trust in the intermediate carriers to do equivalent checks. In such architectures, it is not possible for the HN to verify the real origin of malicious requests but only that these requests came from the “last hop” intermediate Diameter agent. It effectively requires that the HN operator must trust all intermediate Diameter agents in the path to not only be connected via secure links, but to also perform “per hop” source verification on DIAMETER routing protocol or DIAMETER application level.
In both alternatives, security will be defeated if intermediate Diameter agents fail to perform these checks.
4. Next steps
SA3 will further study the security provided by the two alternatives. An important difference of the two alternatives lies in their impact on elements and implementation, and the need to control Diameter agent name space. These aspects should be evaluated by CT4.

5. Actions:

To 3GPP CT4 group.

ACTION1: 
3GPP SA WG3 kindly asks CT4 to provide their views on the two proposed security solutions, and potential other alternatives.
To 3GPP CT4 and 3GPP SA2 groups.

ACTION2: 
3GPP SA WG3 kindly asks CT4 and SA2 to provide feedback on aligning the 3GPP LTE roaming architecture with the GSMA LTE roaming architecture by including the DEA, and the optional intermediate Diameter agents.
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