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1 Introduction
Clauses 8.3.2.1 to 8.3.2.3 of TR 33.829 comprise a number of different variants of messaging security that leverages IMS control plane security. We propose to add a clause describing the preferred variant. We also expect that the text of this clause may be easily adapted to normative text in TS 33.328. Note that the preferred variant is meant to provide security satisfying major user categories.

When selecting the preferred variant, we considered the following: Security for MSRP as specified by the IETF means usage of TLS between the endpoints based on self-signed certificates and exchange of the certificate fingerprints via SIP signaling. If this is done between endpoints outside the control of an IMS operator, fulfillment of LI requirements would mean that the network must act as man in the middle for every media stream. Thus, there can be no e2e security, but at most seamless hop-by-hop security e2e when using this approach. 

We therefore propose that media security for MSRP according to IETF recommendations can be applied in the IMS, but that the media security leveraging IMS control plane security is always terminated in the IMS core network. Note that this is in line with the current GSMA RCS 5.0 specification.

Hop-by-hop security inside the core network e.g. by securing each hop using TLS would not be very efficient as compared to e.g. using physical protection or NDS/IP (or a combination of these two). We therefore do not propose to standardize such an approach. However, clearly operators may all the same choose to apply TLS also inside the core network.

Concerning the alternatives where security should be terminated in the network, we feel the solution making use of the IMS access gateway is preferable as it can provide e2ae security in a generic way for TCP based media (e.g. it does not require to modify different application servers for different applications when introducing security for TCP based media). It can provide security also in scenarios where no application server may be involved (which is a scenario covered by 3GPP specifications). It allows to access communication content for LI purposes at the IMS access gateway. Moreover, we think it is a general advantage to re-use the architecture for e2ae security for RTP based media.  
2 Proposal
We propose to change TR 33.829 by including adding a reference and a new clause 8.3.2.4 as follows:
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8.3.2.4
Preferred approach for IMS messaging security that leverages IMS control plane security

This section describes which of the various alternatives and options described in clauses 8.3.2.1 to 8.3.2.3 are recommended to be chosen, resulting in a solution that is supposed to satisfy major user categories.

8.3.2.4.1
Security for immediate messaging using SIP MESSAGE messages leveraging IMS control plane security
An IMS UE that requires security for immediate messaging leveraging IMS control plane security shall apply suitable protection of SIP signaling in general, in particular encryption in addition to integrity protection. It is understood that this protection is ensured on the first hop only, and that nodes in the IMS core may have access to the cleartext message content. In this approach, the usage of the “P-Asserted-Identity” header provides secure identification of the sender of a message by the receiver, unless the sender has chosen to hide its identity, in which case the receiver will not learn the sender’s identity.

8.3.2.4.2
Security for session based messaging using MSRP leveraging IMS control plane security
Security for session based messaging leveraging IMS control plane security comprises only e2ae security. MSRP is secured over the access network between IMS UE and IMS access gateway by usage of TLS as specified in RFC 4975 [13], i.e. based on self-signed certificates and the exchange of certificate fingerprints via SIP/SDP.

An IMS UE that is willing to use e2ae security for every MSRP media stream for which it does not request e2e security indicates this during IMS registration. In its response, the network indicates whether it supports the mechanism. If the IMS UE has indicated its willingness and the network has indicated its support, the mechanism will be applied to every MSRP media stream originated or terminated by the IMS UE unless the UE indicates that it wants to use e2e security. The mechanism may even be applied to every MSRP media stream originated by the IMS UE if the IMS UE has not indicated its willingness during registration, but offers MSRP over TLS, for backward compatibility with RCS 5.0 [xx].
For this, as the originating endpoint, the IMS UE specifies “TCP/TLS/MSRP” and an “a=fingerprint” attribute in the SDP offer. Moreover, the IMS UE adds an SDP attribute indicating the request for e2ae security to the description of the MSRP media stream. (If the IMS UE does not use this indication, and does not use protocol elements indicating a request for e2e security either, the network will behave as if the IMS UE had used the e2ae indication. Cf. also NOTE below.) The network inserts the IMS access gateway into the media path. The IMS access gateway terminates TLS properly, using its own certificate (the fingerprint of this certificate is returned to the originating IMS UE in the SDP answer). From the IMS access gateway in the direction towards the terminating IMS UE, plain TCP may be used on the next hops, assuming that the interfaces are protected e.g. using NDS/IP or physical protection. Optionally, TLS may be used. The IMS access gateway relays between the TLS connection towards the originating IMS UE and the connection in the direction towards the terminating IMS UE.

In the terminating case, if the IMS UE at the terminating side and its P-CSCF have both indicated to support the mechanism during REGISTER, the network shall also insert the IMS access gateway into the media path, setup TLS  towards the terminating IMS UE and relay the traffic, as it is done on the originating side. (In the SDP sent to the terminating IMS UE, the P-CSCF adds an SDP attribute to the description of the MSRP media stream indicating that the offered security is e2ae security.)
NOTE:
Indication of the usage of e2ae security in INVITE messages is redundant in this approach, as a request for e2e security is expected to require specific protocol elements (like key-management attributes inside the SDP) and can thus be recognized by the network and by the terminating IMS UE. However, to keep the procedures close to the procedures for e2ae security for RTP based media, and to stay flexible for possible future enhancements, it seems reasonable to use the indications.
To support IMS UEs behind NATs and IMS UEs that do not implement TCP/TLS server functions, the SDP attribute “a=setup:passive” as specified in RFC 4145 is used in the SDP sent to IMS UEs to specify that the IMS access gateway acts as TCP server. The IMS access gateway also acts as TLS server, i.e. the IMS UE is expected to start TLS with the TLS client-hello message after the TCP connection has been established.

In this approach, the usage of the “P-Asserted-Identity” header provides secure identification of one endpoint of a message session by the other endpoint, unless an endpoint has chosen to hide its identity, in which case the other endpoint will not learn the other endpoint’s identity. In this case, an endpoint may reject or abort the session.
Security for session based messaging conferences leveraging IMS control plane security is provided as described in the subclause “recommended solution” in section 5.3.2.
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