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1. Discussion

This doscument discusses drawbacks, potential threats and extends the study of the solutions for SMS trigger in TR 33.868 section 7.1.3, solution 3: Solutions protection SMS triggering.
1. Network based SMS payload filtering
· Issue 1.1: 

The solution refers to TR 23.840 for protection against SMS spoofing. As described in TR 23.840, HLR interacts with SMS Router for each SMS message it receives. 
There are a large number of MTC devices and the interaction may raise HLR burden or even wear it down. 
· Proposal 1.1:
Data of routing information, serving node information can be pushed or downloaded from HSS/HLR and saved locally in SMSC/SMS-GMSC. Thus interaction with HLR will not be needed for each SMS that in turn will decrease the load. This could be noted in the TR.
· Issue 1.2:
It is possible that an authorized source malilciously or inadvertently sends out fraudulent SMS triggers. Security requirements and solutions only on unauthorized source is not sufficient.  Authenticated and authorized UE can send unauthorized SMS trigger, this can happen by 1) spoofeing the identity, or 2) malware sending malicious trigger. Further, it is known that there are free tools available to send SMS.
· Proposal 1.2
We propose to study solutions for SMS trigger source authorization.
2. Source authentication
· Issue 2.1:

It is described “If such attacks need to be mitigated, or if home network routing is not provided, then some form of cryptographic protection of MTC triggers is needed between the MTC server and the MTC device.”
SME and SCS as trigger sources do not (and should not) have knowledge whether a network will perform payload filtering. Therefore, this assumption fails and SA3 should remove it from current TR. On the other hand, when network does perform payload filtering, this solution will be an obstruction. 
· Proposal 2.1
SA3 should add a note to indicate that the assumption is not sufficient.

2. Proposal
We propose SA3 to take the above discussion into account and make modification to TR 33.868 as given in the accompanied pCR.
