SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 (Security) Meeting #68 
( S3-120714
9-13 July 2012; Bratislava, Slovakia 
revision of S3-12abcd
Source:
Ericsson, ST-Ericsson
Title:
Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions
Document for:
Discussion and decision

Agenda Item:
7.9
Work Item / Release:
MTC  / Rel-12
1
Introduction
This pCR addresses the following requirement in sub clause 7.1.1 in 3GPP TS 22.368:

“-
The network operator shall be able to restrict the use of a USIM to specific MEs/MTC Devices (e.g. based on matching or mismatching of MTC Features and/or other types of MTC Devices).”
This pCR proposes to introduce a network based solution for restricting the use of USIM to specific ME(s)/MTC device(s) for subscriptions used for M2M in TS 33.SIMTC for Rel-12.
If the UE roams into a visited network which does not support the Automatic Device Detection mechanism in the SGSN or MSC, as specified in TS 23.060 and TS 23.012, then it is a home operator choice whether to accept or reject the UE.

CRs to SA2 TS 23.060 (S3-120442) and TS 23.401 (S3-120441) were submitted to the previous SA3 meeting, which showed the impact on the system. 

2
Proposal

It is proposed to adopt the Network based solution for restricting the use of a USIM to specific ME(s)/MTC device(s) for M2M subscriptions described below early on in Rel-12.  A new chapter is added in this pCR to be added to the new TS 33.SIMTC for Rel-12.

3
PCR

**********************    First change  ************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[q]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications (MTC)".

[x]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[y]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[z]
3GPP TS 23.012: "Location management procedures".

**********************    Next change  ************************

x.y
Restrict the use of a USIM to specific ME(s)
As an optional function to secure that only authorized ME's are used with a subscription (see sub clause 7.1.1 in 3GPP TS 22.368 [2] for corresponding stage 1 requirement), the HSS may hold a list of authorized IMEI(SV)'s per IMSI. During EMM/GMM/MM procedures the SGSN, MME or MSC indicates any new IMSI/IMEI(SV) pair to the HSS as described in TS 23.060 [6], TS 23.401 [7] and TS 23.012 [x]. For IMSI with a list of authenticated IMEI(SV) if the HSS detects an IMEI(SV) not in the authorized list then the HSS informs the MME, SGSN or MSC and the EMM/GMM/MM procedure is rejected. 
NOTE: The function relies upon the Automatic Device Detection mechanism as specified in TS 23.060 [6] being supported in the MSC and SGSN for them to identify a new IMSI and IMEI combination and provide also the IMEI to the HSS.
If the UE roams into a visited network which does not support the Automatic Device Detection mechanism in the SGSN or MSC, as specified in TS 23.060 and TS 23.012, then it is a home operator choice whether to accept or reject the UE.
********************** End of Changes **********************
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