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1. Introduction
The work item on GBA web outlined that the web GBA related work would first be collected in a Technical Report and when the work is matured be transferred to the affected GBA specifications.
2. Goal

The overall goal is to improve the security of using GBA from a web browser, in particular with JavaScript. To achieve this goal and enable interworking a normative Annex in TS 33.222 is proposed to provide independent implementers of terminal applications and server side software with a common normative understanding how to improve the security. This implies that the items like key derivation, channel binding, API and sequence flows are normative.
The Technical Report contains also some threat scenarios and common good programming practice, which would be good for implementors to be aware off. On the other hand, we would not consider this as normative, but merely informative.

The mechanism to control the GBA Credentials and GBA Module in the UE depend strongly on the actual device internal architecture and security can be achieved there by a range of means (some of them potentially are already in place). Normative text is not needed for interworking here. The same logic applies to the Security Considerations in section 8.1, which should be seen as a guidance, but not as normative text which may prevent even “better” security approaches.

3. General Split
We propose to split the Technical Report as follows:

New informative Annext to TS 33.222, which contains:


- 5.1 Usage Scenarios


- 5.2 Threats


- 6. Control of GBA Credentials and GBA Module in the UE

- 8.1 Security Considerations
New normative Annex to TS 33.222, which contains:

· 7.1 Key Derivation

· 7.2 Channel Binding, there one mechanism should be selected to avoid interopability problems
· 8.2 API


· 8.3 Sequence Flow

4. Proposal

It is understood, that the text has to undergo some general adaption to be able to go into TS 33.222 as informative or normative text. We propose to agree on:

· General Split as outlined in the previous section

· Strive for one channel binding mechanism

