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	Protection for GTP-C traffic  is handled in Annex B of the present document. The existing annex gives a good explanation, why security is important stating “Amongst the data that clearly can be considered sensitive are mobility management messages, the authentication data and MM context data”. Thus integrity and confidentiality protection is necessary.
But the existing text misses a clear requirement on these security mechanisms, as e.g. given in Annex C for IMS and and Annex D for Iu/Iur/Iuh/Iurh.
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In addition, new subheadings X.0 are introduced to correct hanging paragraphs in Annexes B, C and D.
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**************************** Start of changes ***********************
Annex B (normative):
Security protection for GTP

B.0
General

This section details how NDS/IP shall be used when GTP is to be security protected.

**************************** Next change ***********************
B.x
Protection of GTP-C transport protocols and interfaces

IPSec ESP shall be used with both encryption and integrity protection for all GTP-C messages traversing inter-security domain boundaries.

Gn and Gp control plane traffic shall be routed via a SEG when it takes place between different security domains. In order to do so, operators shall operate NDS/IP Za-interface between SEGs. If a network node has implemented SEG functionality within the same physical entity, transport mode IPsec is optional for implementation and use on the Gn and Gp interfaces.
It will be for the operator to decide whether and where to deploy Zb-interfaces in order to protect the GTP-C messages over the Gn and Gp interfaces within the same security domain.

**************************** Next change ***********************
Annex C (normative):
Security protection of IMS protocols

C.0
General

This section details how NDS/IP shall be used to protect IMS protocols and interfaces. The network domain security for IMS in 3GPP2 networks shall be as specified in in Annex S.5 of TS 33.203[10].

**************************** Next change ***********************
Annex D (normative):
Security protection of UTRAN/GERAN IP transport protocols

D.0
General

This annex details how NDS/IP shall be used to protect UTRAN/GERAN IP transport protocols and interfaces.

**************************** End of changes ***********************
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