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1. Discussion 
Although the solution of SMS based triggering was agreed in SA3 #67 meeting, the problem of SMS spamming against MTC device isn’t completely solved yet. 

The spamming messages will cause battery drain of the MTC devices without continuous power (i.e., the devices for which it’s impossible to replace or recharge the battery). Therefore a solution is needed to ensure the spamming SMS cannot reach the MTC device without continuous power to prevent exhaustion of power of the device.
In S3-120543 it only requires the triggering message to be sent to the filtering infrastructure: 

If an SM received by the SMS-SC in the HPLMN that handles SMS-delivered device trigger messages does not originate from the T4 interface, then the SMS-SC shall forward the SM to filtering infrastructure. If an SM received by the filtering infrastructure contains a trigger indication, and does not originate from a trusted SME that is authorised to send trigger SMs, then the SM shall be blocked.
Unless all SMS are sent to filtering infrastructure for check, the spamming SMS (not in the format of triggering message) can reach the MTC devices. It’s doubtable if the filtering infrastructure can do a thorough payload filtering to prevent spamming. And it’s not necessary to do a thorough payload filtering for MTC device with continuous power supply because the anti-spam measure can be achieved at the device side (e.g., at application layer).
In this paper we propose an anti-spamming SMS solution for MTC devices without continuous power.  This solution requires the SMSC to deny the non-triggering SMS received from the Tsms i/f for MTC device without continuous power supply. For this purpose an optional entry/flag of “one-off battery” is introduced in the subscription profiles of corresponding devices in HSS. If the flag is set, the device won’t receive the SMS not sent through T4 except the triggering SMS. This solution won’t require the HSS to make the judgment of blocking SMS or not. The HSS just sends the flag together with the routing info to the SMSC and the SMSC will check the flag and make the decision.
2. Proposal 

We propose SA3 to adopt the pCR below and send an LS to SA2 about the suggestion of adding an entry/flag in the subscription profile of MTC devices without continuous power for the purpose of anti-spamming.
----------------------------pCR------------------------------------------------------------
5.x
Key Issue 1 – Spamming SMS at the MTC devices without continuous power
5.x.1
Issue Details

There is a type of MTC devices which has only a one-off battery. It’s impossible to replace or recharge the battery of the device. This type of MTC device is vulnerable for spamming SMS attack which may exhaust the battery of the device.  
5.x.2
Threats

5.x.3
Security Requirements
The solutions of anti-spamming should be implemented at the network side. Solutions requiring MTC device involved will cause battery consumption inevitably.
7.x
Solution – Spamming SMS at the MTC devices without continuous power
7.x.1
General Description
An optional entry/flag of “one-off battery” is introduced in the subscription profiles of the MTC devices without continuous power in HSS. If the flag is set, then the device won’t receive SMS not sent through T4 except the triggering SMS. The SMSC will deny the non-triggering SMS received from the Tsms i/f for that MTC device or . The HSS doesn’t make the judgment of blocking SMS or not and will send the flag together with the routing info to the SMSC. The SMSC will check the flag and make the decision.
Editor’s note: if a MTC device without continuous power is replaced with a MTC device with continuous power, the corresponding flag should be set to off in the subscription profile.
Note: the assumption is the SME uses the newly defined application port number for device triggering so the trigger SMS can be differentiated by the SMSC. If an SME does not use this port number for trigger SMS then it may be considered as a normal SMS.
7.x.2
Evaluation
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