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Abstract of the contribution: There are government agencies and commercial applications (e.g., financial, medical, pharmacutical) that require Suite B equivalent 256-bit key encryption, to secure classifed or confidential information. This discussion paper proposes development of a Study Item Description (SID) or Work Item Description (WID) on the addition of functionality to support the use of 256-bit encryption keys.
Introduction
There are government agencies and commercial applications (e.g., financial, medical, pharmacutical) that require Suite B equivalent 256 bit key encryption, to secure classifed or confidential information. 

Suite B Cryptography is a set of unclassified algorithms including AES and a “Secure Sharing Suite”, that provides a common suite of public security standards and protocols. Suite B is part of the NSA Cryptographic Interoperability Strategy (CIS), developed to improve information sharing within the United States and with coalition partners. Open standards and the use of strong public algorithms provide interoperability and allow for the possibility of release to coalition partners or state and local governments. And Suite B may be used to protect classified information (SECRET) with NSA approval as well as sensitive but unclassified (SBU) information.  Since the vast majority of classified information is SECRET or below, approved Suite B products could significantly improve the speed and flexibility as well as reduce the cost of deploying secure solutions. 
AES with 128-bit keys provides adequate protection for classified information up to the SECRET level. Similarly, ECDH and ECDSA using the 256-bit prime modulus elliptic curve as specified in FIPS PUB 186-3 and SHA-256 provide adequate protection for classified information up to the SECRET level. During the transition to the use of elliptic curve cryptography in ECDH and ECDSA, DH, DSA and RSA can be used with a 2048-bit modulus to protect classified information up to the SECRET level. 
What is need?
· Need to define new algorithms capable of 256-bit keys.  

· This should not be a big issue from a standardization perspective, AES is already capable of this, so SA3 just needs to update its specifications

· There may be some discussion on a second algorithm choice.  Snow 3G could in principle be extended to support 256-bit keys, but we are not aware of whether it has been properly analyzed to give full 256-bit strength in this case.

·  Need to register code points in the signalling to signal the use of the new algorithms.  That implies about 5 trivial CRs in SA3, RAN2, RAN3 and CT1. SA3 already did this exercise with ZUC, so SA3 knows what is needed.

· TS33.401 needs to be modified to remove the truncating functions in the key generation hierarchy. Key distribution specs for S1-MME and X2 need to be extended to transport the 256-bit eNB keys. 2G-3G Interworking needs to accommodate cross-derivation of larger keys.

· To get full 256-bit cryptographic strength there is a need to update the size of the shared secret K on the USIM.  Currently K is only 128 bits long.  Increasing the size of K also implies that the algorithms used on the USIM (e.g., MILENAGE) need to be modified to take the longer key into account.   

 

Migration Issues

· Just as with ZUC there is a problem that the new algorithm cannot be used directly after an inter-RAT handover from an SGSN of Rel-7 or earlier.  Instead EEA1 or EEA2 would have to be used for a short period until the network switches to the new algorithms at the next TAU request (which should happen "immediately" after the handover).  If all SGSNs are of Rel-8 or newer there are no such problems. (see this doc for more info: http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_62_Ljubljana/Docs/S3-110087.zip)

·  There is a corresponding issue when there would be a handover from an eNB not supporting signalling of the 256-bit algorithm to a target eNB that does support the 256-bit algorithm 

Coexistence of 128 and 256 keys and algorithms
· UE capabilities of 128 and 256 bit key support need to be clearly communicated and negotiated with serving RAN.

·  Cross-RAN capabilities need to be coordinated.

· Intra-MME variations of the eNB capabilities must be coordinated, and be aligned with maximum MME capability. 
· All these scenarios would need to be investigated, and solutions defined. While it sounds like a lot, it is doable and not too difficult at least from standards perspective. This coexistence is specified in current specs for 64 vs. 128 keys. 
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Recommendation

A Study Item Description (SID) or Work Item Description (WID) should be created for the addition of functionality to support the use of 256-bit encryption keys.
