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1 Introduction
  Three contributions (S3-120658, S3-120660, S3-120661) to this meeting propose solutions for security for conferencing, messaging, and call diversion that leverage IMS control plane security. If these proposals are accepted we propose to modify the clause on conclusions accordingly. 
2 Proposal
We propose to change TR 33.829 as follows:
*** BEGIN CHANGES ***
11
Conclusions

11.1
IMS messaging security


Editor’s Note: Conclusions relating to the end-to-end case not leveraging IMS control plane security are ffs

This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS messaging security. 

For session based messaging, the following methods are concluded to be specified:  

-
For end-to access edge security, the TLS based mechanism using fingerprints is to be adopted. In this solution, which leverages IMS control plane security, TLS is terminated in the IMS access gateway controlled by the P-CSCF. IMS UE and network exchange e2ae security indications during IMS registration. If both IMS UE and network sent the indications, the mechanism will be applied to every MSRP media stream originated or terminated by the IMS UE unless the UE indicates that it wants to use e2e security. For details see clause 8.3.2.4.2.  

There are no end-to-end security solutions for session based messaging that leverage IMS control plane security.
For immediate messaging, the following methods are concluded to be specified:  

-
For a solution leveraging IMS control plane security, current IMS signalling mechanisms are to be reused as  defined in TS 33.203.
11.2
IMS conferencing security

Editor’s Note: Conclusions relating to the end-to-end case not leveraging IMS control plane security are ffs

This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS conferencing security. 
For conferencing security leveraging IMS control plane security, the following methods are concluded to be specified:  

· For RTP-based media, the SDES-based methods for e2ae and e2e specified in the main body of Ts 33.328 are applied also to conferencing security. This is possible as group keys are not to be used. Instead, the conference server specifies individual keys per participant for all media streams it sends out. Because e2ae may suffice in many cases when the conferencing server resides in the operator network SRTP support in the conferencing server is optional. 
· For BFCP, the same e2ae methods as for session-based messaging leveraging IMS control plane security are to be specified. The Conference Server optionally supports TLS for BFCP and for MSRP (for messaging conferences).  
11.3
IMS call diversion security

Editor’s Note: Conclusions relating to methods not leveraging IMS control plane security are ffs

This clause includes the conclusions and recommendations for normative work on the media security enhancement for IMS call diversion security. 
No additional security mechanisms are specified for CDIV in the SDES based media plane security solution.
*** END OF CHANGES ***
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