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1 Introduction
For e2m security for MSRP as discussed in clause 8.3.2.2.2 of TR 33.829, security may be terminated either at the IMS access gateway (similar to e2ae security for RTP based traffic) or at an application server somewhere in the network. We propose to extend section 8.3.2.2.2 to discuss these two options in some more detail.
2 Proposal
We propose to change TR 33.829 as follows:
*** BEGIN CHANGES ***
8.3.2.2.2
E2m security for one-to-one session based messaging


8.3.2.2.2.1
 Terminating security at an AS

TS 23.228 [8] already describes the usage of intermediate nodes in session based messaging. For this, in the originating as well as in the terminating case, the S-CSCF, when processing an INVITE message establishing an MSRP session, routes the message to an intermediate node that acts as a SIP B2BUA and also as media relay for the session. Assuming that intermediate nodes are used on the originating and terminating side, and that these intermediate nodes are different ones, the connection will be established in at least three hops.

An example for this is shown in Figure 8.2.2.1-2: The intermediate nodes are AS#1 and AS#2, and TCP connections are established between UE#1 and AS#1, AS#1 and AS#2, and AS#2 and UE#2. In this example, when e2m security is applied for UE#1, the TCP connection between the UE#1 and AS#1 is secured using TLS. Independent from this, when e2m security is applied for UE#2, the TCP connection between the UE#2 and AS#2 is secured using TLS. 
In this approach, how to use TLS (including how to negotiating whether TLS is used) can be considered to be part of the application and as such should be specified by the OMA.

The communication will be available in the clear at the AS and can be intercepted there for LI purposes.

8.3.2.2.2.2
 Terminating security at the IMS access gateway

Rather than at an AS, TLS may also be terminated at the IMS access gateway. In this way, many of the concepts for e2ae security for RTP based traffic specified in TS 33.328 [3] could be re-used, e.g. the
procedures for indicating the support for e2m security and for establishing MSRP sessions with e2m security could be done  analogously to the procedures for e2ae security in TS 33.328 [3]:

A UE that is willing to make use of e2m security indicates this in the REGISTER request. If the network is willing to support e2m security for this UE, it indicates this in the reply on the REGISTER request. Although such indications are already specified for e2ae security for RTP based media, it is proposed in this case to introduce additional indications for e2m security for session based messaging, to allow using e2ae for RTP based media and e2m security for session based messaging selectively. If both UE and network have indicated support for e2m security in this way,

· in the originating case, the originating UE may request e2m security for an MSRP session to be established by using "TCP/TLS/MSRP" (rather than "TCP/MSRP") in the m-line of the SDP offer, and by using an SDP attribute indicating the request for e2m security 

· in the terminating case, if no security is specified in an incoming request, the network will indicate the usage of e2m security for the MSRP session to be established by using "TCP/TLS/MSRP" (rather than "TCP/MSRP") in the m-line of the SDP offer sent to the terminating UE, and by using an SDP attribute indicating that the offered security is e2m security.

In both cases, the network inserts the IMS access gateway as an intermediate node. The TCP connection from the UE is terminated by the IMS access gateway and is secured using TLS. Another TCP connection is used from the IMS access gateway towards the other endpoint of the MSRP session (possibly via additional intermediate nodes).
Like for e2ae security for RTP based traffic, the interface between P-CSCF/IMS-ALG and IMS access gateway must allow passing the required information (e.g. the certificate fingerprints). This may be achieved by exchanging the relevant parts of  the session description (using SDP), as it is the case for e2ae security for RTP-based traffic.
 In this approach,  the network operator has access to the cleartext communication content at the IMS access gateway, so LI can be supported conveniently.

Both methods for mutual authentication and key establishment described in 8.3.2.2.1 could be used. However, for e2m and for hop-by-hop security between UEs the same method should be chosen, to avoid that an IMS-UE must implement two different methods. Usage of self-signed certificates may not be compliant with LI requirements in some special cases of hop-by-hop security – see discussion in the following clause 8.3.2.2.3.
*** NEXT CHANGE ***
8.3.2.3
Session based messaging conferences

In this case, an MRF/AS acts as a conference server and distributes all messages sent by one participant to all the other participants in the session. Participants can join the session by sending an INVITE to the PSI (Public Service Identifier) representing the messaging session. The MRF/AS receives the P-Asserted-Identity of the inviting subscriber, so it can enforce that only authorized subscribers can participate in the session. In case the subscriber sending the INVITE does not reveal his identity, the MRF/AS may reject the INVITE by sending a 433 "Anonymity disallowed".

In any messaging conference, participants may use e2m security for messaging as specified in 8.3.2.2.2. This is transparent for the conference server.

NOTE: 
A UE may also implement a conferencing service, and may use e2m security, transparently for the participants. However, this is not in the focus of this specification.

A conference server may also be configured to accept only TCP connections secured by TLS for a specific messaging conference. In the "dial-in" case, it can enforce usage of TLS by rejecting INVITEs that do not specify TCP/TLS/MSRP as the media protocol. In the "dial-out" case, it can enforce the usage of TLS by specifying TCP/TLS/MSRP as the media protocol. However, this does not guarantee that the media is secured on all transport hops, as intermediate nodes may exist between the conference server and the participating UEs that terminate media protection and relay media onto unprotected TCP connections towards UEs. 

On the other hand, a UE (or a messaging conference server) that establishes an MSRP session using TCP/TLS/MSRP as the media protocol and does not use e2m security as specified above, may expect the network not to change the transport to TCP/MSRP on some other transport hop. If the involved networks meet this expectation, and if the conference server rejects INVITEs not specifying TCP/TLS/MSRP, it is ensured that all media belonging to the messaging conference is secured on all transport hops.

Both variants for mutual authentication in TLS described in clause 8.3.2.2.1 can be used, i.e. either self-signed certificates or a PSK. 

Editor’s Note: If self-signed certificates are used, and a UE connects without an intermediate node directly to the conference server, and the conference server is not controlled by the operator, the operator may not be able to fulfil LI requirements, as stated in the Editor's Note in clause 8.3.2.2.3.

The conference server has access to the cleartext messages and must be trusted, as must be all intermediate nodes and all involved SIP proxies.
*** END OF CHANGES ***
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