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Justification
The intention of this contribution is to insert parts of the contents of contribution S3-120455 ‘Spoofed Call detection and prevention – Problems related to Calling Line Identification’, presented at the 3GPP TSG-SA3 meeting #67 in Kyoto, Japan, into the TR ‘Security study on spoofed call detection and prevention’.

As S3-120455 covers different aspects of the current TR, it is attempted to integrate the contents into already existing clauses where applicable.
*** BEGIN CHANGES ***
1
 Scope

The present document studies the means to identify calls with spoofed Calling Line Identification terminating in the CS domain where the call could have originated from either inside or outside the CS domain. Calling Line Identification (CLI or CLID), also called Caller Identification (CID), evaluates and transmits a caller’s number while Calling Line Identity Presentation (CLIP) enables displaying the caller’s number during call setup or ringing. Usual applications for CLIP are
· to display the original number of the caller

· to display a caller’s presentation number, e.g. a doctor calling a patient out of hours who doesn’t want to disclose his private number but showing instead the number of his office

· to display a number unrelated to the calling line, e.g. call centers displaying numbers related to their customers (depending on national regulations).

But CLI can also be misused to display a misleading number in the display that is in no way related to the originator of the call. This behaviour is called CLI spoofing or spoofed call. CLI spoofing ranges from harmless hoax to criminal activities like for example Voice Phishing (Vishing) by displaying the forged number of a bank in order to steal the callee’s credentials. And although CLI may be unreliable, people use it to decide whether to accept a call or not.
This study item studies the detection of a spoofed call as the first step, and prevention as a second step if detection is achievable. In particular, the goals of this document are:
· Outline valid threat scenarios for spoofed calls coming to 2G and 3G CS domains. 
· Analyze and evaluate if any tools in 3GPP can be used to counteract spoofed call detection and prevention.
· Study and identify any other suitable techniques or mechanisms for spoofed call detection and prevention.
*** NEXT CHANGE ***

4.1
Background

4.1.1
General Background
There are a variety of methods and technologies that can be used to make spoofed calls as shown in the scenarios hereafter. The most common ways are probably through leased voice line / Primary Rate Interface (PRI) / PBX or using VoIP technology. Spoofed call is unfortunately an existing method in telecom fraud. Potential usage of spoofed call may be 

· supervision or hoax in the personal sphere (may be harmless)

· SPIT advertisement calls with forged CLIs to prevent that the originator of the call can be traced back (in some countries illegal)

· stalking with frequently varying presentation numbers to confuse the stalking victim (in some countries illegal)

· voice phishing by spoofing of bank IDs in order to steal user credentials (illegal)
· spoofing IDs from authoritative organizations, emergency IDs and police IDs (illegal)
· spoofing on voicemail (privacy threats) and on premium services (commercial threats)
The list of potential spoofed call usages already shows that CLI spoofing is not necessarily illegal. Whether CLI spoofing in general or a specific kind of CLI spoofing is illegal or not, depends on national legislation.
Spoofed calls may indeed be terminated in a 3GPP mobile network – an increasing probability and threat. There are several impacts by the spoofed calls.  For example, the existence of spoofed calls lowers the trust level of telecom services, in that people may trust all networks less and less. Fraud can cause substantial loss to users and operators; it enhances the fraud effect by cheating people, and threatens to create bad reputation to also mobile networks and its services. 
In order to detect the spoofed call and to find measures to deal with the problem of spoofed calls, the most suitable methods for this problem need to be studied and described. 
*** NEXT CHANGE ***

4.1.x
Standardization Background
TS 23.081 is the standard, relevant for CLI in 3GPP CS networks. It defines

· in clause 1 the call identification supplementary service ‘Calling Line Identification Presentation (CLIP)’

· and in Annex A the mapping rules of the CLI parameters received via the network-network interface to the CLI parameters to be sent to the terminating user equipment.

There are three different information elements concerning CLIP that are defined in TS 23.081 and are used within the messages:

· the ‘Calling Party Number’ information element that contains besides the Line Identity (LI) a Screening Indicator (SI) and a Presentation Indicator (PI)

· the ‘Generic Number’ information element that contains besides an additional Line Identity (aLI) an additional Screening Indicator (aSI) and an additional Presentation Indicator (aPI)
The ‘Generic Number’ is an additional ‘Calling Party Number’ that is provided by the user itself.

· the ‘Cause of no CLI’ information element that optionally tells the reasons why the presentation of the CLI is restricted

While the Screening Indicator gives information about the origin and the depth of ‘Line Identity’ evaluation, the Presentation Indicator tells the terminating network if a ‘Line Identity’ is available at all and if yes, whether it is allowed to present it to the terminating user. The figure beneath shows what parameters are provided by the information elements ‘Calling Party Number’, ‘Generic Number’ and ‘Cause of no CLI’ and how they interact.
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Line Identity (LI)

-Subscriber’s international ISDN/MSISDN number

-Optional subaddress information 

Screening Indicator (SI)

a) User provided, verified and passed

b) User provided, not screened

c) Network provided

Presentation Indicator (PI)

a) Presentation allowed

b) Presentation restricted

c) Number not available

a) Unavailable

b) Rejected by user (via CLIR*)

c) Interaction with other services

d) Coin Line / Pay Phone

‘Cause of no CLI’

Information Element

optionally

Parameters of LI/aLI, SI/aSIand PI/aPIare identical * Calling Line Identity Restriction


TS 29,163 is the standard, relevant for 3GPP IMS networks and specifies the mapping between ISUP and IMS parameters. In particular, it defines the conversion from SIP to BICC/ISUP

· in clause 7.2.3.1.2.6 ‘Calling Party Number’
# with mapping of SIP ‘From’, ‘P-Asserted-Identity’ and ‘Privacy’ headers to CLI parameters
# with the setting of the network provided BICC/ISUP ‘Calling Party Number’ parameters
# with the mapping of ‘P-Asserted-Identity’ and ‘Privacy’ headers to BICC/ISUP ‘Calling Party Number’ parameters

· in clause 7.2.3.1.2.7 ‘Generic Number’ with the mapping of SIP ‘From’ header to BICC/ISUP ‘Generic Number’ parameters

The origin of problems is wider than just 3GPP networks and relates to ISUP, also used in fixed PSTN. Here the ‘Calling Party Number’ information element is defined in Q.931 clause 4.5.10 with the meaning and the use of the fields ‘Presentation Indicator’ and ‘Screening Indicator’ defined in Q.951, clause 3 and Q.951, clause 4. ISUP is under control of ITU.

*** END OF CHANGES ***
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