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1. Introduction

The security of the Tsp interface between the SCS and the MTC-IWF was addressed in a CR to TS 23.682. This CR was approved at SA3#67 as S3-120542 and at SA#56. The CR contained the security requirements for Tsp, which are “mutual authentication, integrity protection, replay protection, confidentiality protection and privacy protection”. 

Note that authentication is required for at least two reasons (not mentioned in the CR): 

· Generally, mutual authentication allows one endpoint to identify and shut out another misbehaving endpoint; 

· Additionally, SCS to MTC-IWF authentication is required for device triggering as the MTC-IWF supports interrogating the HSS to “determine if a SCS is allowed to send a device trigger to a particular UE.” (cf. TS 23.682). 
For the security mechanisms the CR only contained an Editor’s Note saying: 

“The security protocol is to be defined once the communication protocol has been finally agreed. For DIAMETER, IPsec as defined in [xx] and TLS would be natural candidates.” 
In the meantime, CT3 has agreed a working assumption to use DIAMETER on the Tsp interface and has implemented this working assumption in TS 29.368v010 (cf. C3-121282). This allows SA3 to proceed with the definition of the security mechanisms for Tsp.

2.  Issues

The use of DIAMETER on the Tsp interface raises several issues: 

2.1 Which RFC to refer to?

TS 29.368v010 states: 

“The Diameter Base Protocol as specified in IETF RFC 3588 [6] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) shall be used unmodified.”

However, the IETF has been working on an RFC 3588bis [draft-ietf-dime-rfc3588bis-33] which is about to be completed and may be published still in the Rel-11 timeframe. (It was sitting in the RFC Editor’s queue at the time of writing this contribution.) RFC 3588 and RFC 3588bis are significantly different with respect to security: 

· RFC 3588 recommends using TLS or IPsec and contains a form of inband security negotation. 

· RFC 3588bis gives a clear preference to using (D)TLS for DIAMETER security. It also identifies certain security issues with the inband negotation in RFC3588, but allows its use with legacy nodes.It further points to limitations of using TLS over SCTP. It states in section 1.1.3: 

“The use of a secured transport for exchanging Diameter messages remains mandatory. However, TLS/TCP and DTLS/SCTP has become the primary method of securing Diameter and IPsec is a secondary alternative.” And further: “The support for the End-to-End security framework … has also been deprecated.”

It should be noted further that it does not seem obvious whether it would be possible to simply take the security from RFC 3588bis and leave the rest as in RFC 3588 as RFC 3588bis requires to set up security prior to any DIAMETER communication. 

Another observation is that TLS is a mature technology with many implementations, while DTLS does not seem widely deployed at the moment. 

Proposal 1: SA3 should be aligned with CT3 on the use of the RFC, but it is proposed that SA3 asks CT3 whether they intend to reference rather RFC 3588bis once it is published. SA3 sees security advantages for moving to RFC 3588bis, but SA3 could live with RFC 3588 if there are strong reasons in favour of RFC 3588. 

2.2 End-to-end vs. hop-by-hop security

As no application layer end-to-end security is available for the Tsp interface, end-to-end security, as opposed to seamless hop-by-hop security, is only available when there is no DIAMETER relay agent or proxy agent between the SCS and the MTC-IWF. On the other hand, the use of such Diameter agents is quite common in DIAMETER routing. 

This does not seem to be an issue with integrity protection, replay protection, or confidentiality protection as long as the intermediate DIAMETER agents can be trusted not to compromise messages passing through.

But the requirement of mutual authentication raises a question in the hop-by-hop security model as an endpoint, e.g. the MTC-IWF, is no longer able to verify directly the identity of the other endpoint, e.g. the SCS, by cryptographic means. 
However, it may be sufficient for the security of the Tsp interface if one endpoint gains assurance only about the security domain, in which the other endpoint resides. This assurance could be mutually gained through mutual authentication of DIAMETER agents at the edges of the security domains (called edge agents in the sequel). 

Let us look at the reasons mentioned in section 1 of this contribution for requiring authentication on Tsp:  

· If there is trust in another security domain the endpoints in that security domain may be also trusted to be well-behaved. In case of problems, the administrator of that security domain could be approached to fix any problems. 
· For the HSS interrogation mentioned in the second bullet of section 1 of this contribution, the MTC‑IWF needs to, in general, know the SCS identity. But it may be sufficient for the MTC-IWF to only know that the SCS belongs to a particular security domain. If the edge agent of the security domain, in which the MTC-IWF resides, can authenticate the edge agent of the security domain, in which the SCS resides, the former edge agent can perform the additional check, e.g. through local tables, whether the SCS, as the originator of this DIAMETER message, indeed resides in the security domain of the authenticated edge agent. With this check, an SCS could only spoof the identity of another SCS in the same security domain (unless the edge agent in the domain of the SCS would prevent this). This risk seems acceptable as potential problems could be remedied, cf. previous bullet. The local tables mentioned above that associate SCS identities in the DIAMETER request with the names of edge agents as authenticated through (D)TLS are expected to be manageable as the number of SCSs associated with a particular MTC-IWF would be limited. Furthermore, it needs to be ensured that the edge agents perform egress filtering in that they only forward (Tsp-related) DIAMETER messages originating from MTC-IWFs (SCSs respectively) in their own security domains.
DIAMETER requires an authenticated connection between two DIAMETER nodes. The security, including authentication, is to be provided by (D)TLS or IPsec. Hence, the node identity is authenticated at transport level. The transport level identity needs to be checked by the authenticating DIAMETER node against the host name at the DIAMETER application level during DIAMETER connection establishment. Such an explicit requirement on cross-level identity checking seems to be missing from the RFC on DIAMETER, as far as we can see. And it seems, furthermore, that the transport level and application level identities need not be identical (e.g. be the same FQDN) so that a simple matching of the two identities may not be possible. 

An operator can ensure that an MTC-IWF, or, if present, a DIAMETER agent in the same security domain, is able to perform the required authentication and cross-level identity checking, hence perform the required Tsp authentication. (Similarly for the SCS side)
If more DIAMETER agents are in between the MTC-IWF and the SCS then these assumptions on authentication and cross-level identity checking have to be made also on the intermediate agents. This poses an additional hurdle for implementing the security on the Tsp interface. Furthermore, in practical DIAMETER deployments, it may not always be guaranteed, contrary to what the RFCs say, that cryptographic protection is applied on the hops between agents. Consequently, it may be more difficult, in practice, for an operator deploying an MTC-IWF to obtain assurance about Tsp security when there are intermediate DIAMETER agents. We therefore propose to discourage such deployments for use with the Tsp interface.
Proposal 2: DIAMETER agents should be allowed at the edges of the security domains, in which the MTC-IWF and the SCS respectively reside, but configurations with more DIAMETER agents in between should be discouraged. Corresponding text is contained in the companion draft CRs to 23.682 and 29.368.
2.3 Security protocols and profiles
As stated in section 2.1, SA3 should follow the RFC selected by CT3, also for security protocols. However, SA3 has the possibility to define a profile for the use of these protocols. 

Proposal 3: The profiles for TLS and IPsec shall be in line with those in TS 33.310. TS 33.310 does not yet contain a profile for DTLS. If RFC3588bis is the selected RFC then also a profile for DTLS would have to be defined. Text on profiles for TLS and IPsec, when used with DIAMETER, is contained in the draft pseudo CR to TS 29.368 accompanying this contribution. If RFC 3588 (which only mentions IKEv1 due to the time frame of writing, and makes pre-shared keys mandatory to support) is selected as the basis, then a profiling should be done that IKEv2 with certificate-based authentication is mandatory to support (according to TS 33.310).
Summary of proposals 
Regarding proposal 1 above, SA3 should send an LS to CT3 asking their view about which RFC to reference in TS 29.368. A draft of this LS is contained in S3-120653.

This LS to CT3 should also explain the situation that SA3 has no own TS for SIMTC in Rel-11 and uses a separate clause in SA2’s TS 23.682 for stage 2 SIMTC security. The LS should kindly ask CT3 to include stage 3 text for SIMTC security in their TS 29.368. 
Regarding proposals 2 and 3 above, SA3 should endorse them by approving the CR to TS 23.682 in S3‑120651 (SA3 has obtained permission to do so) and endorse the draft pseudo CR to TS 29.368 in S3‑120652 (SA3 has no permission to approve it). The CR, the draft pseudoCR, and this discussion paper should be attached to the LS to CT3.
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