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1
Introduction
S3-120381 included discussion of solutions for PWS signing key distribution based on application layer protocols. This pCR adds some further analysis and discussion on the transportation of public key distribution messages that use an application layer based protection.

The accompanying pCR in S3-120647 discusses a protection of the public keys based on GBA. This paper discusses only the transportation of the public keys used to sign warning messages and is hence more generally applicable (e.g., also in case a world wide PKI is used instead of GBA as basis for the protection of the public keys). 

Note that since the protection is assumed to be applied on a layer above the transport layer, it does not matter that the transport layer does not provide any security by itself.
It is proposed that SA3 agrees the pCR below for inclusion in TR 33.869.
5
PCR
7.x.y
Transport mechanisms for public key distribution
If the protection of the public keys is provided by an application layer mechanism such as GBA and, e.g., GPL, there are several options for transporting the public keys to the terminals. 
NAS messages: the integrity protected public keys can be included in NAS messages. This does of course not provide any savings in terms of NAS message space, but the integrity protection can be provided all the way from the core network. For example, a separate key distribution center (a NAF) can integrity protect the keys and deliver them to the SGSN/MSC/MME, or a separate protection function can be included in the SGSN/MSC/MME that is provided with the keys for the key distribution center.
Setting up PS bearer and use IP to connect to a NAF key distribution center: using this approach does not work for terminals that only support the CS domain and would hence have to be combined with one of the other options below to cater for all types of terminals.
SMS: Probably only practical for use in a push fashion. I theory possible to allow terminals to send an SMS requesting public keys, but such a construction may become complex and heavy. In case of a pure push based solution, the network needs to keep track of the terminal on the application layer to be able to know when the terminal is in an area where it does not have the current public key to verify warning messages. An SMS can carry 160 octets and if one or two 256-bit public elliptic curve DSA keys are sent that is plenty of space. Sending the corresponding security level of RSA or DSA keys would not be possible in a single SMS. In that case chained SMSes would have to be used. SMS is currently not present in LTE.
Unstructured Supplementary Service Data (USSD); TS 23.090: USSD is commonly implemented and provides data traffic in both uplink and downlink. It is present in UTRAN and GERAN and over IMS, so it can be used for any of the 3GPP accesses.

Circuit switched data (CSD); TS 23.202: CSD can be used over GERAN and UTRAN, if for example a regular PS bearer is used in LTE. CSD however seems to be mainly intended for UE to UE communication and may hence not be appropriate to use as a bearer between a terminal and a server in the network.
NOTE: All of the transport bearers above except NAS messages requires a separate CS or PS bearer to be set up if the terminal is to be able to pull public keys from the network (which seems likely to be necessary).
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