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R3:
Integrity protection and confidentiality protection shall be possible to provide for the messages. Integrity protection is mandatory to apply, while confidentiality protection is optional to apply.
Unfortunately there were no cipher suites with NULL encryption specified or any way to inform the terminal that encryption is not to be used. To support optional confidentiality protection, the missing cipher suites are proposed to be defined which allows NULL encryption of GPL payload.

Two new cipher suites are added, one with a 32-bit MAC and one for very security sensitive applications that required a 128-bit MAC.
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	Two new cipher suites are added, one with a 32-bit MAC and one for very security sensitive applications that required a 128-bit MAC.

In addition this CR proposes some clarifications: 
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- in section 5.9: a reference to section 5.2.2 in TS 33.223 has been added for the definitions of the values to be used for initialisations of the GPL SA in uplink and downlink.
- Some editorial clean-ups are done while touching the text anyway.
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***
BEGIN CHANGES
***
5.7
Inbound processing

Before processing of any inbound GPL message, the GPL protocol entity initiates the GPL-SA as described in clause 5.9. In case of combined delivery, this step shall be performed after GPI message processing (step 2) below. 

When a GPL message arrives at the receiver's GPL protocol entity, the following processing steps shall be taken:

1. 1.
Verify that the Ver field is equal to 1. If this is not the case the GPL message shall be discarded and the processing shall stop.

2. 2.
In case of GPI indication does not indicate combined delivery goto step 4, Else process the GPI message as follows:

In case of GPL message sent to the ME, the GPL_ME processes the GPI message as defined in TS 33.223 [3]. 

In case of GPL message sent to the UICC, the GPL_U protocol entity checks if the GPI corresponds to an already existing NAF SA. If not, the GPL_U protocol entity derives Ks_ext/int_NAF from GPI information as described in TS 33.223 [3], creates a NAF SA according to TS 33.223 [3] and stores the NAF SA associated to Ks_int_NAF. The key Ks_ext_NAF key is not sent outside the UICC.  

NOTE: 
GBA-Push TS 33.223 [3] allows that a GPI message is retransmitted several times including cases when it is sent every time a payload is pushed to the UE. To handle retransmissions efficiently TS 33.223 [3] defines a mechanism how the UE is able to only invoke the USIM/ISIM after checking that the GPI does not correspond to an already existing NAF SA.

3. 3.
Retrieve the GPL-SA which corresponds to the SAID in the GPL header. If no GPL-SA matching the SAID is found, the message shall be discarded and the processing shall stop.

4. 4.
If the Cipher suite variable in the GPL-SA has not been set, verify that the cipher suite indicated in the GPL message is supported and set the Cipher suite variable equal to the Cipher suite field in the GPL message. If the variable has been set, verify that the variable and field are equal. If the cipher suite is not supported or the field does not equal the variable, then the GPL message shall be discarded and the processing shall stop.

5. 5.
Verify that the sequence number carried in the SN field has not yet been received. One way of accomplishing this is to verify that the sequence number in the SN field is larger than the currently highest received sequence number SN_h. If this is not the case, the message shall be discarded and the processing shall stop. When SN_h is equal to 0xffff, all messages with the given SAID shall be discarded and the processing shall stop. It is not mandatory to implement this particular replay mechanism (which is not robust against message reordering), but the receiver's GPL protocol entity shall verify that the sequence number in the SN field has not been received before in a valid message.

6. 6.
Compute the MAC using the integrity algorithm indicated by the cipher suite. The MAC is computed over the entire GPL-message, and during the computation, the MAC field shall be treated as containing all zeros. After the MAC is computed, it shall be compared to the MAC carried in the MAC field. If the two MACs differ, the message shall be discarded and the processing shall stop. 

7. 7.
Update the replay protection state. In case the mechanism described in step 5 is used, the state-variable SN_h is set equal to the SN field.

8. 8.
Decrypt the application message using the decryption algorithm defined by the GPL-SA. The decryption transform is applied to GPL payload and padding fields in the GPL message.

9. 9.
In case of GPL_ME, return the application message of the GPL message (i.e., what remains after removing the GPL header and possible padding field) to the transport mechanism the message was received from.

In case of GPL_U, the payload of the GPL message remains within the application. 

If the processing is stopped by the GPL protocol entity before the full processing is complete an error indication may be returned from the GPL protocol entity.
***
NEXT CHANGE
***
5.9.2
Initialization of downlink GPL-SA from a NAF SA

The Push-NAF shall initialize the downlink GPL-SA from the corresponding NAF SA before sending the first GPL message to the UE. The Push-NAF shall:

· -
Set the GPL-SA SAID equal to the NAF SA's DL_SA_Id value, which is defined in section 5.2.2 in TS 33.223[3].

· -
Set the GPL-SA master key equal to Ks_NAF or Ks_int_NAF according to the NAF SA.

· -
Set the GPL-SA SN_s equal to 1.

· -
Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· -
Set the cipher suite and key indication ID according to the application's policy.

The UE shall initialize the downlink GPL-SA from the corresponding NAF SA when the NAF SA has been established (e.g., after processing a GPI). The UE shall:

· -
Set the GPL-SA SAID equal to the NAF SA's DL_SA_Id value, which is defined in section 5.2.2 in TS 33.223[3].

· -
Set the GPL-SA master key equal to Ks_NAF or Ks_int_NAF according to the NAF SA.

· -
Set the GPL-SA SN_h equal to 0.

· -
Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

5.9.3
Initialization of uplink GPL-SA from a NAF SA

If the application requires an uplink GPL-SA, the Push-NAF shall initialize the uplink GPL-SA from the corresponding NAF SA before processing the first uplink GPL message from the UE. The Push-NAF shall:

· -
Set the GPL-SA SAID equal to the NAF SA's UL_SA_Id value, which is defined in section 5.2.2 in TS 33.223[3].

· -
Set the GPL-SA master key equal to Ks_NAF or Ks_int_NAF according to the NAF SA.

· -
Set the GPL-SA SN_h equal to 0.

· -
Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

The UE shall initialize the uplink GPL-SA from the corresponding NAF SA after the NAF SA has been established (e.g., after processing a GPI) and before sending the first uplink GPL message to the Push-NAF. The UE shall:

· -
Set the GPL-SA SAID equal to the NAF SA's UL_SA_Id value, which is defined in section 5.2.2 in TS 33.223[3].

· -
Set the GPL-SA master key equal to Ks_NAF or Ks_int_NAF according to the NAF SA.

· -
Set the GPL-SA SN_s equal to 1.

· -
Set the life-time of the GPL-SA equal to the life-time of the NAF SA.

· -
Set the cipher suite and key indication ID according to the application's policy.

5.10
Cipher suites

The following cipher suites are defined for use with GPL:

Cipher suite 1:

ID: 0x01

Encryption algorithm: CTR-AES128 as specified in [8] and [9]. The standard incrementing function is used with m=16, according to appendix B in [8], i.e. the 16 least significant bits in T behave like a counter while the 112 most significant bits are static. The 128-bit initial counter block T1 shall be the 96 least  significant bits of the RAND (from NAF SA) concatenated with the 16-bit  sequence number SN and right padded with 16 zeroe bits:

T1 = RAND || SN || 0x0000

Integrity protection algorithm: HMAC-SHA256-32 as specified in [5], [6] and [7]. The MAC field is hence 32 bits long.

Key derivation function: As specified in TS 33.220 Annex B. The input to the KDF is the 256-bit master key and the string S defined by:

· -
FC = 0x40 

· -
P0 = key-purpose string

· -
L0 = length of the key-purpose string as a 16-bit integer.

· -
P1 = direction indicator

· -
L1 = length of direction indicator (i.e., 0x00 0x01)

· -
P2 = cipher suite ID

· -
L2 = length of cipher suite ID (i.e., 0x00 0x01)

The FC number space is used controlled by TS 33.220 [1], FC values allocated for this specification are in range of 0x40 – 0x48.

The key-purpose string shall be "gba-push-enc" for encryption keys and "gba-push-int" for integrity keys. The 128 least significant bits of the KDF output are used as key bits.

In case of bi-directional usage of GPL there is a need for two pairs of GPL-SAs, one for each direction. The direction indicator shall be set accordingly for the pair. The direction indicator shall be 0x00 for the GPL-SA protecting messages from the Push-NAF to the UE and 0x01 for messages sent from the UE to the Push-NAF (if such an SA is required by the application).

Cipher suite 2:
ID: 0x02

Cipher suite 2 shall be exactly as cipher suite 1 with the only difference that the integrity protection algorithm shall be defined as:

Integrity protection algorithm: HMAC-SHA256-64 as specified in [5], [6] and [7]. The MAC field is hence 64 bits long.
Cipher suite 3:

ID: 0x03
Cipher suite 3 shall be exactly as cipher suite 1 with the only difference that the integrity protection algorithm and the encryption algorithm shall be defined as:

Encryption algorithm: NULL encryption. This means that that in practice no encryption is applied. Using this ciphersuite provides no confidentiality protection.

Integrity protection algorithm: HMAC-SHA256-32 as specified in [5], [6] and [7]. The MAC field is hence 32 bits long.

Cipher suite 4:

ID: 0x04

Cipher suite 4 shall be exactly as cipher suite 1 with the only difference that the integrity protection algorithm and the encryption algorithm shall be defined as:

Encryption algorithm: NULL encryption This means that that in practice no encryption is applied. Using this ciphersuite provides no confidentiality protection
Integrity protection algorithm: HMAC-SHA256-128 as specified in [5], [6] and [7]. The MAC field is hence 128 bits long.
***
END OF CHANGES
***
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