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Draft new ITU-T Recommendation H.248.TLS

Gateway control protocol: 
H.248 packages for control of transport security

AAP Summary

<Mandatory material – to be provided before Consent>

Summary

<Mandatory material>

1
Scope

FIXTHIS …
1.1
Applicability statements

Table 1 summarizes all possible TLS-based interfaces of H.248 entities, - under the assumption of an underlying IP network -, and their relevance for this Recommendation.

Table 1 – Principal TLS-based interfaces of H.248 entities 
and their relevance for this Recommendation

	TLS-based transport at:
	H.248 entity:
	This Recommendation:

	Call control interface (e.g., SIP)
	MGC
	Out of scope.

	Gateway control interface (H.248)
	MGC, MG
	Out of scope. Possible H.248 transport modes are indicated by [ITU-T H.248.67]. Usage of a TLS-based H.248 transport mode would be typically specified by an H.248 profile (as part of clause 6.10 in the profile definition template (see Appendix III in [ITU-T H.248.1])).

	Bearer interface
	MG
	In scope.


2
References

The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.

The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.yyy]
ITU-T Recommendation X.yyy (date), Title
3
Definitions

<Check in the ITU-T Terms and definitions database on the public website whether the term is already defined in another Recommendation. It may be more consistent to refer to such a definition rather than redefine it>

3.1
Terms defined elsewhere

<Normally terms defined elsewhere will simply refer to the defining document. In certain cases, it may be desirable to quote the definition to allow for a stand-alone document>

This Recommendation uses the following terms defined elsewhere:

3.1.1
<Term 1> [Reference]: <optional quoted definition>

3.1.2
<Term 2> [Reference]: <optional quoted definition>

3.1.x
TLS protocol profile: … see e.g. ANNEX E in [3GPP 33.310] ….
3.2
Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.x
TLS profile: <optional quoted definition>
3.2.x
TLS configuration profile: <optional quoted definition>
4
Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

	B2B
	Back to Back

	B2BIH
	Back to Back IP Host (see also [b-ITU-T H.248.64])

	B2BUA
	Back to Back User Agent (SIP)

	IP
	Internet Protocol

	IPv4
	Internet Protocol Version 4

	IPv6
	Internet Protocol Version 6

	L3
	Layer three

	L4
	Layer four

	L4+
	Above layer four

	MAC
	Message Authentication Code

	MG
	Media Gateway

	MGC
	Media Gateway Controller

	SDP
	Session Description Protocol

	SEP
	Stream Endpoint

	SEPP
	Stream Endpoint Pair 

	SIP
	Session Initiation Protocol

	SSL
	Secure Sockets Layer

	TLS
	Transport Layer Security


5
Conventions

<Describe any particular notation, style, presentation, etc. used within the Recommendation, if any>

6
Use case descriptions

Transport security is a network level service and primarily affects H.248 MGs. Basic use cases may be identified from the perspective of

· H.248 MG type: IP-to-IP gateway (see clause 6.1) or IP-to-non-IP gateway (see clause 6.2) in case of usual two-party communication services; and
· Multiparty service types (see clause 6.3).

It may be noted that the various network use cases may be abstracted by a single bearer connection model, see clause 7.2.
6.1
Bearer connection network use cases with H.248 IP-IP gateways

The notion “IP-to-IP” (briefly “IP-IP”) indicates an (IP, IP) connection model (as part of clause 6.4 in the profile definition template (see Appendix III in [ITU-T H.248.1])). Such a connection model is described in detail already in clause 13.3 in [ITU-T H.248.NATTP2P] for TCP-based H.248 streams.
Each H.248 stream endpoint (SEP) may be associated with a non-TLS or different TLS protocol stack variants, leading to various bearer network connection use cases (see Figure 1):
· Use case #1.1: an H.248 IP-IP MG located in the middle of an end-to-end TCP connection without any applied transport security (abbreviated as “non-TLS to non-TLS”);

· Use case #1.2: an end-to-end TCP connection traverses two network domains with different transport security policies (“TLS”, “no TLS”). The H.248 IP-IP MG is located in the middle, at the border of both domains (abbreviated as “TLS to non-TLS”);

· Use case #1.3: an H.248 IP-IP MG located in the middle of an end-to-end TCP connection with applied transport security (abbreviated as “TLS to TLS”); 
· Use case #1.4: there is end-to-end transport security, but different TLS profiles (abbreviated as “TLS to TLS*”);
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Figure 1 – Bearer connection network use cases with H.248 IP-IP gateways

{Editor’s note 1 (2012-02): we need to define the term “TLS profile”.}
{Editor’s note 2 (2012-02): we need to summarize the different requirements for the H.248 interfaces and the IP bearer interface.}
6.2
Bearer connection network use cases with H.248 TCP-to-Non-TCP gateways

Theoretical scenarios with TCP endpoint location in H.248 MG, but forwarding of application data via a non-TCP bearer.

For further studies.

6.3
Bearer connection network use cases with multiparty services using TCP transport (e.g. H.248.69 gateway)

{Editor’s note (2012-02): see also discussion of clause 13.3 in H.248.NATTP2P.}
For further studies.

7
Models

7.1
Network model from H.248 entity point of view

Following network model (Figure 2) may illustrate the relevant areas covered by this Recommendation. The H.248 MG is basically peering a TLS-capable IP host as remote endpoint. Both TLS endpoints spanning a network transport security domain (here TLS domain).
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Figure 2 – Network model from H.248 entity point of view 
(“half call/bearer connection model”)

This Recommendation addresses primarily
· signalling capabilities and procedures at the H.248 interface;

· aspects and control of TCP mode(s) of operation in the H.248 MG; and

· configuration and procedures of the TLS/TCP/IP protocol stack for H.248 bearers.

{Editor’s note (2012-02): there might be an additional network interface in case of dedicated, centralized network servers in the TLS domain with respect to key distribution. This may imply a modified Fig. 2, as well as an extend list above.}
7.2
Bearer connection model

{Editor’s note (2012-02): below text is adapted from H.248.77.}
All protocol elements and procedures described in this Recommendation are limited to the extent of a single ITU-T H.248 termination. In addition, no assumptions are made regarding either the lower layer protocols beneath the TLS level or the upper layer protocols being carried by the TLS/TCP transport. This allows the use of the Recommendation's procedures in various connection models and use-cases.

Figure 3 provides the TCP/IP protocol stack with the suite of TLS protocols and their sub-layer organization. 
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Figure 3 – TCP/IP protocol stack with TLS protocol

Figure 4 details the generic connection-model where a TLS-enabled termination is connected to a single other termination (either TLS-enabled or not). The generalization to any number of terminations is trivial. 
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Figure 4 – Two-termination context with a TLS termination


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	















8
TLS service negotiation control package
{Editor’s note (2012-04): the initially proposed two packages by C-826 were “merged” into a single package in this clause (“because the five properties of the “TLS capability package” are also part of the tlsn package” ). Still to do: 
- check/describe provisioning aspects,
- check descriptor level (TerminationState & LocalControl)
This package may be fundamentally used in scenarios

a) MGC does not control bearer-path level TLS service negotiations, but MGC may audit supported TLS capabilities;

b) MGC want to influence TLS service negotiations;
c) others.
Contributions are solicited.}
	
	Package Name:
	TLS service negotiation control package

	
	Package ID:
	tlsn (0x####)

	
	Description:
	When this package is not used by an H.248 profile, then the MG will autonomously negotiate TLS protocol configurations with the peer TLS node.

This package provides control tools for the MGC for influencing bearer-level TLS negotiations between the MG and the remote TLS endpoint. The MGC could impact TLS negotiations in terms of

· TLS protocol parameter values (such as TLS version);

· Quality/goals of negotiation results;

· Time limits for negotiations (e.g. due to realtime aspects of the overall application/service); or/and

· Handling of unsuccessful negotiations.

###

	
	Version:
	1

	
	Extends:
	None


8.1
Properties

8.1.1
TLS Versions

	
	Property Name:
	TLS Versions

	
	Property ID:
	tlsv (0x0001)

	
	Description:
	This property indicates which TLS versions should be negotiated with the remote TLS endpoint.

	
	Type:
	Sub-list of Strings

	
	Possible values:
	Each string consists of 4 hexadecimal digits and represents the TLS version as defined in the TLS-RFC (e.g. [IETF RFC 5246, Appendix A.1]).

The hexadecimal representation of the major version is coded in the first two characters, while the hexadecimal representation of the minor version is coded in the last two characters of the string. The hexadecimal representation of the versions omits the “0x”, and if needed, a leading “0” is added for padding.

Over-decadic digits are to be represented by lower case characters (“a”..”f”).

	
	Default:
	Provisioned

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.2
Cipher Suites

	
	Property Name:
	Chipher Suites

	
	Property ID:
	cs (0x0002)

	
	Description:
	This property indicates the cipher suites and their precedence for the negotiation with the remote TLS-endpoint.

	
	Type:
	Sublist of Strings

	
	Possible values:
	Each string consists of 4 hexadecimal digits and represents the cipher suite in accordance to the TLS Cipher Suite Registry of IANA. 

The first value of the value pair as defined by the TLS Cipher Suite Registry of IANA will be coded into the first two characters, and the second value will be coded into the last two characters of the string. Thus each value in its hexadecimal representation will be converted into the double-hexdigit string. The “0x” will be omitted and if needed, a “0” is used for padding.

Over-decadic digits are to be represented by lower case characters (“a”..”f”).

{Refer to http://www.iana.org/assignments/tls-parameters/tls-parameters.xml, other contributions are welcome. }

	
	Default:
	Provisioned

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.3
Compression Methods

	
	Property Name:
	Compression Methods

	
	Property ID:
	cm (0x0003)

	
	Description:
	This property declares the list of compression methods and their preference for the negotiation with the remote TLS-endpoint.

	
	Type:
	Sub-list of unsigned Integer

	
	Possible values:
	The values correspond to the values allocated by IANA for TLS Compression Method Identifiers.

	
	Default:
	Provisioned

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.4
Support for Session Resumption

	
	Property Name:
	Support for Session Resumption

	
	Property ID:
	ssr (0x0004)

	
	Description:
	This property declares the support for the TLS session resumption in the MG

	
	Type:
	Boolean

	
	Possible values:
	False
Session Resumption shall not be supported by the MG

True
Session Resumption shall be supported by the MG

	
	Default:
	Provisioned

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.5
Support for Renegotiation of the Security Context


	
	Property Name:
	Support of Renegotiation of the Security Context

	
	Property ID:
	srsc (0x0005)

	
	Description:
	This property declares whether the renegotiation of the security context shall be supported by the MG

	
	Type:
	Boolean

	
	Possible values:
	False
Renegotiation shall not be supported by the MG

True
Renegotiation shall be supported by the MG

	
	Default:
	Provisioned

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.6
Renegotiation Period

	
	Property Name:
	Renegotiation Period

	
	Property ID:
	rp (0x0006)

	
	Description:
	This property declares the period in seconds after which a renegotiation of the security context shall be initiated by the MG. The value 0 indicates that the MG shall not initiate a renegotiation.

{Editor’s note: Do we need other criterias for a renegotiation trigger, like nbr fragments sent/rec., nbr octets sent/rec., etc?}

	
	Type:
	Unsigned Integer

	
	Possible values:
	Any non-negative value

	
	Default:
	0, unless provisioned otherwise

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.7
TLS-Endpoint Role


	
	Property Name:
	TLS-Endpoint Role

	
	Property ID:
	er (0x0007)

	
	Description:
	This property declares whether the MG shall act as a TLS-client or TLS-server.

	
	Type:
	Enumeration

	
	Possible values:
	“tcp-alike” (0x0000)
The MG’s role shall depend on the TCP-role: If the MG acts as a TCP-client, then the MG shall act as a TLS-client as well. If the the MG acts as a TCP-server, then the MG shall act as a TLS-server aswell.

“tls-client” (0x0001)
The MG shall act as a TLS-client

“tls-server” (0x0002)
The MG shall act as a TLS-server

	
	Default:
	“tcp-alike”, unless provisioned otherwise

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.8
TLS-Profile-Identifier

	
	Property Name:
	TLS-Profile Identifier

	
	Property ID:
	pid (0x0008)

	
	Description:
	This property declares the TLS-profile that shall be applied by the MG.

	
	Type:
	String

	
	Possible values:
	Any string as agreed between MGC and MG.

	
	Default:
	Provisioned

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.1.9
Client Authentication Required

	
	Property Name:
	Client Authentication Required

	
	Property ID:
	car (0x0009)

	
	Description:
	This property declares if the MG – if acting as a TLS-server – shall authenticate the client

	
	Type:
	Boolean

	
	Possible values:
	False
In case the MG acts as a TLS-server, the client is not requested to be authenticated.

True
In case the MG acts as a TLS-server, the client shall be authenticated.

	
	Default:
	True, unless provisioned otherwise

	
	Defined in:
	LocalControl

	
	Characteristics:
	Read/Write


8.2
Events

8.2.1
TLS-Session Termination

	
	Event Name:
	TLS-Session Termination

	
	Event ID:
	tlst (0x0001)

	
	Description:
	This event allows the MGC to be notified when the TLS session is terminated.


8.2.1.1
EventsDescriptor parameters

8.2.1.1.1
<Parameter Title>

	
	Parameter Name:
	

	
	Parameter ID:
	

	
	Description:
	

	
	Type:
	

	
	Optional:
	

	
	Possible values:
	

	
	Default:
	


8.2.1.2
ObservedEventsDescriptor parameters

8.2.1.2.1
Session Termination Initiator
	
	Parameter Name:
	Session Termination Initiator

	
	Parameter ID:
	sti (0x0001)

	
	Description:
	Indicates on which side initiated the closure of the TLS-session.

	
	Type:
	Enumeration

	
	Optional:
	No

	
	Possible values:
	“local” (0x0001)

Session termination was initiated by the MG

“remote” (0x0002) 
Session termination was initiated by the remote TLS-endpoint

	
	Default:
	NA


8.2.1.2.2
Session Termination Reason
	
	Parameter Name:
	Session Termination Reason

	
	Parameter ID:
	str (0x0001)

	
	Description:
	Indicates the reason for the termination of the TLS-session.

	
	Type:
	Enumeration

	
	Optional:
	No

	
	Possible values:
	TBC

	
	Default:
	NA


8.3
Signals

None

8.4
Statistics

8.4.1
Number of Received TLS-Fragments

	
	Statistic Name:
	Number of Received TLS-Fragments

	
	Statistic ID:
	recfrag (0x0001)

	
	Description:
	This statistics logs the number of TLS-fragments received by the MG.

	
	Type:
	Double

	
	Possible values:
	Any non-negative value

	
	Level:
	Stream


8.4.2
Number of Sent TLS-Fragments

	
	Statistic Name:
	Number of Sent TLS-Fragments

	
	Statistic ID:
	sentfrag (0x0002)

	
	Description:
	This statistics logs the number of TLS-fragments sent by the MG.

	
	Type:
	Double

	
	Possible values:
	Any non-negative value

	
	Level:
	Stream


8.4.3
Number of Received Application Data Octets

	
	Statistic Name:
	Number of Received Application Data Octets

	
	Statistic ID:
	recado (0x0003)

	
	Description:
	This statistics logs the number of application data octets that are delivered to the layer above TLS. Received application data messages from the remote TLS endpoint are decrypted, the authentication tag is removed, and the data are decompressed before this statistics value is updated. Other TLS messages are not subject of this statistics.

	
	Type:
	Double

	
	Possible values:
	Any non-negative value

	
	Level:
	Stream


8.4.4
Number of Sent Application Data Octets

	
	Statistic Name:
	Number of Sent Application Data Octets

	
	Statistic ID:
	sentado (0x0004)

	
	Description:
	This statistics logs the number of octets received from the application layer. The octets are counted before the application data are compressed, authenticated and encrypted.

	
	Type:
	Double

	
	Possible values:
	Any non-negative value

	
	Level:
	Stream


8.4.x
<Name>

	
	Statistic Name:
	

	
	Statistic ID:
	

	
	Description:
	

	
	Type:
	

	
	Possible values:
	

	
	Level:
	


8.5
Error Codes

FIXTHIS …
8.6
Procedures

8.6.x
Determining TLS-Related Capabilities

The MGC can determine the TLS-related capabilities of the MG by auditing the value of Supported TLS Versions (tlsv), Supported Cipher Suites (scs), Supported Compression Methods (scm), Support for Session Resumption (ssr), and Support for Renegotiation of the Security Context (srsc). These properties are only available on the root termination and represent the capabilities of the MG independent from any TLS-profile definition.

The Supported TLS Versions property provides the TLS-versions supported by the MG without any specific sequence.

The Supported Cipher Suite property may include the cipher suite TLS_NULL_WITH_NULL_NULL (“0000”), which is used as the initial cipher suite during the first handshake for the TLS-session, but which must not be used for a cipher suite negotiation  

The list of supported cipher suites and the list of supported compression methods are provided without any specific sequence.

TLS-session resumption may be used to avoid the need for a negotiation of the new security context. The Support for Session Resumption property provides the MGC with an indication whether the MG supports this feature.

{Editor’s note: TLS-resumption use cases to be identified.}
8.6.1
TCP-Modes of Operation

FIXTHIS …
8.6.2
TLS-Endpoint Role

The TLS-Endpoint Role (er) property controls whether the MG shall act as a TLS-client or a TLS-server. Usually per TLS-endpoint this role is coupled to role of the TCP-layer, however use cases might exist where the role in the TLS-layer and the TCP-layer may differ. 

8.6.3
TLS-Profile Handling

{Editor’s note: Property provisioned in the MG may be overruled by a property provided through an MGC-provided TLS-profile. Property provided through an MGC-provided TLS-profile may be overruled by a property provided by the MGC.}

FIXTHIS …


8.6.4
Bearer-Level TLS Negotiation

The TLS-versions to be used by the MG for the negotiation with the remote TLS-endpoint will be taken from the TLS Versions (tlsv) property. The MGC may use the audit capability of the TLS-versions supported by the MG to provide a proper list of versions that is known to be supported by the MG. 

{Editor’s note: Error cases need to be worked out, e.g. in case not all TLS-versions received from the MGC are supported by the MG}
In case the MG is acting as a TLS-client, the TLS versions as received from the MGC are included into the initial TLS-handshake message (ClientHello). In case the MG is acting as a TLS-server, the MG shall select the highest TLS-version, that is present in the list of TLS-versions offered from the TLS-client and in the TLS Versions property. If there is no match between both lists the TLS-handshake is regarded as failed.
The MG will negotiate the cipher suite according to the Cipher Suites (cs) property. In case the MG is acting as a TLS-client, the cipher suites are included into the first TLS-handshake message (ClientHello) in the same sequence as defined in the Cipher Suites property. In case the MG is acting as a TLS-server, the Cipher Suites property is used to negotiate the cipher suite with the client according to the procedure that is applicable for the negotiated TLS-version. 

The negotiation of the compression methods follows the same principle than the negotiation for the cipher suite. The Compression Methods (cm) property provides the MG with the list of methods to be used for the negotiation as defined by the procedure that is applicable for the negotiated TLS-version.

8.6.5
Authentication Procedures

{Editor’s note: Assumption: TLS-server will always be authenticated, although from protocol point of view server authentication is optional. }
Depending on the negotiated cipher suite the authentication of the TLS-client might be optional. In case the MG is acting as a TLS-server, the Client Authentication Required (car) property defines the required behaviour of the MG. In case this property is set to True, the MG will perform the authentication.

8.6.5.1 Authentication of Received Self-Signed Certificates 

TBC
8.6.6
Security Context Renegotiation

The behaviour for the renegotiation of the security context is defined by the Support of Renegotiation of the Security Context (srsc) property and the Renegotiation Period (rp) property. In case the Support of Renegotiation of the Security Context is set to false, the MG will never initiate a renegotiation. If receiving a renegotiation request from the remote TLS-endpoint, the MG will respond with a no_renegotiation alert, as defined by the procedure that is applicable by the negotiated TLS-version.

If the Support of Renegotiation of the Security Context property is set to True, the MG will accept and process a renegotiation request from the remote TLS-endpoint. The initiation of the renegotiation procedure by the MG depends on the value of the Renegotiation Period property. If this property set to 0, no renegotiation will be initiated. If set to any other non-zero value, a timer with the duration of the Renegotiation Period is started each time a TLS-handshake completed successfully. On expiration of the timer the MG will trigger the renegotiation as defined by the procedure that is applicable by the negotiated TLS-version. In case the MG receives a trigger for the renegotiation from the remote TLS-endpoint while this timer is running, the MG will cancel and restart this timer.
8.6.7
TLS-Session Resumption

FIXTHIS …
8.6.8
Statistics

FIXTHIS …
8.6.9
TLS-Session Termination

FIXTHIS …
8.6.10
FIXTHIS …

FIXTHIS …
9
Security considerations

…
Appendix I

Example call flows

(This appendix does not form an integral part of this Recommendation)

I.1
Initial session setup using SDP security descriptions


This use case is presented in Appendix II.1. Figure I.1 outlines the network configuration as used in the message flow. 

{Editor’s note: Shall we exchange the sequence of use cases and call flows?}
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Figure I.1 – Configuration for the example call flow

The scenario shows a simplified SIP session establishment. The TCP-client/server role is defined by the setup attribute (based on [IETF RFC 4145]), and the fingerprint of the UE’s certificate is included in the SDP (based on [IETF RFC 4572]). 

The H.248 MG is triggered by the MGC to create two terminations, whereby the bearer for the first termination is secured by the use of TLS. In the RD for this termination the MG also receives the fingerprint of the UE’s certificate.

The call flow shows the setup of the TCP-connection as well as the TLS handshake on the first termination. The self-signed certificate received from the UE is verified by the use of the fingerprint. After the TLS handshake is finished, application data may flow between the UE and the remote call session endpoint. In the message flow presented here the MG will forward these data in the TCP-proxy mode.

{Editor’s note: Call flow will assume TCP-proxy mode. Call flow might need to be adapted after applicable TCP-mode is clarified}
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Figure I.2 – Example call flow

Appendix II

Sample use-cases of TLS bearer encryption
(This appendix does not form an integral part of this Recommendation)

This appendix illustrates some network level scenarios that employ TLS bearer encryption. 

II.1
Use-case #1:   Terminal-to-MG TLS session, provisioned TLS service negotiation

This use case illustrates the bearer path TLS security between a UE and the MG. Such a configuration is characterized by the following aspects:

· UE and MG reside in the same TLS-domain
{Editor’s note: MGC is shown as being outside of the  the bearer TLS-domain, although the MGC might need to provide the MG with  information about the applicable TLS-domain.}
· Call/session control signalling: SIP with SDP Offer/Answer and SDP support for TCP connection control (based on [IETF RFC 4145]) as well as SDP support for connection oriented media transport over TLS (based on [IETF RFC 4572]).

· The SIP signalling path between the UE and the SIP-server is integrity protected, e.g. by SIP/TLS/TCP.

· H.248 MG type: (IP,IP) connection model, TLS to non-TLS

· Bearer path: Application/TLS/TCP/IP

· UE: TCP- and TLS-client, MG: TCP- and TLS server (NOTE: this assumption could be satisfied with SDP “a=setup:” attribute)

· H.248 MG TCP-mode: TCP-proxy.
{Editor’s note: Any other TCP-modes and potential transitions between different TCP-modes are to be studied.}
· Mutual TLS-authentication via certificates, MG’s certificate is signed, UE’s certificate is self-signed

· TLS-related settings (TLS-version, cipher suites, compression methods, certificate, etc) provisioned in MG
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Figure II.1 – Use-case #1: Bearer path TLS security between UE and MG

II.2
Use case #2: Terminal-to-MG TLS session, MGC-controlled TLS service negotiation

This use case is an extension of the first use case (clause II.1) by allowing the MGC to influence the TLS service negotiation at bearer level. Use case #1 is based on preconditions which are partially subject of network provisioning. Use case #2 is motivated by the fact that there are a number of reasons which demand for a MGC involvement, such as to bound the TLS service parameters, to limit the negotiation time, etc.
{Editor’s note: use case #2 requires the signalling capabilities as proposed by clause 9 …}
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