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1. Introduction
This document contains information about the TSG SA #56 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA #56 documents can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_56/Docs/
The draft SA #56 meeting report can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_56/Report/
The SA3 status report to SA #56 (SP-120331) is attached. 

2. SA #56 Outcome on SA3 Submissions

All our CRs were approved without modifications.
Our proposal of creating a Rel-12 work item for generic security corrections (SEC12) was approved. However, it was agreed that SEC12 will be only for generic security corrections, and not an umbrella WID for all security work in Rel-12. So this is different from Rel-11, where all security work was done as building blocks under SEC11. For Rel-12, this consequently means that any other work items we have will be features WIs, and not building blocks under SEC12. 

Our draft TR 33.823 on “Security for Usage of GBA with a UE browser” (SP-120335, submitted for information) was noted. No comments were given by SA.

Our media security extensions WID was approved in SP-120447. Some changes were made:

· based on the agreement related to SEC12, this WI was changed from being a building block to being a feature.

· the title was changed to “Extended IMS media plane security features” and the acronym for the WI was changed to “eMEDIASEC”. These changes were made to align with the title and acronym of our existing SID on extended media plane security features
· 4 new supporters were added: Research In Motion, ZTE, Huawei and Orange.

Our updated PWS Security WID was approved in SP-120434. Some changes were made:

· the WI was changed from being a building block to being a feature.

· update of section 2.3.2 to align with the approved stage 1 work item (SP-120433)

Our changes to the system wide WID for MTC were approved. The approved system wide WID (Machine-Type and other mobile data applications Communications Enhancements) can be found in SP-120441.
3. SA #56 Outcome on SA3-LI Submissions

All our CRs were approved without modifications.
4. Product and Information Security Assurance

Product and Information Security Assurance was discussed in SA based on input contributions in SP-120303 and SP-120304. Based on the discussion, two LSs were approved by SA in SP-120430 and SP-120431. As a result of the discussion, SA asks SA3 to analyse and assess aspects of Product and Information Security Assurance for 3GPP defined network functionality. Please take a look at SP-120403 for more details on what SA3 is expected to do.

5. Machine Type Communication
As mentioned above, SA approved the system wide WID on “Machine-Type and other mobile data applications Communications Enhancements” in SP-120441. In addition, SA approved the following SA2 building blocks under the system wide WID:

· Small Data and Device Triggering Enhancements (SP-120450)

· Monitoring Enhancements (SP-120438)

· UE Power Consumption Optimizations (SP-120442)

· Group based feature (SP-120267)
SA1 submitted a related building block WID under the system wide MTC WID (SP-120441). The SA1 WID, “Support for interworking with M2M service enablement”, was approved in SP-120436.
SA1 submitted a CR clarifying the requirement on “Restricting use of a USIM to specific MEs/MTC Devices”. The CR was approved in CR pack SP-120289. We were informed about the change in the SA1 LS to SA3 #67 (S3-120509).
There is ongoing discussion between 3GPP groups on M2M dual priority. Further details about the ongoing discussion can be found in the SA2 LS in SP-120206.

OMA DM WG sent an LS about “White Paper for M2M Device Classification” (SP-120200). A reply was provided by SA in SP-120424.
6. Wi-Fi
SA2 submitted a new WID on “WID for WLAN Network Selection for 3GPP Terminals”. The new WID was approved in SP-120259. 3GPP informed WiFi Alliance about the new WID in the LS sent out in from SA in SP-120440. The LS also requests WiFi Alliance to provide access to WFA Hotspot 2.0 Release 1 and Release 2 Specifications.
GSMA sent an LS to 3GPP on Recommendations for Minimal Wi-Fi Capabilities of Terminals. SA decided that SA1, SA2, SA3 and CT1 should handle this LS. The LS can be found in SP-120416. 
7. PWS

As mentioned above, our changes to the PWS security WID were approved SP-120434.
The corresponding Stage 1 WID, “Stage 1 for Protection against false PWS Warning Notifications”, was approved in SP-120433.

SA sent a reply LS to ITU-T Study Group 2 about “Availability of civic alerting function of 3GPP/3GPP2 terminal at roaming”. The reply LS was approved in SP-120448.
8. SSO
SA1 reported the following related to SSO (SA1 progress report in SP-120283)

· Integration of Single Sign-On frameworks with 3GPP networks: SSO_int (0%): No progress at SA1#58 
· AP on UICC/UICCless aspect of SSO_int (review the approved WID in TD SP-120184, in particular whether there is a need to clarify the UICC and UICCless aspect, and bring any necessary changes to TSG SA#56.): The AP on SA1 is still open
9. Firewall Traversal
The Service and Media Reachability for Users over Restrictive Firewalls (SMURFs) work has been completed in the SA1. The corresponding CR was approved in SP-120295.
10 Application Network Efficiency Aspects
SA sent an LS to WGs on application network efficiency aspects in SP-120409. The action put on the WGs (including SA3) is:

“TSG SA requests the TSGs and WGs to report on-going related activities in your responsibilities and take the GSMA white paper into account for further work/study on network optimization techniques that mitigate 3GPP network issues due to penetration of smart phones.”
The LS that triggered this discussion from the GSMA Application Network Efficiency Task Force can be found in SP-120403.
11. Approved WIDs with Security Aspects

A substantial amount of WIDs for Rel-12 were approved at SA #56. In addition to the ones mentioned above, the following WIDs with security aspects were approved.

SA1 submitted a WID on “WID for Group Communication System Enablers for LTE”. The security aspects section states that “Security aspects will be evaluated”. The new WID was approved in SP-120421. In relation to this WI, an LS was sent from SA to ETSI TC TETRA in SP-120422. The LS informs about which work items 3GPP has in relation to system improvements requirements for the adoption of LTE for mission/business critical communications. There is further internal discussion around this. RAN sent an LS about how to organize the work (SP-120398). A response was provided by SA in SP-120452. 

SA1 submitted a revised WID on “IMS Network-Independent Public User Identities”. The security aspects section states that “Security aspects will be included. This covers the actual source of queries to a registry to be identified to ensure that unauthorised entities can be denied access to the registry. This is to avoid misuse and abuse of the registry query process”. The updated WID was approved in SP-120425.

SA2 submitted a revised WID on “Support for BroadBand Forum Accesses Interworking”. The security aspects section states that “It is assumed that BBF will carry out a study on the requirements for a BBF access to comply with the trusted and untrusted Non-3GPP access model defined in 3GPP TS 33.402”. The updated WID was approved in SP-120419. 

SA2 submitted a new WID on “Policy and Charging Control for supporting fixed broadband access networks”. The security aspects sections states that “Any necessary security analysis will be undertaken by SA3 with support from SA2”. The new WID was approved in SP-120443. The following building blocks under this WID were approved by SA:

· Policy and Charging Control for supporting traffic from fixed terminals and NSWO traffic from 3GPP UEs in fixed broadband access networks (SP-120275)

· Policy and Charging Control for 3GPP UE terminals connected to Broadband Forum access network as Trusted network in Interworking scenario (SP-120444)
· Policy and Charging Control for 3GPP UE connected to fixed broadband access networks via, S2b and S2c reference points for EPC routed traffic (SP-120445)

· Policy and Charging Control for EPC routed traffic over fixed broadband access networks of 3GPP UEs connected via H(e)NB in convergent scenarios (SP-120278)

· Policy and Charging Control for supporting Layer 2 traffic in fixed broadband access networks (SP-120279)

· Policy and Charging Control for 3GPP UE connected to fixed broadband access networks via S2a reference point for EPC routed traffic in convergence scenario (SP-120280)

SA sent an LS to inform BBF about these new WIDs (SP-120446)

SA2 submitted a revised WID on “Study on S2a Mobility based On GTP & WLAN access to EPC”. The security aspects sections states that “Any necessary security analysis will be undertaken by SA3”. The updated WID was approved in SP-120426.

SA2 submitted a revised WID on “Short Message Service (SMS) submit and delivery without MSISDN in IMS”. The security aspects section states: “Current security architecture applies to this work as well”. The updated WID was approved in SP-120321.

SA2 submitted a revised WID on “Interworking between Mobile Operators using the Evolved Packet System and Data Application Providers”. The security aspects section states that “Security aspects will be considered”. The updated WID was approved in SP-120427.

SA2 submitted a revised WID on “LIPA Mobility and SIPTO at the Local Network”. The security aspects section states:

· “Lawful Interception architecture is to be considered for the SIPTO functionalities listed in the Objective section of the WID.
· Security aspects are also to be considered for the functionalities listed in the Objective section of the WID.”
The updated WID was approved in SP-120256.

SA2 submitted a revised WID on “Operator Policies for IP Interface selection”. The security aspects section states that “Security aspects are also to be considered for the functionalities listed in the Objective section of the WID”. The updated WID was approved in SP-120260.

SA2 submitted a revised WID on “Core Network Overload Solutions Study”. The security aspects sections states that “Any potential security aspects are to be determined”. The updated WID was approved in SP-120260.

SA2 submitted a new WID on “IMS Business Trunking for IP-PBX in Static Mode of Operation”. The security aspects sections states that “Security aspects will be investigated”. The new WID was approved in SP-120272.

SA2 submitted a new SID on “Study on Optimized Offloading to WLAN in 3GPP-RAT mobility”. The security aspects sections states that “Any necessary security analysis will be undertaken by SA3”. The new WID was approved in SP-120261.

SA5 submitted a new WID on “Multi-vendor plug and play and Play eNB connection to the network”. The security aspects sections states:

· “In the multi-vendor Plug and Play progress a new node needs to find out the IP address of the OAM system and its own final IP address automatically, while preventing unauthorized access. For this the LTE backhaul security mechanisms already defined by SA3 shall be used”. 

The new WID was approved in SP-120348.
12. 3GPP IETF coordination
The IETF status report was provided in SP-120394. Slide 5 mentions the following:
“An attempt to document one of the stalling drafts internally in 3GPP was attempted at CT1#78 but failed.


At CT#56, it was agreed to specifically consider in cooperation with IETF how to progress and document (in IETF or in 3GPP):

· 
draft-montemurro-gsma-imei-urn

· 
draft-dawes-dispatch-mediasec-parameter”

“


As you can note, one of these stalling drafts relate to IMS media security.

13. Other Issues of Interest
SA1 reported that AP SA 48/1 (Authentication for Common IMS: Update harmonised authentication requirements for Common IMS. The authentication requirements were never harmonised to reflect the Common IMS, and this makes almost impossible to contribute on the issue properly) is still open.
14. Rel-12 Deadlines
Timelines were agreed for Rel-12:

· Stage 1 Freeze March 2013

· Stage 2 Freeze December 2013

· Stage 3 Freeze June 2014

15. Release Management
The SA chairman submitted a document on “Managing Releases”. This document is based on 3GPP leadership discussion on best practices for release management. The intent is to document these best practices in the 3GPP Wiki.

A document on WID handling across Releases was submitted in SP-120387 by the SA1 and SA2 chairmen. The procedures described in this contribution will be documented in the 3GPP Wiki.
The SA2 chairman submitted a document on “Considerations on managing SA WG2 work load in Release 12” in SP-120379. Based on the document, it was agreed that SA will perform a project review of all SA2 approved WIDs at SA #58 in December 2012.
16. Changes to procedures

MCC submitted a CR to TS 21.801 on “Page breaks before annex”. The CR was approved in SP-120317.
