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Background
Question 3/16 has created work items for H.248-controlled TLS services (at the end of 2011), which implies that a decomposed gateway according to ITU-T H.248 provides a TLS endpoint (at the IP bearer path level of a media gateway), controlled by the so called media gateway controller via H.248 signalling (see Figure below). In particular, the following topics are within the scope of these work items.

1. H.248.TLSPROF “Gateway control protocol: Guidelines on the use of H.248 capabilities for transport security in TLS networks in H.248 Profiles” with scope on

· requirements collection for H.248-controlled TLS services; and

· H.248 profile specification guidelines (based on H.248.TLS protocol extensions).

2. H.248.TLS “Gateway control protocol: H.248 packages for control of transport security” with scope on

· protocol extensions (by so called H.248 packages) 

complemented by

· example use cases;

· network models; and

· example signalling flows.

It may be noted that both TLS work items are fairly new and both drafts still contain technically premature material.

Requirements review
Q3/16 is soliciting feedback from security experts, particularly on H.248.TLSPROF with regards to

1. terminology introduced by H.248.TLSPROF (terms “TLS domain” and “TLS profile” in clause 3.2);

2. TLS related requirements in clauses 7 and 8;

3. any missing requirements; and
4. any referable/relevant TLS documents from your group point of view. 
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In scope of this Recommendation:

1)H.248 capabilities and 

signalling procedures

2)TCP mode(s) of operation

for TLS traffic

3)H.248 bearer for TLS traffic

and TLS procedures


Figure – Copy of Figure 2/H.248.TLS – 
Network model from H.248 entity point of view (“half call/bearer connection model”)

Attachment: 

· Baseline draft of ITU-T H.248.TLSPROF (TD 750R1/WP2)

· Baseline draft of ITU-T H.248.TLS (TD 749R1/WP2)

___________________
	Attention: Some or all of the material attached to this liaison statement may be subject to ITU copyright. In such a case this will be indicated in the individual document. 

Such a copyright does not prevent the use of the material for its intended purpose, but it prevents the reproduction of all or part of it in a publication without the authorization of ITU.


ITU-T\COM-T\COM16\LS\298E.DOC


_1401631195.vsd
 
 


Application Control
Signalling


Transport security  (in network bearer plane): TLS domain


Legend:
TCP	Transmission Control Protocol
TLS	Transport Layer Security


H.248 IP-IP Gateway


TLS/TCP processing


IP Host


TLS/TCP
Endpoint


Application Control


In scope of this Recommendation: 1)	H.248 capabilities and  	signalling procedures 2)	TCP mode(s) of operation 	for TLS traffic 3)	H.248 bearer for TLS traffic 	and TLS procedures



