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	Reason for change:
(

	For those power limited UE, the attack by short message flooding also need to be considered, as wireless reception is the most expensive task, short message handling will consume power significantly. Obviously, end-to-end solution or UE based solution can not avoid the attack, so network solution is needed.
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	Add new subclause to describe anti-SM flooding.
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	SM flooding attack can cause UE for MTC to lose power.
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First change – new text
X
Security Consideration

X.y
Anti short message flooding
If UE is power limited, it most likely is as simple as possible to save power, e.g. only have MTC application(s) on it, which may be provided by operator. If the owner of the power limited UEs wishes operator to provide protection from short message flooding attack, it shall configure a white-list for allowed SME(s), which includes the MTC Server(s) serving for it, in HSS/HLR, the operator shall active the feature of “SM filtering by the HPLMN”.

According to the feature, if the white-list has been configured in HSS/HLR, and the originator of short message is not included in the SRI request message or the originator of short message does not contained in the white-list, the HSS/HLR shall indicate cause value, e.g. “invalid SME address”, in the SRI response, then the MT SM delivery is terminated.
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