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Abstract of the contribution:
The solution in section 8.3 proposing the re-use of STUN and TURN claims that “The solution relies on the use of existing TLS connections”. We point out in this contribution that the existing IMS access security specification TS 33.203 before Rel-12 requires negotiation by means of sip-sec-agree before setting up TLS while the solution in section 8.3 requires setting up TLS before any SIP messages is sent.  Corresponding text pointing out this difference is proposed to be added. 
*******

START OF PSEUDO-CR
*******
8.3
Reuse of Existing Solutions

Before introducing new nodes or functionality, we should study if the current mechanisms can be extended to support traversal of most or all types of restrictive firewalls. This candidate solution achieves firewall traversal by reusing existing solutions without introducing any new network elements. Existing nodes are required to support TLS on port 443 (the default port of HTTPS). This is already allowed by existing standards.

[image: image1.emf]UE

P-CSCF

TURN

server

SI

P/TL

S

SIP

TU

RN/

TLS

MSRP etc.

NIMSFW

Non Operator Network with NIMSFW IMS Operator Domain

443

443

ICE

TLS

443

RTP, RTPC etc.


Figure 8.2.1: Architectural overview

The solution relies on the use of existing TLS connections:

· IMS control plane (SIP): One for the Gm interface.

· IMS media plane (RTP, RTCP, MSRP, etc.): One for the TURN control connection and one for each allocated TURN TCP connection.

The additional requirements on the UE, P-CSCF and TURN server is as follows.

1) UE to support the option to transport SIP over TLS, and for P-CSCF to support SIP over TLS on port 443 instead of the default SIP TLS port.

NOTE: This is in full accordance with RFC 3261, TS 24.229, and TS 33.203.
NOTEx1: Before Rel-12,  TS 33.203 specifies in its Annex O.2.2 that the TLS session set-up comprises as its first part a REGISTER not yet secured by TLS that includes a sip-sec-agree negotiation resulting in TLS to be used subsequently. In the solution proposed here it is however required that a TLS tunnel is established before any SIP traffic is exchanged. In this respect, the proposed solution is not covered by TS 33.203 before Rel-12.
2) UE to support ICE with TURN over TLS, and for TURN server to support TURN over TLS on port 443 instead of the default TURN TLS port.

NOTE: This is in full accordance with RFC 5245 and RFC 5766.
3) UE to support normal web proxy procedures (HTTP CONNECT) to set up TLS connections on port 443 to the P-CSCF and TURN servers.

NOTE: One HTTP CONNECT request is needed for each TCP connection. Where HTTP_CONNECT is implemented in the UE is implementation specific.

While RFC 5766 only allows UDP allocations, RFC 6062 defines TCP allocations for TURN. The solution can therefore be used for both UDP and TCP based IMS media plane protocols.
The number of TLS connections to the TURN server (and therefore the number of HTTP_CONNECT) depends on the IMS service and the protocols used. For immediate messaging, a single TLS connection is needed, whereas for MSRP three TLS connections are needed.

The UE proceeds as follows:

1) The UE tries to register according to normal procedures, if this fails the UE continues according to 2).

2) The UE tries to register using alternative procedure for NAT traversal UE, if this fails the UE continues according to 3).

3)  The UE tries to register using alternative procedure for NAT traversal UE, but sets up TCP connections on port 443 using HTTP_CONNECT as described above.
NOTEx2: This requires the P-CSCF to accept TLS connections without preceding negotiation, which is not covered by existing 3GPP specifications before Rel-12.
The solution supports both encrypted and unencrypted connections.

· If confidentiality is desired, a cipher suite with encryption (e.g. TLS_RSA_WITH_AES_128_CBC_SHA) is negotiated. This achieves traversal for all NIMSFW types (1-9).

· If confidentiality is not needed, a cipher suite with NULL encryption (e.g. TLS_RSA_WITH_NULL_SHA) is negotiated. ). This achieves traversal of NIMSFW types 1-8.

As the solution just requires the P-CSCF and TURN server to support TLS on port 443, and the P_CSCF to accept TLS connections without a respective preceding negotiation,the solution has little impact. Existing IMS authentication mechanisms can be reused.

Editor’s note: More details on how the tunnels are maintained (e.g., using keep alive) is needed in order to evaluate the UE impact of possibly frequent keep alives.

Editor’s note: Details on how this solution handles IP-CAN or other access network availability changes at the UE need to be added.

Editor’s note: Details on how this solution handles the IMS session maintenance during IP-CAN or other access network availability changes at the UE need to be added.

Editor’s note: The scheme that allows a FW to summarily block IMS traffic is still to be studied.
*******
END OF PSEUDO-CR
*******
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