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1.

Introduction

MIKEY-TICKET is a key exchange protocol currently under consideration for enhanced IMS Media Plane Security. Although already accepted for Rel’10 IMS Media Plane Security, MIKEY-TICKET falls short on mid-call interception requirements for Rel’11.
This contribution discusses mid-call interception requirements and highlights potential enhancements to MIKEY-TICKET in order to fully satisfy these requirements.
2.
Discussion
Lawful Interception requirements for encrypted services such as Enhanced IMS Media Plane Security are detailed in Section 5.7 of [1]. In particular two of the requirements relevant to this contribution are:
· Interception shall be performed in such a manner as to avoid detectability by the Target or others.

· An encryption solution shall not prohibit commencement of interception and decryption of an existing communication.

In the 3GPP version of the MIKEY-TICKET key exchange protocol both the initiator UE and responder UE generate random values (RANDRi and RANDRr respectively) that are used in the generation of the Traffic Encryption Key (TEK). While these and other values used may be known to the network Key Management Service (KMS) as part of the signalling process during the generation of the TEK. However, any keying information known to the KMS is discarded once the media session starts and becomes unavailable. 
Therefore currently mid-call interception is only possible through re-keying. If re-keying is forced in an unexpected manner then it becomes detectable by both the initiator and responder thereby breaking the lawful intercept requirement of detectability listed above. Even in the case re-keying is forced periodically in a regular fashion for all UEs, not only would this add an undesirable overhead to the operator in terms of channel capacity but servicing next packet interception would not be guaranteed.

3.
MIKEY-TICKET Enhancement
One approach to fully meeting lawful interception requirements for MIKEY-TICKET is shown in Figure 1. Each UE is assigned a secret key SA that is also known to the KMS. The secret key along with the nonce value N generates a ciphering sequence N’, that with TEK is used to produce TEK’. Therefore, in order to regenerate the TEK, the KMS who already has knowledge of the secret key SA then only need the nonce N and TEK’. One possible field that can be used for this purpose is the SRTP MKI field in the SRTP Header [2]. While currently an optional field it can be made a requirement and a portion reserved for services utilizing IMS media plane security. 

Although encryption of the SRTP Header is not required, as an added measure of security the nonce N and TEK’ portion can be encrypted with the encryption key available for securing initiator-KMS TICKET requests. It is noteworthy even if the SRTP MKI field were somehow to be decrypted by an attacker; session secrecy is maintained as the secret key SA remains unknown.
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Figure 1 - Lawful Intercept enhancement to MIKEY-TICKET
Finally, some lawful interception agencies may have different time to intercept requirements than others. Where some flexibility in time to intercept exists, the nonce N and TEK’ information could be distributed over several SRTP packets thereby reducing the SRTP MKI portion needed for lawful interception purposes.

4.
Conclusion
This contribution discusses the mid-call interception requirement and highlights a potential enhancement to the MIKEY-TICKET key exchange protocol in order to meet this requirement. The enhancement proposes reuse of the SRTP MKI field of the SRTP Header along with a UE specific secret SA shared only between the UE and the KMS.
It is kindly proposed SA3 include the following in TR 33.829

### first change ###
[xx]
IETF RFC 3711: "The Secure Real-Time Transport Protocol".
### second change ###
5.3.3.X Lawful Intercept

An overall high level concept of mid-call lawful interception for MIKEY-TICKET is shown in Figure 5.3.3.4-1. Each UE is assigned a secret key SA that is also known to the KMS. The secret key along with the nonce value N generates a ciphering sequence N’, that with MIKEY-TICKET TEK session key produces TEK’. In order to regenerate the TEK, the KMS uses the secret key SA with the nonce N and TEK’. These values are carried in the SRTP MKI field of the SRTP Header [xx]. 

Although encryption of the SRTP Header is not required, as an added measure of security the nonce N and TEK’ portion are encrypted with the encryption key available for securing initiator-KMS TICKET requests. It is noteworthy even if the SRTP MKI field were somehow to be decrypted by an attacker; session secrecy is maintained as the secret key SA remains unknown.
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Figure 5.3.3.X–1: Lawful Intercept enhancement to MIKEY-TICKET
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