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1. Introduction
The usage of GBA in a web browser makes some implicit assumptions and those assumptions serve as a rationale for the approach taken later in the document. Therefore, we believe it beneficial to state those assumptions and present the following P-CR to SA3 for approval.
===== BEGIN CHANGE =====
4.2
Objectives 

The document has the following objectives for the usage of GBA in web browsers:

-
There will be cryptographic key separation between different applications using GBA (e.g. MBMS, Presence, browser banking application, browser e-mail application, etc).  For non-browser based applications, this is already in use in generic GBA architecture with the usage of NAF specific keys Ks_(ext/int)_NAF with the usage of NAF_Ids and protocol identifiers.

-
The NAF specific keys for the use of GBA in web browsers will be protected from man-in-the-middle attacks.

-
The GBA keys will be bound to the existing session between the browser and the web server in such a way that the keys cannot be reused in another session or reused by another entity. 
Editor’s Note: Definition of session need to be added.
-
The access to NAF specific keys by JavaScript will be restricted in such a way that a web page executing a javascript in a web browser will have access to the NAF specific keys that it is authorized to have access to.  For instance, same origin policy could be used so that a javascript will have access to only that NAF specific key that belongs to same origin (e.g. a web page loaded from http://www.3gpp.org/ will have access to only the NAF specific key of www.3gpp.org and not be able to request keys for another origin). 
Editor’s Note: Direct access to keys is considered bad cryptographic habit and it is ffs how this can be avoided in web GBA.
===== END CHANGE =====
