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Abstract of the contribution: This document defines the scope for SMS trigger security study in Rel. 11.
Discussion

The SMS trigger, based on the architecture given in 3GPP TS 23.682v11.0.0 (slightly modified in S2-121847), can traverse different paths before reaching the UE. So as to avoid missing any point / to perform a complete security study in Release 11, it is necessary to define the scope and thus the SMS trigger path under consideration. Figure 1 shows potential paths a SMS trigger can take, details on each path is discussed below.
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Figure 1 SIMTC reference architecture [S2-121847] and paths the SMS trigger can traverse.

SMS trigger paths and SIMTC Release 11:

1. Path (1) in figure (SME (SMS-SC/GMSC/IWMSC(MSC/MME/SGSN(UE): This should be covered in Release 11.

2. Path (2) (SME(SMS-SC/GMSC/IWMSC(MTC-IWF(SMS-SC/GMSC/IWMSC ( MSC/MME/SGSN(UE): Such path could help in verifying messages from a SME by MTC-IWF. Needs to be discussed or verified with SA2. We think that this path is out of scope for Release 11.

3. Path (3) (SCS(MTC-IWF(SMS-SC(MSC/MME/SGSN(UE): Should be covered in Release 11.

We assume that all SMS will take the path given as (A) and not the path given as (B) in Figure 1. Path (C), i.e. SMS traversing to a MSC and then to a MME, might be possible but we should verify with SA2.

It is also worth verifying with SA2 whether SMS-SC/GMSC/IWMSC may be modified.
Proposals
Our proposals are:

1. Discuss and come to an agreement on SMS trigger paths to be studied in Release 11. 
2. Take a note of the agreement in appropriate location of SA3 TR 33.868.
3. Check with SA2 regarding SMS path (2) and (C), and about expectation on SMS-SC/GMSC/IWMSC impact.
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