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 *** Start of changes ***

7.6.2.5
Deferred delivery

In this section, deferred delivery is discussed for the case of MIKEY-IBAKE. Deferred delivery is type of service such that the session content cannot be delivered to the destination at the time that it is being sent (e.g., the destination user is not currently online). Nevertheless, the sender expects the network to deliver the message as soon as the recipient becomes available. A typical example of deferred delivery is voicemail. 

Below, the basic scenario of deferred delivery for the case of MIKEY-IBAKE is presented. In the scenario (Figure 27) presented, user A and B’s mailbox perform mutual authentication before they agree on the key to be used for decrypting the content of the message intended for deferred delivery.

In the scenario depicted in Figure 27, it is assumed that the user A is trying to reach the user B, who is currently not available, therefore the call is forwarded to the B’s ‘voicemail’ (more generally deferred delivery server). Following the MIKEY-IBAKE protocol, the message received in step 2 by the B’s mailbox is encrypted using B’s identity, therefore B’s mailbox will not be able to decrypt it. B’s mailbox chooses random y and computes yP and send its identity and yP IBE-encrypted to the user A. The user A recognizes that the B did not receive the message and that the actual recipient was not able to decrypt the message sent in step 1 by the lack of its identity and xP in the message received in step 4. Therefore, the user sends a new message containing A’s identity, B’s mailbox identity, xP and yP all IBE-encrypted using B’s mailbox identity. The user A also chooses a random a and includes its identity and aP encrypted using B’s public key. 
ALU1: The change above is a result of an assumption that “an entity which is able to alter the message may alter the session”. The implications of this assumption on already specified MEDIASEC protocols MIKEY-TICKET and SDES are described in the figure below. Specifically, the assumption for MIKEY-IBAKE is that payload E(A, aP) is replaced with E(A, eP). If this is a valid assumption for MIKEY-IBAKE, it means that in case of MIKEY-TICKET, the TICKET payload can be easily replaced; i.e. instead of TICKET_A, TICKET_E can be included. Similarly, for SDES, a malicious entity can replace Ka with Ke. Therefore, given this assumption, the conclusion is that currently standardized MEDIASEC solutions suffer from the same attack and. In other words, MIKEY-TICKET and SDES cannot support deferred delivery securely.  


[image: image1]
However, given the mandatory integrity protection of IMS signalling specified in clause 5.1.4 of TS 33.203, and integrity protection specified for MIKEY protocol [RFC 3830], any attempt on altering the MIKEY-IBAKE message payload will cause failure in the validation of message integrity and hence failure of the attack. Therefore, the starting assumption on which the change above is based on is wrong. Thus, the change above provides no benefits. In addition to not providing any benefit, this change violates RFC 6267.
Upon reception of this message, the B’s mailbox accepts aP as the session key for the message intended for B and returns A’s identity and xP to the user A to complete the authentication. Subsequently, when B is online and checks ‘voicemail’ (checks with the deferred delivery server), B can obtain the encrypted value of aP from the mailbox server. 
Note that, B may have to authenticate with the mailbox to obtain the key (this is not shown in the figure below) – this could be based on existing authentication mechanisms already in place. Note also that the mailbox needs to establish a secure communication path to B and communicate the original authenticated user’s identity with every message. In addition, mailbox needs to implement MIKEY-IBAKE client to mutually authenticate A in order to protect against A spoofing the source of deposited messages towards B. The practicality of addressing these additional requirements on mailbox needs to be taken into account when deciding on the suitability of MIKEY-IBAKE for deferred delivery scenarios.
ALU2: In case of SDES, the encryption key is being transferred from the mailbox to B, and in case of MIKEY-TICKET, TICKET is being transferred on the same communication path. Given the lack of information in TS 33.328, TR 33.828, RFC 4568 and RFC 6043 on deferred delivery, it is not clear what are the implications of non-secure communication path between mailbox and a user for the currently standardized solutions. In addition, currently standardized solutions have not been studied in light of malicious mailbox that is altering the content of the message that A has deposited for B. Obviously, compromising the mailbox would have serious consequences for all standardized solutions (e.g., altering the content of messages deposited, message deletion, etc.). Finally, instead of claims on ‘above and beyond’ use of mailbox, it may be better to define exact additional functionality needed in mailbox for the case of MIKEY-IBAKE i.e., the requirement that the mailbox would need to implement MIKEY-IBAKE client.
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Figure 27: Deferred Delivery
See ALU1.
*** End of changes ***
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