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Abstract: This contribution provides some comments on the discussion document S3-120357, and attempts to provide some clarifications on the use of TrE as well as on the internal operations of H(e)NB. 
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1. Overall Description:

In C4-120933, C4 raised possibility of compromised H(e)NB sending out fake local IP address. This contribution provides some analysis of this topic.
2. Analysis 
CT4 has requested SA3 in C4-120933 as the follows: 
“CT4 kindly asks SA3 whether the H(e)NB can be considered as trusted when passing the H(e)NB local IP address it received from the SeGW to the core network, or whether the H(e)NB local IP address sent by the H(e)NB to the network after the IPSec tunnel establishment must be verified by the network.”

There are several points to consider. 

Some of the attacker’s objectives in attacking the H(e)NB would be to get free service, to eavesdrop on UEs attached to the H(e)NB, or to deny access to other UEs.  In order to do that, changing the local IP address would not be able to let the attacker to achieve her objectives.  

[ALU] The above statement is not accurate. If the H(e)NB advertises a fake IP address to the core network, then BPCF can enforce the BBF network to allocate high amounts of bandwidth for traffic related to the particular H(e)NB that is attached to a specific attachment point in the BBF network (indicated by the fake IP address). In such a case, users behind the specific compromised H(e)NB would enjoy additional bandwidth for free, i.e., without paying for it. Hence getting free service is indeed possible by having the H(e)NB simply fake the local IP address information. 
Changing the local IP address may potentially lead to PCRF locating an incorrect fixed network element (such as BPCF and BNG), and this may lead to UE connected to the compromised H(e)NB to receive a downgrade of QoS (without QoS guarantee in the Fixed Broadband network) or fail to establish the EPS bearer for the service that the UE would normally enjoy.  However, this attack would not force the H(e)NB from operating in closed CSG mode into an open CSG mode. 
[ALU] Whether the H(e)NB operates in closed or open CSG mode here is irrelevant. The fact is that faking the local IP address to the network can mislead the BBF network infrastructure into, e.g., allocating inappropriate resources to specific H(e)NB, thereby affecting (positively or negatively) the user performance for UEs behind the particular H(e)NB. 
Being able to change the local IP address means the compromise of the TrE in the H(e)NB. Suppose the TrE and H(e)NB is compromised, the attacker can use other means to lower the QoS of the UE, such as faking a bad broadband signal quality or limiting the throughput of the IP connectivity on the H(e)NB. Even if the H(e)NB is not compromised, attacker may also launch other attacker to lower the QoS of UE.  Therefore, it is unlikely that by faking a local IP address would bring much benefit to the attacker. However, if the TrE is indeed compromised, the damage would be lot worse than H(e)NB faking local IP address.
For the most part H(e)NBs are built around trusted environment that should provide enough trust that the local IP received from the SeGW being passed to the core network is trustworthy.
[ALU] The above argument is not correct. In particular: 

· An attacker can compromise a H(e)NB node into faking the local IP address without the need to compromise the TrE. One way of performing such a task is by compromising the packet encoder that constructs message payloads. Such an encoder operates outside the TrE. Formed messages at the output of the encoder, which already include the fake IP address value, are further provided to TrE for further cryptographic processing. Hence, the attacker does not need to intervene to TrE operations, since the IP address information has been already altered and faked well before the message arrives at the input of TrE. Note also the following text included in TS 33.320, clause 5.1.2, regarding TrE: 

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys) needed to perform H(e)NB device integrity check (cf. clause 6.1) and device validation as specifically described in clauses 7.1 and 8.3.2.2.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys ) needed for H(e)NB device authentication with the operator network, as specifically described in clauses 7.2 and 8.3. 

Given this, the TrE functionality is limited and certainly does not include routine operations such as message encoding.
· As explained above as well as in S3-120xxx, faking the local IP address can offer significant benefits to an attacker. Note also that the task of SA3 is to assess whether the attack is possible or not. If a security hole exists (and in this case it does), then SA3 should (i) inform other groups about the security issues that arise and (b) define requirements for addressing the security problem and potentially propose a solution for addressing the problem.  
3. Conclusion
We conclude that it is not likely that an attacker can fake local IP address given the TrE being present and would not gain much benefit for faking a local IP address.  In addition, should the TrE be compromised, the damage would be much worse than attacker faking a H(e)NB local IP address. We propose to reply to C4 LS indicating that H(e)NB faking a local IP address is not likely and would not be considered a serious threat.
[ALU] Based on the above comments, the use of TrE is not sufficient for discouraging an attacker to compromise a H(e)NB towards faking the local IP address to the network. A compromised H(e)NB can advertise a local IP address in the same way it can advertise a fake inner IP address to the core network. The agreed SA3 requirements on Verification of H(e)NB Identity and Operating Access Mode (TS 33.320, clause 4.4.9) depict the fact that H(e)NB cannot be trusted to send valid and accurate IP addressing information to the network. Therefore, H(e)NB cannot be trusted in sending accurate local IP information. Given this, SA3 should not send to CT4 the Reply LS drafted in S3-120357, as it does not accurately reflect the SA3 agreed requirements.  
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1. Overall Description:

SA3 would like to thank CT4 for its LS C4-120933 on Local IP for Fixed Broadband Access Network Interworking. After discussion and analysis of the issue raised by CT4, SA3 concludes that the Trusted Environment (TrE) as defined in TS 33.320 would prevent an attacker from faking a local IP address. Additionally, it is not likely that an attacker can obtain any benefit gained by faking local IP address.    
2. Actions:

To: TSG CT4

ACTION: 
TSG SA3 kindly asks TSG C4 to take the above information into account.  
3. Date of Next TSG SA3 Meetings:
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