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Abstract of the contribution: This discussion paper is to address the unjustifiable allegation that delays the important progress to complete the stage-3 implementation for BBAI BB1 to meet the Rel-11 schedule.  The allegation is regarding the security concern for the SA2 approved solution transferring the H(e)NB’s local-IP addressing info from H(e)NB to MME via the existing S1/Iu interface.  
Introduction
There has been ongoing unjustifiable allegation raised against the stage-2 design decision from SA2 for H(e)NB to retrieve the H(e)NB’s local-IP addressing info from the SeGW, and then H(e)NB will pass on the info to MME/EPC over the existing S1/Iu interface. Such architecture design decision has been examined thoroughly over a long period of time after comparing all the pros and cons from different design options during the entire BBAI BB1 stage-2 and initial stage-3 development for Rel-11.  In addition, the solution has also been verified with SA3 to examine if there is any security concern?  The official response from SA2 was a clean bill of health - i.e. the SA2 approved solution imposes no security impact to the system.  
[ALU] The solution mentioned above was discussed in SA3 #64. At that time, requirements on Verification of H(e)NB Identity and Operating Access Mode (TS 33.320, clause 4.4.9) had not been agreed on. Thus, the security concerns could not have been brought to SA2’s attention. Nevertheless, SA3 in its “bill of health” (i.e., the LS sent to SA2) pointed out to SA2 as follows: 

“On the second question on evaluation from protocol point of view of solution 1b, SA3 can only comment on the security related aspects. Some companies in SA3 raised concerns introducing 3GPP specific new elements to IKEv2. This would create a dependency on IETF, as a new RFC would be needed to provide for the extension of RFC 5996 for the new functionality. Such feature should be available in SeGW and IKEv2 implementations commonly used in the IP world, e.g. commercial or open source, to keep the robustness of existing IKEv2/IPsec implementations. Thus a Standards Track RFC would be needed.” (see S3-110838).  

Therefore, the above statement is not accurate.

The intent of this discussion paper is to address the security allegation that is raised, and to explain the significant and negative system impacts caused by the other alternative proposal that was proposed by the opponents against the SA2 approved solution.  It is also important to point out that, the proposed alternative proposal has been submitted to SA2 in the past and was rejected by SA2 due to significant and unnecessary impacts to the existing system architecture and deployment.    
Discussions
Background

There was continuing debates to re-open the architecture design decision which has been well thought out and was approved by the SA2 to have the H(e)NB’s serving SeGW, which has the knowledge of the NATed H(e)NB’s local-IP addressing info, to leverage the IKEv2 capability to transport the NATed info to H(e)NB.  Subsequently, the H(e)NB will pass on such NATed local-IP addressing info to MME which will then pass on the info to the UE’s serving PCRF.  
The purpose of the NATed local-IP addressing info is to enable the UE’s serving PCRF to locate the BPCF in the fixed Broadband access network that hosts the UE’s serving H(e)NB during the fixed and mobile interworking.  Once the BPCF is located, the PCRF will then pass on the UE’s policy info to the BPCF which hosts the UE’s serving H(e)NB. 
The fundamental security concern form the opponent of the current SA2 approved solution is treating the H(e)NB’s Local-IP addressing info with the same sensitive nature as the H(e)NB’s CSG info.  Currently, there is an investigation of security concern of the CSG info which is also be sent by the H(e)NB to the EPC.  There is an attempt to use such comparison to justify that the H(e)NB’s local-IP addressing info would have the same security concern as the CSG info. 

The following technical discussions explain that these two set of info as described above (i.e. the CSG info and the H(e)NB local-IP addressing info) do not deserve to have the same consideration.  
[ALU] In contrast to the above statement, the following technical discussions do not provide any explanation on why the two different types of information (i.e. the CSG information and the H(e)NB local-IP addressing information) do not deserve to have the same consideration. By reading the rest of S3-120339 as well as TS 33.320 clause 4.4.9, it becomes perfectly clear that the same security issues apply to both types of information.
Once the security concern is addressed, this discussion paper will then explain the proposed alternative solution, that was also previously rejected by SA2 and is re-submitted again, could introduces significant and negative impact to the existing H(e)NB architecture and deployment.  

Technical Justification
First of all, the approved SA2 solution has been verified with SA3 and has received a clean bill of health. 
[ALU] Any past discussions in SA3 regarding the SA2 solution did not take into account the recently agreed SA3 requirements on Verification of H(e)NB Identity and Operating Access Mode (TS 33.320, clause 4.4.9). In addition, SA3 also questioned whether IETF has given “a clean bill of health” to that solution and suggested that the solution be extensively evaluated and standardised by IETF. Currently IETF participants have numerous concerns on the viability of the solution. 
Secondly, the H(e)NB CSG info is configuration info to the H(e)NB; where the H(e)NB’s local-IP addressing info is obtained from SeGW via IPSec/IKEv2 signaling. 

The allegation from the opponents is focusing on the intruder breaking into the H(e)NB to inject the fake H(e)NB’s local-IP addressing info and then, passing on the fake info to the MME at the EPC over the S1/Iu interface. 
Let’s examine scenario-by-scenario and step-by-step to investigate how could the intruder achieve such objective?   
Based on today approved solution, the H(e)NB’s local-IP addressing info is not configured locally at the H(e)NB, but it is retrieved from the IPSec/IKEv2 Configuration Payload during the mutual authentication procedures. 
[ALU] The above statements are inaccurate. The writers of S3-120339 are kindly advised to revisit the H(e)NB architecture and the associated attachment procedures. To begin with, the H(e)NB local IP address is not retrieved from the IPSec/IKEv2 Configuration Payload during the mutual authentication procedures for the purposes of IP configuration. The local IP address is assigned by the attached BBF network, well before the initiation of the IPSec/IKEv2 procedure. In the case where H(e)NB sits behind a BBF Residential Gateway (RG), then H(e)NB is typically assigned a private IP address in which case H(e)NB becomes aware of the NAT-ed outer IP address of RG by SeGW, based on the current SA2 solution.
Scenario-1: Intruder tries to extract the H(e)NB’s local-IP addressing info 

In this scenario, the intruder will need to break into the securely protected IKEv2 Configuration Payload in order to extract the info.  If the intruder can achieve this, not only the H(e)NB’s local-IP addressing info that the intruder can obtain, but all the IPSec protected H(e)NB’s system info can be obtained because the IKEv2 Configuration Payload is using exactly the same privacy protection as other H(e)NB’s system info protected by IPSec . 
In fact, this scenario-1 is not the security threat that the opponents have been advocated against this SA2 approved solution.  Never-the-less, it is the important to point out that, the approved SA2 solution does not introduce any privacy issue to the H(e)NB system in this scenario. 
[ALU] The statement: 
“If the intruder can achieve this, not only the H(e)NB’s local-IP addressing info that the intruder can obtain, but all the IPSec protected H(e)NB’s system info can be obtained because the IKEv2 Configuration Payload is using exactly the same privacy protection as other H(e)NB’s system info protected by IPSec.”
is wrong. The assigned H(e)NB outer IP address can be obtained by an intruder after the processing of the received IPSec packet payload at H(e)NB, e.g. during inclusion of this IP information into the outgoing message destined to MME/PCRF (by compromising the packet encoder before the outgoing message is processed by IPSec modules). With this, the intruder does not need to mess with any IPSec-specific procedures. 
Scenario-2: Intruder hijacks the H(e)NB and replaces the fake H(e)NB’s local-IP addressing info for the one that was returned by IPSec/IKEv2, and then, the intruder asserts the fake info to the S1/Iu Signaling
To achieve such operation, the intruder will have to do the following: 
1) The genius intruder needs to break into the executable of the H(e)NB software to identify the memory location of the executable codes that process the received IPSec/IKEv2 configuration payload. 

2) The genius intruder will then modify the human unreadable codes with its own executable to intervene the internal operation between the IPSec/IKEv2 configuration payload information is processed.  So that, it can assert the fake info into the operation where the IPSec/IKEv2 configuration payload info is being inserted into the S1/Iu Signaling.  
[ALU] There is no need to perform such a task. The S1/Iu signaling message format is publicly available; once the hacker has control over a H(e)NB, it is trivial to intercept and modify the messages before passing them on to MME/H(e)NB-GW, and specifically before pushing the messages to the IPSec module, simply by compromising the packet encoder (ASN.1 encoder). The attacker does not need to be genius to perform such a task. 
There are several fundamental impossible tasks that the genius intruder needs to overcome to proceed the above disruption:
a) The genius intruder needs to figure out how to access the programmable interface to the H(e)NB

b) The genius intruder needs to figure out how to decode the human unreadable executable codes so that it can identify the memory location for the processing of 1) above.

c) The genius intruder needs to figure out how to generate his/her own executable codes so that it can proceed with 2) successfully as described above without causing the system crash in the H(e)NB. 

[ALU] Again here, there is a much easier way to apply the attack. Even a non-genius attacker can simply compromise the message encoder which constructs the message payload that contains the outer IP address information; such message payload construction takes place well before the message is processed by the IPSec module. Since the attacker knows the publicly available message format, the attacker simply needs to replace the local IP addressing information in the message with the desirable value. 
Giving the understanding as described above on how to operate such impossible task in order to achieve the objective as described in scenario-2, one should easily recognize that this scenario-2 is not a justifiable scenario that the SA2 approved solution imposes security threat to the H(e)NB system. 
In summary, for an intruder to fake the H(e)NB’s local-IP addressing info to that it can be inserted into the S1/Iu signaling to be passed onto the MME is an mission impossible task, and the allegation of the privacy issue introduced by this SA2 approved solution has absolutely no merit. 
[ALU] Clearly the above conclusion is wrong. The writers of S3-120339 are kindly advised to carefully read the SA3 requirements on Verification of H(e)NB Identity and Operating Access Mode (TS 33.320, clause 4.4.9). Those requirements exist because SA3 has already agreed that H(e)NB may be compromised and therefore cannot be trusted to pass accurate and valid information to the network. Given that there is a way for H(e)NB to lie about its inner IP address (given those requirements and the associated discussions in SA3), similarly there is a way for H(e)NB to lie about its local IP address to the network. The above discussion in S3-120339 does not provide any explanation on why the H(e)NB is trusted to provide a true local IP address value to the core network, while at the same H(e)NB cannot be trusted to provide a true inner IP address to the core network, given that H(e)NB has access to both values and given that a compromised H(e)NB can manipulate both locally. Arguing that it would take a genius to hack the H(e)NB is misguided, and goes against what SA3 has already decided. 
Issues with the two alternative proposals that were previous rejected by SA2: 

The same opponents against the SA2 approved solution advocate two alternative proposals that require “3GPP specific” new interface to be implemented by off-the-shelf SeGW:
Option-1: Direct SeGW-MME interface

Option-2: SeGW to send the information to the AAA and for the H(e)GW/MME to retrieve it (from the AAA).  
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Figure 1: EPC’s System Impact by Option-1: Direct SeGW-MME Interface
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Figure 2: EPC’s System Impact by Option-2: SeGW-AAA-MME Communication Path

The major issues of these two options are showed in the two figures below. 

Issue of Option-1 : Regardless the interface is private or standardized between the SeGW and the MME, it is 3GPP specific interface and it is NOT the off-the-shelf SeGW will implement.  Moreover, the modification is not only impacting on the SeGW, but also impacting the MME which is required to develop a new function to receive and to process the information.  Not to mention the existing deployment of the H(e)NB will be significantly impacted. 
Issue of Option-2 :  The off-the-shelf SeGW will now be forced to implement the DIAMETER based 3GPP AAA interface in order to just pass on the H(e)NB local-IP addressing info to 3GPP AAA.  In addition, the 3GPP AAA is also required to be modified in order to pass on the info to the MME which also be impacted to retrieve and to process this info. 
[ALU] The ALU proposed solution will work with off-the-shelf SeGWs, and does not require modifications to IETF or IANA documents, as the ZTE solution requires. In particular:
· The ALU solution does not require “brand new” interfaces. The interface between SeGW and AAA is already standardized by 3GPP. 
· In contrast to what the writers of S3-120339 want to believe, the ALU solution does not discuss or enforce implementation of the DIAMETER based interface. RADIUS is quite widely supported by SeGWs, and most SeGW products today support the RADIUS attribute “Calling-Station-Id” for the exact purpose discussed in the ALU solution. 

· The writers of S3-120339 conveniently omit the fact that no off-the-shelf SeGW supports ZTE’s proposed IKEv2 Configuration Payload and exchange. Based on IETF mailing list discussions, it is unlikely any SeGW will ever support it. 

· Currently, IETF is very negative in agreeing on the standardization of ZTE’s solution, given that it requires modifications in the IPSec/IKEv2 procedure for unjustifiable use case. In contrast, the ALU solution is already compatible with IETF standards and does not require any RFC changes. 
Considering there is no security concern for the H(e)NB local-IP addressing info as described above, there is absolutely no motivation to introduce such 3GPP specific new interface to an existing architecture and deployment, not to mention that the SeGW can no longer be off-the-shelf and other EPC system components are also impacted.  
[ALU] Based on ALU’s arguments, there are significant security concerns related to the SA2 solution. Although it is not within the scope of SA3 to mandate the currently optional SeGW-AAA interface, the use of such an interface can address all the security issues that have arisen with untrusted H(e)NBs, such as the H(e)NB identity verification as well as the validation of the inner and outer IP addresses advertised by H(e)NB. In contrast, ZTE’s solution does not address any of the raised H(e)NB security issues. 
Conclusions

This discussion paper has present several strong justifications that the H(e)NB’s Local-IP addressing info shall not be considered sensitive because it brings no benefit or motivation to the intruder to fake the information to impose security threat to EPC. 
Given that the current solution has been approved and is a well thought out by SA2 as well as by CT4, it is important for 3GPP to carry through the design decision to complete the stage-3 implementation so that such solution can be present to IETF.  Through the official IETF and 3GPP coordination committee, a request can be submitted to IANA to obtain a new code point for IKEv2 Configuration Payload to deliver a simple solution for Rel-11BBAI BB1 on time. 

. 
[ALU] Based on the concerns raised in this commenting contribution, the SA2 solution is insecure. Contribution S3-120339 is largely misleading. SA2 and SA3 are highly recommended and kindly asked to carefully revisit the details of the SA2 solution from a security perspective, given the agreed SA3 requirements on Verification of H(e)NB Identity and Operating Access Mode (TS 33.320, clause 4.4.9). ALU believes that the security implications that arise by commercially deploying ZTE’s solution can be devastating: the current solution allows a compromised H(e)NB to send fake IP address information to the core network. This can lead to erroneous decisions by the BBF network with regards to allocating resources to the compromised H(e)NB, such as (a) allocating high amounts of bandwidth to a H(e)NB thereby allowing UEs (and thereby users) behind it to enjoy throughputs that they don’t pay for, and (b) reducing the bandwidth available to a third party (and possibly cause charges to that third party) by claiming that party's IP address as their own. This is a denial of service attack, and may be a theft of service depending on how the reserved bandwidth is charged. Such attacks will definitely discourage users from using H(e)NB solutions. Hence, as soon as the possibility of mounting such attacks is made publicly known, it will negatively impact the commercial use of H(e)NB, while it will compromise the integrity of both 3GPP and IETF as standardization bodies. 
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