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1. Discussion 
There are several solutions for SMS based triggering documented in TR33.868. In this paper, we analyse the feasibility of the solutions. 
Besides the threat of false triggering, spamming messages will cause battery drain of the MTC devices, which don’t have continuous power or cannot be recharged as analysed in 5.1.2. 

Therefore, for SMS based triggering, there are two kinds of MTC devices:
1) MTC devices with continuous power supply, and
2) MTC devices without continuous power supply

In addition, there are two issues to be considered: 
1) Ensure only the genuine triggering SMS will be accepted by the MTC device to prevent attacks on the device and the network. 

2) Ensure the spam SMS cannot reach the MTC device without continuous power to prevent exhaustion of power of the device.

1.1 Suggesting SMSC based SMS payload filtering as the solution for R11
The SMSC based SMS payload filtering in solution 3 in 7.1.3 is a complete solution that solves both threats above for the both kinds of MTC device, assuming home routing of the SMSs.

Solution 2 in 7.1.3 requires the HLR/HSS to differentiate MTC device from normal UE, which is not possible today. 
1.2 When SMSC based SMS payload filtering solution isn’t deployed
If SMSC based SMS payload filtering solution isn’t deployed by all operators, other solutions should be considered as complementary or temporary/transitional solutions.
For MTC devices without continuous power only the pure network based solution can be used. Solutions requiring MTC device involved will cause battery consumption inevitably. Therefore, MTC device based SMSC whitelisting, source authentication or user plan solutions are not suitable for MTC devices without continuous power supply, although these solutions can work for MTC devices with continuous power supply.
Although the MTC device without continuous power is not emphasized in SA2, it’s more vulnerable to SMS attack. SA3 needs to find a solution of SMS based triggering for MTC devices without continuous power or prohibits SMS based triggering for MTC devices without continuous power supply.
It should be noted, though, that flooding the network with attach requests or service requests caused by false triggers seems the more serious threat as the whole system, including UE never receiving a trigger SMS, would be affected while battery exhaustion attacks would affect only those devices that receive many of the false trigger SMS. 
1.3 Avoid impact on the HSS 

When choosing an SMS based triggering solution for MTC devices with continuous power the impact on the HSS should be considered. Although in TS23.682 the IWF will interrogate the HSS to know if an SCS can trigger a certain MTC device, it is not proper for SMSC to interrogate the HSS to know if an SME can trigger a certain MTC device because the number of SMEs is much larger than the number of SCS. The interrogation from SMSC may cause a DoS against the HSS.
Huawei: In existed SMS procedure specified in TS23.040, every time a SMS is sent by one of billions of UEs, SMS-SC forwards it to SMS-GMSC, SMS-GMSC asks HSS/HLR for the routing information, i.e. which MSC the target UE belongs to. So no matter whether the number of SMEs is, to HSS the procedure is the same. It’s a procedure of handling large number of short messages. The number of SMSs is not an issue that should be taken into account.
In current days, the capability/throughput of one HLR is very huge, like one-two million UEs level. In future, the capability/throughput of one HSS is five millions UEs level. There are only more than 10 HLRs in a city like Beijing which has 19 millions of population. The number of HLRs is even less than MMEs. So if an attacker wants to start a Dos attack, he should use millions of terminals to send fake trigger SMSs simultaneously or forge millions of IP addresses to send fake SMSs simultaneously. To the former case (use millions of terminals to send fake trigger SMSs simultaneously), the cost to the attacker is so big to bare and to realise the former scenario in the same time also seems impossible. To the latter (forge millions of IP addresses to send fake SMSs simultaneously), he can also realize this kind of attack to Tsp. So SA2’s solution to Tsp also exists this kind of risk. BUT an attacker first needs an millions-level process server to calculate millions of IP addresses. This is one of the difficulties. Morevoer, HSS/HLR is not the first network element to receive SMS. When the first NE i.e. SMS-SC faces such kind of case, the operators can find such risk. The threat will stop in the first time. HSS/HLR is far beyond from such a risk. 
In summary, to let HSS/HLR handles the authorization list will not encounter DoS attack and has little impact to it. 
2. Proposal 

We propose SA3 to 
1) Adopt the SMSC based SMS payload filtering solution for R11, 
Huawei: There are some limitations for SMS-SC to do the authorization and it cannot stop fake SMS threat completely specified in S3-120345. It needs other mechanism, i.e. HSS/HLR authorization to completely stop fake SMS trigger threat. 
2) Include the analysis above in TR 33.868,
Huawei: From the above, some parts of the analysis in the original NSN’s contribution are not suitable to be included in TR33.868. 
3) Find a solution of SMS based triggering for MTC devices without continuous power.
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