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Abstract of the contribution: This contribution provides summary of the conference call discussions on SIMTC. 
Introduction:
Two SIMTC conference calls held on 24-April-2012 and 4-May-2012. Objective of the conference calls was to get progress on the CRs to TS 23.682 for online device triggering security.
Minutes of the Conference Call discussions: 
First Conference Call
 

Participants: Samsung, NEC, Juniper Networks, Ericsson, ALU, Gemalto, Intel, ZTE, Huawei, Nokia, CMCC, NTT DoCoMo, Morpho Cards, RIM  

 


1. Discussions on the ZTE proposals (4 Contributions): 

    Comments:
        1. Querying HSS twice 
        2. Concerns on Content check and configuration in the HSS 
                If the content is not standardized then it is difficult or not possible to verify, it should be captured as Editor's Note 
                If the content is protect, then the proposed solution cannot work

        3. Commented on SMS origination verification: originator of the SMS can be spoofed and network cannot identify it 

        4. As the proposal is for TS, it was commented to have normative text and avoid multiple options 

        5.Current TR addresses these issues    
 

Second Conference Call
  

Participants: Samsung, Nokia Siemens Network, RIM, Nokia, Huawei, ZTE, Juniper Networks, Interdigital, CMCC, Qualcomm
 

 

DT procedure over Tsms:
 Proposed Solutions:
 1. CR-S3-12xyzw_Security of SMS based device triggering--0502v2 (CMCC)
 2. pCR-S3-12xyzw_Network based authorization for SMS based device triggering_fake trigger (CMCC)

    Comments:
        1. It was questioned how the network trust the UE when acting as SME and whether to have UE's in the whitelist

        2. Concerns on differentiating the ordinary SMS and trigger SMS in the SMSCs, due to non availability of standard format for trigger SMS and proprietary Tsms interface

 

 3. S3-120xxx_Sam_SMS_E2E (Samsung)

 4. S3-120xxx_Sam_CR_Tsms (Samsung)   

      Comments:
        1.Concerns on the batter power consumption in the MTC device when using this solution (Proposed to capture the same as note in the contribution). 

        2.Prefer to have network based solution from standardization point of view

        

 

 5. S3-12xxxx_SM home handling for MTC (ZTE)
 6. S3-12xxxx_Fake trigger handling (ZTE)
 7. S3-12xxxx_Anti-SM-flooding (ZTE)

      Comments: 

        1. Concern on the HSS interrogation by other PLMN network entities

  2. Step 4, if UE has denied all of the messages except the trigger, then the whole procedure will not work because it needs normal SMS also. 

There was an e-mail discussion on the ZTE contributions. No consensus reached in the e-mail discussion.  
       

 

 Evaluation:
 8. S3-120xxx_Sam_SMS_DT_Eva (Samsung) 
       Comments: 

        1. Need to have standard format for the trigger SMS to differentiate it from ordinary SMS in the network. Standardization to be done by some forum (may be 3GPP or OMA or....)

        2. Comments on changing the word "challenge" to "no solution currently available" for maintenance and configuring the whitelist in the MTC device
 

 Conclusion:
 9. S3-120xxx_Sam_SMS_Conclusion (Samsung)
       Comments: 
        1. Prefer to have network based solution from standardization point of view compare to application layer specific solution 

        

    Outcome of DT procedure over Tsms contributions: No conclusion on if both (network based and UE based) or one approach needs to be supported. Some companies prefer to have network based solution. 
 


DT procedure over Tsp:

           10. S3-120xxx_Sam_CR_External (Samsung)

               Comments: 
                1. To elaborate the security requirement in TS 23.682 for communication protection between the IWF and the SCS. And to suggest NDS/IP is one possible mechanism and there may be proprietary mechanisms which satisfies the security requirements.

                

    Outcome of DT procedure over Tsp contributions: To update the above contribution based on the comments received and the text related to external interface security proposed in CMCC CR.
