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1
Introduction
In the replay LS S1-121348 to the LS from SA3 to SA1 in S3-111226 our assumption is confirmed that CBE is the signing entity for PWS messages.
2
Changes
### first change ###
4.2.7 Triggering Condition for Public Key Update
There are two scenarios for public key update, i.e. when the signing entity is changed or the signing entity provides new public key to the network. The scenario of triggering public key update could be infrequent.
When the signing entity is changed, the public key is changed and it should be updated. It happens when UE roams to a new cell which belongs to another PLMN with a different CBE. The new PLMN can be associated to the same CBE that the old one is and it can also be the different CBE. If this new PLMN is associated with a different CBE, the UE should use the public key provided by the new CBE to verify PWS signature. In this public key updating scenario, both the PLMN serving the UE and the signing entity-CBE have been changed after UE HO to a new cell.

There can be several reasons for signing entity providing new public key to the network, including end of public key lifetime, compromised public key and replay protection, etc. ECDSA/DSA with 128 bit security level is considered secure enough beyond 2030 according to NIST recommendations. Furthermore, each government will be very careful to send such kind of public warning. So the public keys for PWS signature could be seen as safe for a considerable period of time. However, there remains requirement for PWS public key update for some reasons e.g. private key leakage, key management hole etc.
There may also be policy reasons for changing the key. For example, the key lifetime of the key may expire. The lifetime of the key may be in the order of months or years.
PWS key may be updated after warning notification has been sent.
Editor’s Note：Terminology usesd to identify keys used in the scope of this specification is FFS.
### second change ###
5. Security Solutions of PWS

Editor’s Note: This section aims to meet all the requirements and solve all the open issues of PWS.

5.1 Solution 1

Editor’s Note：Solutions for GSM and UMTS are needed.
5.1.1 Public Key Distribution
The solution describes the distribution of the public signature verification key information based on NAS messages. NAS SMC/Attach /TAU ACCEPT message can be used.
1. In the initial attach procedure, UE sends the initial attach request to MME.

NOTE A: If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2. EPS AKA procedure may take place.

3. When MME receives the initial attach request, MME distributes the latest public key and the identifier of public key and the signing entity identifier in NAS SMC.

NOTE C: In order to validate the PWS warning notification come from different signing entities, UE shall be notified signing entity identifier, to know which signing entity the PWS warning message comes from.
NOTE D: If UE has attached the network before, when MME receives Attach or TAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, MME checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
NOTE E: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4. At receiving the NAS message, UE receives and saves the public key, PKSI, and the signing entity identifier and the relationship between PWS key, PKSI and the signing entity identifier sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.
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Figure 5-1: Distribution of public key information
NOTE F: Only happening in emergency case.


NOTE G: If the UE has several active keys, the UE can send several PKSI in one NAS message and receive several public keys in one NAS message.

Editor’s Note：The sizes of NAS messages need to be considered.
Editor’s Note：If the UE has several active keys, the signature entity identifier must be sent in the warning messages as the UE can otherwise not determine which key to use.

The public key distribution mechanism can also be used for public key update in LTE.
### third change ###
5.1.3 Signature Algorithm Agility
This solution describes the distribution of the signature algorithm identifier based on Warning Notification messages and broadcast message. CBE signs the PWS Warning Notification. Figure 5-3 gives an example
### forth change ###
The signature algorithm identifier can be set in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication. Then the corresponding message over air interface will have no impact. If this approach is introduced, it will not increase the overload for network entity,
.
### fifth change ###
5.1.5 Verification of PWS Warning Notification Message
This section describes the solution that UE verifies the signature of PWS Warning Notification message with the saved public signature key and signature algorithm. Figure 5-5 gives an example to show the solution with CBE as the signature entity.
### end of changes ###
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2. ESP AKA procedure








3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
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