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1
Introduction
While PWS security is delayed until Rel-12, we should still try to get the security part done as quickly as possible. More specifically we should study the open issues, evaluate different alternatives, and take decisions on what to move to normative text.

At SA3#66 several new issues appeared but there were also significant progress. This contribution tries to list the critical issues after SA3#66. Some of the issues have fully or partly been resolved since then, which is reflected in the text.
The status and needed actions for each issue is listed.
2
Critical Issues
2.1
More study needed

· Key management procedures – Overall architecture
While a NAS based solution has more or less been the working assumption during the last year, this was questioned by several contributions at SA3#66. No solution proposals were submitted, but weaknesses with the NAS based solution and benefits with other architectures were pointed out. The contribution S3-120381 to this meeting discusses the NAS based solution as well as other options.
· Key management procedures – Details
More study and specification needed on messages to send keys in, number of algorithms, field lengths, key lifetime, update frequencies, replay protection, algorithm identifier, key identifier, etc. Some of the details depend heavily on the overall architecture and some are more or less independent of it.
· Aspects of CMAS, KPAS and EU-ALERT which may impact the use of PWS digital signature.
Confirmed by SA1 in S1-113459 that PWS security should cover all systems. CT1 acknowledges in C1-115323 the working assumption of a single digital signature mechanism for all the warning systems. No further guidance received. More study needed to understand specific limitations, regulations and issues.
· Guidance on bandwidth consumption when sending public keys in NAS messages
In GP-111882 GERAN states that significant increases to message sizes of RAU / LAU accept messages should be avoided if possible as there is risk for congestion. Preliminary answer from CT1 (C1-115323) states that it is desirable to keep the extra information as small as possible and frequency as low as possible. Awaiting full analysis by CT1. Identified as a potential problem. Desirable to limit size, frequency and duration. More study needed to determine what is acceptable.
· Requirements, regulations and handling of Roaming users, de-registered users, and users without subscription.
More study needed. Particularly on discussed the reception of warning messages for UEs in limited service state. LS S3-120241 sent to SA1 regarding requirement on the UE in limited service state to receive, process, and display warning messages. Awaiting answer.
· Periodically sending of test messages
Seems clear for ETWS, needs more study for other systems. More information requested during discussions at the SA#54 meeting.
2.2
Decision needed
· Should the actual signing of the messages be done by the CBE or by the CBC?
Question sent to SA1 and SA2. No answer from SA1, CT1 answers instead of SA2 that from a technical point of view, both CBC and CBE can do the signing. The main question is whether the operator or the government should be responsible for handling of public keys, key lifetime and updates, revocation etc. As this have security implications SA3 should take a decision.
· On a national level, is there a single CBE or might there be several CBEs sending different types of warning messages?
Question sent to SA1 and SA2, awaiting answer. No answer from SA1, CT1 answers instead of SA2 that there is a possibility of having more than one CBE. As using more than one key increase both the complexity and the overhead SA1 should take a decision on whether the use of more than one public key is supported.
· NAS based solutions offer limited security in GSM/GPRS
As GSM/GPRS security mechanism does not provide integrity protection on the radio interface, the proposed NAS based solutions offer limited security in these systems. The living document proposes several options to enhance the security in GSM/GRPS. SA3 should decide some of these options are feasible/secure enough and if so which one to choose.
2.3
Done

· PWS support in 3GPP UEs
In SP-110890, SA Plenary states the requirements for UEs supporting PWS. Default configuration is on, with disabling possible by both user and operator. It was decided at SA3#66 to recommend inclusion of PWS USIM data file from Rel-11, and SA Plenary #55 decided that until PWS security exists, the Unsecured PWS disable field mandates ignoring all PWS warning messages.
· Impact of network sharing.
In C1-115323, CT1 requested information to understand the key distribution in shared networks. Especially if core networks have to be coordinated in order to provide the same public key to their subscribers. In S3-120244, SA3 answered that according to the current solutions in SA3’s living document, core networks do not need to coordinate to provide the same public key to their subscribers.
· ETWS backward compatibility
In C1-115323 CT1 confirms that no security related backward compatibility issues exist and that for specifications under CT1 responsibility they will take responsibility for non-security related backward compatibility issues.
3
Proposal

It is proposed that SA3 member companies work on the remaining critical issues.
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