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1
Introduction
GSMA and WBA have sent a LS to 3GPP on WiFi roaming. When SA2 was discussing a reply LS a concerns were raised that the definitions of trusted/ untrusted non3GPP accesses in SA2 TS 23.402 and SA3 TS 33.402 might not be aligned. 

This contribution analyses the definitions and proposes to clarify the SA3 definition of of trusted/ untrusted non3GPP accesses.
2
Discussion

SA2 definition of trusted/un-trusted in TS 23.402:
4.3.1.2
Trusted and Untrusted Non-3GPP Access Network

Trusted and Untrusted Non-3GPP Access Networks are IP access networks that use access technology whose specification is out of the scope of 3GPP.

Whether a Non-3GPP IP access network is Trusted or Untrusted is not a characteristic of the access network.

In non-roaming scenario it is the HPLMN's operator decision if a Non-3GPP IP access network is used as Trusted or Untrusted Non-3GPP Access Network.

In roaming scenario, the HSS/3GPP AAA Server in HPLMN makes the final decision of whether a Non-3GPP IP access network is used as Trusted or Untrusted non-3GPP Access Network. The HSS/3GPP AAA Server may take the VPLMN's policy and capability returned from the 3GPP AAA Proxy or roaming agreement into account.

For supporting multiple PDNs, the same trust relationship shall apply to all the PDNs the UE connects to from a certain Non-3GPP Access Network, i.e. it shall not be possible to access one PDN using the non-3GPP access network as Trusted, while access to another PDN using the same non-3GPP access network as Untrusted.

SA3 definition of trusted/un-trusted in TS 33.402
4.2        Trusted non-3GPP Access
When all of the security feature groups are considered sufficiently secure by the home operator, the non-3GPP access is identified as a trusted non-3GPP access for that operator.

4.3        Untrusted non-3GPP Access
When one or more of the security feature groups is considered not sufficiently secure by the home operator, the non-3GPP access is identified as an untrusted non-3GPP access for that operator.

The current text in TS 33.402 may give the impression that the security characteristics of the non-3GPP access is the decisive factor when the HPLM operator makes the decision if the non-3GPP access is considered trusted or untrusted. This could mean e.g. that if the HPLMN operator considers all the security feature groups to be sufficiently secure, then she would be forced to consider the non-3GPP access as trusted even though there could be non-security reasons why the HLPM operator would like to consider the non-3GPP access as untrusted, e.g. for business reasons.
This interpretation would be in contradiction with the SA2 TS text and would limit the freedom the HPLMN operator to make the decision.
It has also been raised in the discussions that use of EAP-AKA’ (prime!) for access authentication could make a non-3GPP access a trusted one. However, this is not the case.  
It is true that EAP-AKA' (prime) authentication is required with trusted access authentication, but not with untrusted non-3GPP access authentication (note that EAP-AKA is run for tunnel authentication within IKEv2 for untrusted access). It should be noted that the relationship of “trusted/untrusted decision” and “use of EAP-AKA’(prime!)” is unidirectional. i.e. if a non-3GPP access network is considered trusted the consequence is that EAP-AKA' needs to be used for access authentication, but NOT vice versa. That is: assumption that if EAP-AKA' is used with a non-3GPP access network then this non-3GPP access network would be "trusted" automatically does not hold true. 
In order to be precise, it is allowed to run EAP-AKA' for access authentication also for untrusted access. This is said explicitly in TS 33.402, clause 6.4. But if the operator decides that the access is regarded as trusted, then you shall run EAP-AKA'.
It has also been raised in the discussions that use of EAP-AKA’ is not required for S2c and whether this is somehow in contradiction with the trusted non-3GPP access definition. It is true that when using S2c (DSMIPv6 mobility) with trusted non-3GPP access network EAP-AKA' is not required for access authentication, but EAP-AKA is anyway required to be run within IKEv2 when DSMIPv6 is set up. But also here, it is the decision of the home operator if the non-3GPP access is regarded as trusted. 
Actually, in the S2c case it is recommended to run EAP-AKA' for access authentication but it is not required, see Clause 6.2 
“However, it is recommended to use the procedure in clause 6.2 unless another strong authentication and key establishment method is used, which is documented in a standard covering the non-3GPP access network.”
3
Conclusion 
It seems a clarification on the definition of trusted and untrusted would be beneficial in the SA3 TS since the confusion/misunderstanding expands to other organisation outside of 3GPP.
4
Proposal
It is proposed to 
· use this contribution as input to possible joint discussions with SA2 on the topic in the Kyoto meeting

· Send a reply LS to GSMA and WBA according the to the discussion above

· Clarify the definition of trusted / untrusted non3GPP access networks in TS 33.402 according to the accompanying CR
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