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Abstract of the contribution:
This contribution gives an analysis of security aspects of WLAN Network selection for 3GPP Terminnals.
1. Introduction
The GSMA and WBA have been working together to enable networks and terminals to support the WLAN Roaming capability. A LS(SP-120003) has been sent to 3GPP which lists a number of areas where GSMA and WBA believe work need to be done by 3GPP and/or WFA (Wi-Fi Alliance). 3GPP SA sent a reply to state that relative groups will consider undertake future work on Wi-Fi roaming. In SA2#90, SA2 has decided to start a new work item to evaluate and if needed enhance existing 3GPP solutions for network selection for WLAN networks taking into account WFA Hotspot 2.0 solutions. After WBA and SA2’s consistency work has been done, corresponding mechanism change and consistency work should also be identified and examined by SA3 for some potential misalignment of security work. This contribution made analysis on this issue, especially on the following aspects,
· New technologies developed for network discovery and selection which is in  Hotspot2.0 and IEEE 802.11u, have been defined and proposedwhich may introduce new threats and vulnerabilities to both WLAN and EPC systems. Risk analysis and security investigation should be studied by SA3.
· Security mechanism of Hotspot2.0 and IEEE 802.11u has been required to support WPA2-Enterprise and EAP methods. Their alignment with 3GPP specifications should be verified by SA3.
· 3GPP has defined security mechanisms (TS 33.234, TS 33.402) to make 3GPP network capable of interworking with WLAN and non-3GPP. It should be clarified how to make WiFi roaming security achieve a good interworkability with existing specifications and legacy deployments.
2. Analysis
Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength and ease of use (discovery and set up) is as acceptable as 3G/LTE security. 3GPP are requested by GSMA and WBA to include support for IEEE 802.11u (or IEEE 802.11-2012) within all appropriate 3GPP specifications related to Wi-Fi access. There may be some issues such as consistency works, changes and security problems that required for integration of the 802.11u and Hotspot2.0 features in 3GPP specification. Here is a simple procedure for a device to discover a network hotspot and make authentications to access 3GPP network.
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Hotspot2.0 Network Discovery and Authentication Sequence
· Device detects Hotspot2.0 Indication in AP beacon

· Device queries ANQP Server for 3GPP Cellular Network Information and Roaming Consortium OIs

· Device matches the Information and OIs received against its list of preferred networks 

· Device automatically associates with Passpoint AP

· Device starts 802.1X authentication against Home AAA Server using EAP methods
· Home AAA Server communicates with Home HLR using MAP
The following issues should be carefully considered by SA3.
1. Potential security threats imposed by Hotspot2.0
A key innovation for WiFi Roaming is the use of Hotspot 2.0, which enables device automatic discovery and selection of suitable networks. It means many informations to a mobile Wi-Fi device should be provided before it has associated and authenticated to the network. From a security point of view, there are a number of potentially interesting parameters for attackers to be configured as discoverable. Examples include (but are not limited to): Venue Name, Venue Info, Operator Friendly Name, Hotspot Query and Hotspot Capabilities lists, 3GPP Cellular Network information, Network Authentication Type, IP Address Type Availability, and Roaming Consortium list. 

It should be checked whether attackers launch new types of attacks by using these configuration information and make the cellular network vulnerable or less secure.
2. Hotspot2.0 AP adapted to current 3GPP standards
For Hotspot AP connects to operator’s core network, it is required to authenticate the identity of AP by operator’s AAA server. Besides, AP controller and O&M that is only optional or not necessarily equipped in WFA, becomes a must for cellular network. It is important for Hotspot2.0 AP to follow the 3GPP security guideline, which should be possibly checkedby  operators. It is important for SA3 to analyze the risk of integration of Hotspot2.0 AP and EPC, and guarantee there is no security conflicts between two systems.
3. Potential ANDSF security changes/enhancement

SA2 has made the decision to start WiFi roaming WID, and will evaluate existing 3GPP WLAN PLMN and access network selection procedures for 3GPP terminals which use Hotspot 2.0 procedures and provisioned network operator policy (e.g. mechanisms based on WLAN and ANDSF) for any needed changes to current specifications. This may require enhancements to the ANDSF framework. Since new features of network discovery and selection in Hotspot2.0 are quite different from what UE-ANDSF described in TS23.402 of 3GPP, UE-ANDSF security should be re-analyzed. In case that SA2 makes some changes to the ANDSF framework, security enhancement should keep aligned with SA2’s output.
4. IEEE802.11u requirements
According to IEEE Std 802.11u, some new features are added, e.g. RSNAs (robust security network associations) and emergency services association. SA3 should check the consistency of the IEEE 802.11u security mechanism to guarantee that there is not conflicts with the current 3GPP security specifications, such as TS 33.234 and TS 33.402. Also, IEEE Std 802.11u contains requirements in the areas of enrollment, network selection, emergency alert notification, user traffic segmentation, and service advertisement, which impact to security issues need to be checked.
5. Definition of ‘trusted’ and ‘un-trusted’ networks
In section 4.2 and 4.3 of TS33.402, the terms ‘trusted’ and ‘un-trusted’ are defined to be determined from a operator’s point of view. 

a) Trusted non-3GPP Access: When all of the security feature groups are considered sufficiently secure by the home operator, the non-3GPP access is identified as a trusted non-3GPP access for that operator.

b) Un-trusted non-3GPP Access: When one or more of the security feature groups is considered not sufficiently secure by the home operator, the non-3GPP access is identified as an untrusted non-3GPP access for that operator.
But it is not automatically classified between trust and un-trusted network, and it is not clearly what conditions determine the categorization a network falls into. In addition, the WFA concepts of ‘secure’ and ‘insecure’ definitions are not defined from subjective points. These terms carry considerable implication, and so we should to clarify the differences between the ‘secure’ and ‘insecure’ link security in WFA and the SA3’s concept of ‘trusted’ and ‘un-trusted’
6. Support of EAP-AKA’ and Radius by WFA
Hotspot2.0 only supports EAP methods that have been certified as part of WPA2, not including EAP-AKA’. In LS from GSMA to WFA, 3GPP asks that EPC security specifications including EAP-AKA’ are recommended to be supported, as well as aligning Radius attributes (for roaming across GSMA and WBA). 3GPP, typically SA3, are requested to support WFA in this definition. 
3. Proposal
According to above analysis, we suggest to start a new WID to do the above work. The WID is in S3-12xxxx.






