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Abstract of the contribution:

This contribution gives a solution for PWS which includes solution 1 and 2 and also includes some new points to improve the solution.
1 Introduction
In current PWS living document, there are two solutions for PWS security. However, they are very similar in some aspects. This contribution gives a solution which includes solution 1 and 2 and also includes some new points to improve the solution.
2 Analysis
With regard to public key distribution procedure, NAS messages, e.g. TAU/RAU/LAU accept can be used to distribute public key which is also in solution 1 and 2 of living doc. From previous meeting discussion, public key update should also be considered. LTE and UMTS can use similar procedures for public key distribution and update. For GSM PWS security solution, it may be different from previous two systems. Current living doc gives some solutions and it depends on the meeting discussions and operators’ choice for it. So this doc only discusses LTE and UMTS system solution for PWS security.
2.1 PWS public key distribution

2.1.1 Initial PWS public key distribution
For LTE system, NAS messages, i.e. NAS SMC/Attach accept/TAU accept are used to distribute public key. Specifically, NAS SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. For UMTS system, NAS and AS messages, i.e. SMC/Attach accept/RAU accept are used to distribute public key. Specifically, SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. When UE has inter-PLMN handover, TAU accept/RAU accept are used to distribute new PLMN PWS public key.
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Figure 1 Initial distribution of PWS public key in LTE system
When MME receives the initial attach request, MME distributes public key(optional next key)and the corresponding public key ID(s),signing entity ID in NAS SMC messages. UE receives and saves the public key(s), public key ID(s) and signing entity ID and the relationship in all of them. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key and the signature algorithm. If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.
If UE has attached the network before, UE sends public key ID(s), signing entity ID in the attach request/TAU request. When MME receives attach request or TAU request, MME checks whether public key ID(s) is the same as it saves. If not, MME sends the public key(s), public key ID(s) and signing entity ID it saves.
NOTE1: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 
NOTE2: If the signing entity is CBC, signing entity ID may not need to be sent since there is only one CBC in a PLMN.
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Figure 2 Initial distribution of PWS public key in UMTS system
When SGSN receives the initial attach request, SGSN distributes the latest public key(optional next key)  and the corresponding public key ID(s) and signing entity ID in SMC messages. UE receives and saves the public key(s), public key ID(s) and signing entity ID and the relationship in all of them. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key and the signature algorithm. If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.
If UE has attached the network before, UE sends the saved public key ID(s), signing entity ID and the corresponding PLMN ID in the attach request/RAU request. When SGSN receives attach request or RAU request, SGSN checks whether public key ID(s) is the same as it saves. If not, SGSN sends the public key(s), public key ID(s) and signing entity ID it saves.

Regard how the core network elements get public key and relative ID, for LTE MME can get public key and relative ID by pre-configuration and also can get them through SBc interface from CBC. For UMTS, SGSN can get  public key and relative ID by pre-configuration. 
NOTE3: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 

NOTE4: If the signing entity is CBC, signing entity ID may not need to be sent since there is only one CBC in a PLMN.

Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.
2.1.2 PWS public key update
When the network updates the public key, it uses the very next TAU/RAU procedure to distribute the update public key for PWS security.  This TAU/RAU can be normal procedure that UE moves to trigger and also can be periodic TAU/RAU procedure. The network sends the latest public key, public key ID and signing entity ID in TAU/RAU accept to UE.
There are two cases for UE to get new public key.
1. Signing entity sends periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID and CBE-ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key it saves . If successful, the public key UE saves is the latest. UE discards the warning test silently. If not, UE sends the public key ID and signing entity ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID and signing entity ID it saves in TAU/RAU accept message. Especailly, signing entity must send warning message “test” which is signed by the latest public key to let UE knows in time once the signing entity updates the public key. 
2. UE sends the public key ID and signing entity ID in the TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID and signing entity ID it saves in TAU/RAU accept message. 
NOTE: There can be some policy for UE to know when to send public key ID, signing entity ID and the corresponding PLMN-ID in the TAU/RAU request. For example, there can be some pre-configured periodical time for UE to use.
NOTE: Next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 
2.2 PWS Warning Notification Message

For LTE system, CBE/CBC can sign the PWS Warning Notification.
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Figure 3 PWS warning notification procedure for LTE system
1.
If CBE is the signing entity, CBE sends public key ID and the signature included in Emergency Broadcast Request to CBC. 
Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.
2.
CBC sends public key ID and the signature in Write-Replace Warning Request to MME. 

3.
MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.

4.
Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
When MME receives this request, it sends public key ID and the signature in the Write-Replace Warning Request to eNB.

6.
 eNB broadcasts public key ID and the signature for the network’s coverage area to all UEs.

7.
At receiving the broadcast information message, UE verifies the signature with the latest public key and signature algorithm. If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.
8. eNB sends Write-Replace Warning Response message to MME to let MME know it has broadcast the warning messages.
9. UE alerts the user what kind of warning will happen. 

For UMTS system, CBE/CBC can sign the PWS Warning Notification.
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Figure 4 PWS warning notification procedure for UMTS system
1.
In the Emergency Broadcast Request, CBE provides public key IDand the signature to CBC. CBC transmits them to UTRAN with Write-Replace Warning Request.
Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.

2.
UTRAN sends a Write-Replace Warning Confirm message that indicates to the CBC that it has started to distribute the warning message to service area.

3.
Upon reception of the Write-Replace Confirm messages from CBC, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

4.
When UTRAN receives this request, it first sends a PAGING TYPE 1 message or a SYSTEM INFORMATION CHANGE INDICATION message, including the warning type.

5.
 After the reception of the warning type in either the PAGING TYPE 1 or the SYSTEM INFORMATION CHANGE INDICATION message. If RRC is configured from upper layers to receive primary notification with security, UTRAN shall send public key IDincluded in PRIMARY NOTIFICATION WITH SECURITY and the signature to UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm. 
Test warning messages:

According to the security requirement in section 2 of this living document,

“A serving network should periodically send test warning messages on the broadcast channel.”
Signing entity can send periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID and CBE ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key indicated by the public key ID in the “test” message. If successful, the public key UE saves is thecurrent. UE discards the warning test silently. If not, UE sends the saved public key ID and signing entity ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether the received public key ID is the same as it saves. If not, MME/SGSN sends the  public key(optional next key), public key ID,  and signing entity ID it saves in TAU/RAU accept message. Especially, signing entity must send warning message “test” which is signed by the latest public key to let UE knows in time once the signing entity updates the public key.
3 Proposal
We kindly proposed to include the above solution into the living doc and forward specification.
PCR

*******************************************Begin of Change***********************************************************

X Solution
Editor’s NOTE: This is a solution for PWS security which includes solution 1 and 2 and also includes some new points to improve the solution.
With regard to public key distribution procedure, NAS messages, e.g. TAU/RAU/LAU accept can be used to distribute public key which is also in solution 1 and 2 of living doc. From previous meeting discussion, public key update should also be considered. LTE and UMTS can use similar procedures for public key distribution and update. For GSM PWS security solution, it may be different from previous two systems. Current living doc gives some solutions and it depends on the meeting discussions and operators’ choice for it. So this doc only discusses LTE and UMTS system solution for PWS security.
X.1 PWS public key distribution

X.1.1 Initial PWS public key distribution
For LTE system, NAS messages, i.e. NAS SMC/Attach accept/TAU accept are used to distribute public key. Specifically, NAS SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. For UMTS system, NAS and AS messages, i.e. SMC/Attach accept/RAU accept are used to distribute public key. Specifically, SMC message is used to distribute PWS public key when UE attaches to a PLMN for the first time. When UE has inter-PLMN handover, TAU accept/RAU accept are used to distribute new PLMN PWS public key.
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Figure 1 Initial distribution of PWS public key in LTE system
When MME receives the initial attach request, MME distributes public key(optional next key)and the corresponding public key ID(s),signing entity ID in NAS SMC messages. UE receives and saves the public key(s), public key ID(s) and signing entity ID and the relationship in all of them. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key and the signature algorithm. If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.
If UE has attached the network before, UE sends public key ID(s), signing entity ID in the attach request/TAU request. When MME receives attach request or TAU request, MME checks whether public key ID(s) is the same as it saves. If not, MME sends the public key(s), public key ID(s) and signing entity ID it saves.

NOTE1: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 

NOTE2: If the signing entity is CBC, signing entity ID may not need to be sent since there is only one CBC in a PLMN.
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Figure 2 Initial distribution of PWS public key in UMTS system
When SGSN receives the initial attach request, SGSN distributes the latest public key(optional next key)  and the corresponding public key ID(s) and signing entity ID in SMC messages. UE receives and saves the public key(s), public key ID(s) and signing entity ID and the relationship in all of them. When UE receives warning messages, UE verifies the signature of PWS Warning Notification message with public key and the signature algorithm. If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.
If UE has attached the network before, UE sends the saved public key ID(s), signing entity ID and the corresponding PLMN ID in the attach request/RAU request. When SGSN receives attach request or RAU request, SGSN checks whether public key ID(s) is the same as it saves. If not, SGSN sends the public key(s), public key ID(s) and signing entity ID it saves.
Regard how the core network elements get public key and relative ID, for LTE MME can get public key and relative ID by pre-configuration and also can get them through SBc interface from CBC. For UMTS, SGSN can get  public key and relative ID by pre-configuration. 
NOTE3: [next key, next key ID] means that the next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 

NOTE4: If the signing entity is CBC, signing entity ID may not need to be sent since there is only one CBC in a PLMN.

Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.
X.1.2 PWS public key update
When the network updates the public key, it uses the very next TAU/RAU procedure to distribute the update public key for PWS security.  This TAU/RAU can be normal procedure that UE moves to trigger and also can be periodic TAU/RAU procedure. The network sends the latest public key, public key ID and signing entity ID in TAU/RAU accept to UE.

There are two cases for UE to get new public key.

1. Signing entity sends periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID and CBE-ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key it saves . If successful, the public key UE saves is the latest. UE discards the warning test silently. If not, UE sends the public key ID and signing entity ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID and signing entity ID it saves in TAU/RAU accept message. Especailly, signing entity must send warning message “test” which is signed by the latest public key to let UE knows in time once the signing entity updates the public key. 

2. UE sends the public key ID and signing entity ID in the TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether public key ID is the same as it saves. If not, MME/SGSN sends the update public key, public key ID and signing entity ID it saves in TAU/RAU accept message. 

NOTE: There can be some policy for UE to know when to send public key ID, signing entity ID and the corresponding PLMN-ID in the TAU/RAU request. For example, there can be some pre-configured periodical time for UE to use.

NOTE: Next public key and ID is optional to send. It depends on operators’ and public key issued entity’s policy to use. The procedure of distributing two public keys is the same as distributing one public key. 
X.2 PWS Warning Notification Message

For LTE system, CBE/CBC can sign the PWS Warning Notification.
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Figure 3 PWS warning notification procedure for LTE system
1.
If CBE is the signing entity, CBE sends public key ID and the signature included in Emergency Broadcast Request to CBC. 
Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.

2.
CBC sends public key ID and the signature in Write-Replace Warning Request to MME. 

3.
MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.

4.
Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

5.
When MME receives this request, it sends public key ID and the signature in the Write-Replace Warning Request to eNB.

6.
 eNB broadcasts public key ID and the signature for the network’s coverage area to all UEs.

7.
At receiving the broadcast information message, UE verifies the signature with the latest public key and signature algorithm. If UE failed to verify the signature with current public key, and UE has received the optional next public key and key ID, UE should try to verify the signature with next public key.
8. eNB sends Write-Replace Warning Response message to MME to let MME know it has broadcast the warning messages.

9. UE alerts the user what kind of warning will happen. 

For UMTS system, CBE/CBC can sign the PWS Warning Notification.
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Figure 4 PWS warning notification procedure for UMTS system
1.
In the Emergency Broadcast Request, CBE provides public key IDand the signature to CBC. CBC transmits them to UTRAN with Write-Replace Warning Request.
Editor’s Note: SAI(Signature Algorithm ID) can be included in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication and NAS messages when distributing public key. It needs FFS where to carry this SAI.

2.
UTRAN sends a Write-Replace Warning Confirm message that indicates to the CBC that it has started to distribute the warning message to service area.

3.
Upon reception of the Write-Replace Confirm messages from CBC, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.

4.
When UTRAN receives this request, it first sends a PAGING TYPE 1 message or a SYSTEM INFORMATION CHANGE INDICATION message, including the warning type.

5.
 After the reception of the warning type in either the PAGING TYPE 1 or the SYSTEM INFORMATION CHANGE INDICATION message. If RRC is configured from upper layers to receive primary notification with security, UTRAN shall send public key IDincluded in PRIMARY NOTIFICATION WITH SECURITY and the signature to UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm. 

Test warning messages:

According to the security requirement in section 2 of this living document,

“A serving network should periodically send test warning messages on the broadcast channel.”
Signing entity can send periodic warning message “test” which is signed by the latest public key. The warning type of this warning message is “test”.  Public key ID and CBE ID should also be included in the test warning message. When UE receives it, UE verifies the signature using the public key indicated by the public key ID in the “test” message. If successful, the public key UE saves is thecurrent. UE discards the warning test silently. If not, UE sends the saved public key ID and signing entity ID in the next TAU/RAU request. When MME/SGSN receives them, MME/SGSN checks whether the received public key ID is the same as it saves. If not, MME/SGSN sends the  public key(optional next key), public key ID,  and signing entity ID it saves in TAU/RAU accept message. Especially, signing entity must send warning message “test” which is signed by the latest public key to let UE knows in time once the signing entity updates the public key.
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