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1 Introduction
S3-120095 discussed the motivation for local firewall in backhaul 3GPP equipment. The present contribution provides further discussion based on this issue.
The dedicated firewall naturally forms the basis for protecting sub-network, groups of network elements, etc. It extracts the common protection requirements of network elements in the sub-network, and deploys special protective measures. The dedicated firewall may be suitable for the scenarios with centralized deployment of network elements, simple external interfaces, and common protection policies.
Some network element has the basic function of firewall to protect itself, namely “local firewall”. It focuses on the personalized protection requirements. It is used to protect a special network element and suitable for the scenarios with distributed deployment of network elements, various protection polices, and lower processing capabilities of device.
We think firewall functions may enhance the security of network elements, but it does not replace dedicated firewall. Their functions do not overlap.
And also we referred to 33.821 for the threats analysis. 
2 Network requirement on firewall

2.1 LTE/SAE deployment Scenarios and security threads
The deployment of backhaul and/or core networks in LTE/SAE may be “closed” or “open”. The threats of LTE/SAE system are related to the deployment scenarios, some of them must be solved by firewall.

1. Closed scenario:
Backhaul and/or core networks are located in trusted areas and carried by private network (e.g. physical isolation) to separate from others. The network elements, interfaces, and links are trusted. LTE/SAE system connects with internet only through SGi interface to support UE’s services. Security threads are as follows.

a) eNB and backhaul network: The attacker injects user plane packets or control plane signals on backhaul network, while UE is not compromised. DoS attack is possible. The attacker impersonating a UE sends selected packets (e.g. large numbers of radio resource connection request or re-authentication request) against the eNBs to overload access network and deny eNB services from other UEs.
b) SGi interface: This interface is deployed in internet. The attacker forges, tampers, replays, or injects user service information through SGi interface in internet, and try to attack core network or UE by IP-based DoS attack (e.g. buffer overflow attacks based on system vulnerabilities, flooding attacks for higher layer protocol).
2. Open scenario:
Backhaul and/or core networks are located in non-trusted areas and carried by metropolitan area network or internet (e.g. logical isolation). All of network elements, interfaces, and links are un-trusted. Security threads are as follows.
a) eNB and backhaul network: Similar as the closed scenario, while UE, eNB, or EPC network elements are not compromised.
b) Core network: All of core network elements and interfaces are deployed in internet. The attacker may launch IP-based DoS attack to core network elements, while backhaul or core network is not compromised. The attacker forges, tampers, replays, or injects data, signalling, or management command through interfaces in internet to attack core network or UE.
2.2 Requirement of firewall

1. Closed scenario:

a) The countermeasure for thread a) is to implement firewall function in eNB. The function is typical DoS attacks resistant.
b) The countermeasure for thread b) is to deploy a dedicated firewall in SGi interface. The functions are static packet filtering, application-layer content filtering, and typical DoS attacks resistant. We think SGi interface is not necessary to deploy a local firewall.
2. Open scenario:

a) The countermeasure for thread a) is same as the close scenario.

b) The countermeasure for thread b) is to implement firewall functions for each network elements in core network. The functions are similar as the dedicated firewall in closed scenario, include static packet filtering, application-layer content filtering, and typical DoS attacks resistant. In addition, the ACL feature is needed to restrict source address and port and filter IP package accessing the network elements.
3 Basic security function of network elements
Based the above requirement, we propose the basic security functions of network elements in different deployment scenarios of LTE/SAE system.
3.1 “Firewall protection” type requirements
The protection functions of firewall of network element are as follows.
	Network element
	Deployment scenarios

	
	closed
	open

	backhaul
	eNB
	typical DoS attacks resistant
	typical DoS attacks resistant

	CN
	MME/
HSS/

SAE-GW
	null
	static packet filtering;
application-layer content filtering;
typical DoS attacks resistant;
ACL


Note: We think the decision can be made after the threats use case(Dos for example) is clear. 

3.2 “Device management” type
The device management functions of network element are as follows.
	Mode
	Function

	Log
	record logs of traffic, configuration, audit, etc.

	Alarm
	alarm information of system, DoS attack, scan attack, abnormal protocol of network and application layer, etc.;
report alarm information to network management system

	Management
	ensure operating system;
usage of SNMPv3 or later;

restrict remote source address for management

	Configuration
	account: classification, authority, control, etc.
password: length, composition, period, etc.


Yet until now, we have no clear thinking if we need to consider 3.1 or 3.2 or both in the standard scope. 

4 Summary
We propose to invite and start the discussion of the possibility of some basic security functions in network elements in LTE/SAE system.
a) We think any decision on whether or not to do this work in SA3 should depend on the clearly threats analysis, e.g how the Dos attack happens. Then we can know if we need local firewall functionality. 

b) We think we should distinguish the functions between dedicated firewall and local firewall.

c) When we discuss this issue, we should consider the deployment scenario of network.

d) We propose SA3 to discuss the basic security function examples of network elements in section 3. 

e) We suggest SA3 can discuss whether 3.1 or 3.2 is suitable for standard area. 
