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Introduction:
Currently there are 3 classes’ ways for SMS based device triggering in Tsms interface
1. MTC device based filtering, 
2. Network based filtering, 
3. Application layer based filtering. 
And also there are some alternatives in the network based solution, one is HSS based, the other is SMSC  based payload filtering. 
Discussions:
Besides the discussion in the conference call and the other member’s contributions, we still think further like below
Analysis 
· Solutions for SMS filtering at UE:



1. Based on application level end to end protection (GBA or application specific protection)



2. Based on (U)SIM application toolkit



3. Based on whitelist in the MTC device

a) MTC device is usually power sensitive or energy restricted, so the above solutions can introduce more energy consumption to the device whatever maintaining a whitelist or USIM application toolkit or GBA push. 
b) For 3, it also has another problem that it is difficult to maintain or update the white list or any list in the device because it is unattended. 
c) And also, since R11 it has no security protection on the MTC device itself, so it is not good to store so much important data in the device 
So it is not good way to use UE based in MTC. 
· Solutions for SMS filtering at application layer:

a) There will be batter power consumption in the MTC device when using this solution
b) Application layer solution is out of 3GPP scope, yet there is no any body to define this, so from standard view, it does nothing in R11 in the security solution. 
c) Network management and operation, charging, and lawful interception will be problematic. 
d) Tsms private protocol usage does not mean the authorization solution has to be in the application layer. 
· Conclusion: SMS authorization should not use MTC device based or application layer authorization
So we need to use the network based solution, the analysis of the network based solution is shown as below. 
But before we evaluate the detail solution, we need to see the SA2 23.682 to check what on earth the security requirement is. Because per UE or just per SME authorization are quite different on the solutions then.
In 23.682, we can derive the security requirement for authorization is per UE. But from SA3, it does not describe clearly in section 5.1.1.3. but it has an editor note to ask for mechanism to authorize per UE, so we can derive 3GPP has the security requirement to do authorization per UE. 
Then based on this requirement, we can check the different functionality of HSS and IWF in 23.682 in section 4.4.3 and 4.4.2, we find an contradictorilypoint that both HSS and IWF has the same functionality to“ determine if the SCS is allowed to send a device trigger to a particular UE.”So we will be confused who will check and determine then.
Because in its procedure of section 5.2.1, we find the determine point in this procedure is based on HSS for Tsp interface indeed. So it has a problem what IWF functionality of the determine has been used in this procedure at all. 
Regarding the Tsms case, we can also generally think the security requirement is same, that is to say, to authorize per UE, but here has a problem then whether or not to determine in the HSS or SMSC or the possible SeGW. 
Problem statement: So actually the left problem is to check in HSS or SMSC. 
So the following analysis is to analyse the determine place. 
· Solutions for SMS filtering at network:



1. Based on HSS check


2. 
SMSC payload white list check
          3. SMSC/SeGW check +HSS subscription(20b)
         4. SMSC payload filtering + HSS part assistance by subscription(20a)
a) HSS check is a doable way, because it can do the authorization per UE and also it is very accurate check. But check totally in HSS will increase the load in the HSS since traditionallyHSS is used for data storage and to do any judgement and SME number will be very large compared to SCS number in the Tsp interface. So 1 has load problem. even though Tsp has used this, but since Tsms interface SMS is quite large, so the impacts to HSS are different in Tsp and in Tsms. So we need to carefully consider about 1. 
b) 2---White list in HPLMN SMSCs has a size limit problem and also it may not be updated in time along with the network scale extends. And also white list cannot do authorization per UE. So 2 is not enough and possible to do a complete check. 
c) So as for the left ones 3 and 4,  3 will increase messages changes, because SeGW check will increase some changes in the messages in the interface between the SMS-SC to the HSS and the SMS-SC to the SeGW. But these changes are quite small and it can be doable. 4 has little impacts on the interface and also quite small impacts to the HSS. 
Conclusion 2: So in summary, we think we can choose 3 or 4 based on different security requirements. 
Conclusion 3: 
3.1 If SA3 is very clear on the security requirement to do authorization per UE, then 3 is possible workable solution. 
3.2 If SA3 is not clear on the security requirement to do authorization per UE and it can also bear the authorization only for SME(if coarse –grained and fine-grained will be combined to be considered, then 4 will be used then. 
The analysis steps are shown as below: 
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Summary
So it seems no any solution is perfect. But we understand we need to come out at least one solution to solve the R11 security problem. So we have to choose one, but when this selection, 
We want to propose criteria like below 
1. It shall be network based solution 
2. The solution can be doable if it does not impact HSS too much. 
And also we propose the following war forward
3. So we suggest approving the 20a contribution if only fine grained and coarse authorization is both needed. 
4. So we suggest approving the 20b if only fine grained authorization is needed. 
5. And also we propose to change the 20a or 20b to include the corresponding contents in the pCRas CR to SA2 after they are approved. 
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