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Introduction
In TS 23.682 v0.2.0, the architecture for MTC was updated, which is shown as follows:
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Figure 13GPP Architecture for Machine-Type Communication
In our understanding, external interface is an interface that connects a network entity inside 3GPP network with another entity outside 3GPP network. For MTC device trigger, the interface that can be used to transmit trigger request masseage from Service Capability Server(SCS) or Application Server (AS) shall be protected.
Based on above understanding, following interfacesspecified by SA2 are external interfaces:
1. Tsp interface between MTC-IWF and SCS.
2. Gi/SGi interfacesbetween GGSN/P-GW and AS and between GGSN/P-GW and SCS.
3. Tsms interface between SMS-SC/GMSC/IWMSC and SME.
Trigger request message will be transmitted over thesetypes of interfaces, so the security of these external interfaces shall be considered by SA3. Otherwise, the security of trigger request message can not be guaranteed.
Proposal
Based on above analysis, it is proposed to agree following changes in TR 33.868 v 0.7.0.
Start of Change
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Next Change
7.4
Solution 4 – External Interface Security

7.4.1
General Description
External interface is an interface that connects a network entity inside 3GPP network with another entity outside the 3GPP network. For MTC device trigger, the interface that can be used to transmit trigger request masseage from Service Capability Server (SCS) or Application Server (AS) shall be protected.
Therefore, the interface specified in MTC architecture in [XX] and need to be considered here includes:
1. Tsp interface between MTC-IWF and SCS.
2. Gi/SGi interfaces between GGSN/P-GW and AS and between GGSN/P-GW and SCS.
3. Tsms interface between SMS-SC/GMSC/IWMSC and SME.
NOTE1: SME covers the SMS functionality of SCS.
The external interface security should be protected.
End of Change
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