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1.

Introduction

Security flaws in the (U)SIM Application Toolkit (USAT) were recently demonstrated at the DeepSec 2011 security conference and have received significant coverage both in technical and public forums. 
The vulnerability centered on the automatic generation and transmission of an error Response Packet in answer to an incoming Command Packet populated with invalid security field entries sent by the attacker. The invalid entries are interpreted as an error triggering a Response Packet and forming the basis of a denial of service attack. In effect, the current USAT security protocol deems it preferable to respond despite the error being security related.
This contribution seeks to further stimulate discussion on the security issues highlighted by the USAT attacks and suggests incoming Command Packets be discarded in the case of any security related error.
2.
(U)SIM Application Toolkit attack
The USAT attack demonstrated in Deep Sec 2011 [1] makes use of the Command Packet transported via SMS from the sending entity (attacker) to the receiving entity (victim). The Command Packet is defined in [2] (similarly defined in [3] also) and consists of two portions, the Command Header and the Secured Data. Within the Command Header are four fields of interest, the Security Parameter Indicator (SPI), Ciphering Key Identifier (KIc), the Key Identifier (KID) and the Toolkit Application Reference (TAR). 
[image: image1.emf]Element Length Comment

Command Packet Identifier (CPI) 1 octet Identifies that this data block is the secured Command Packet.

Command Packet Length (CPL) variable  This shall indicate the number of octets from and including the 

Command Header Identifier to the end of the Secured Data, 

including any padding octets required for ciphering.

Command Header Identifier  (CHI) 1 octet Identifies the Command Header.

Command Header Length (CHL) variable  This shall indicate the number of octets from and including the 

SPI to the end of the RC/CC/DS.

Security Parameter Indicator (SPI) 2 octets see detailed coding in section 5.1.1 of TS 03.48.

Ciphering Key Identifier (KIc) 1 octet Key and algorithm Identifier for ciphering.

Key Identifier (KID) 1 octet Key and algorithm Identifier for RC/CC/DS.

Toolkit Application Reference  

(TAR)

3 octets Coding is application dependent.

Counter (CNTR) 5 octets Replay detection and Sequence Integrity counter.

Padding counter (PCNTR) 1 octet This indicates the number of padding octets used for ciphering at 

the end of the secured data.

Redundancy Check (RC), 

Cryptographic Checksum (CC) or 

Digital Signature (DS)

variable  Length depends on the algorithm. A typical value is 8 octets if 

used, and for a DS could be 48 or more octets; the minimum 

should be 4 octets.

Secured Data variable Contains the Secured Application Message and possibly padding 

octets used for ciphering.
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Figure 1 - Command Packet Structure

In demonstrating the attack two key steps were taken in relation to these four fields. First, invalid entries are purposefully made to the three latter fields (i.e.: KIc, KID and TAR) resulting in the generation of a security related error at the receiving entity. Second, the proof of response option is enabled by appropriate setting of bit 1&2 of the second SPI octet shown in Figure 2. Also highlighted is the 6th bit, which indicates the type of SMS response and distinguishes between the two possible attacks. 
In this contribution we focus on the one of the attacks presented in [1] and enabled by requesting proof of response (PoR) using SMS-DELIVER-REPORT. As a result the response is sent to the network SMSC which interprets the malformed KIc, KID and TAR fields as a delivery error. As the network is oblivious to the invalid KIc, KID and TAR fields it repeatedly attempts delivery of the identical malformed Command Packet. In most network implementations since it is the first to arrive; the malformed SMS is given greater priority than any newer incoming SMS messages effecting the denial of service attack. The attack continues until the delivery attempt period of the malformed SMS times out.
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00: No PoRreply to the Sending Entity (SE)

01: PoRrequired to be sent to the SE

10: PoRrequired only when an error has occured

11: Reserved

00: No security applied to PoRresponse to SE

01: PoRresponse with simple RC applied to it

10: PoRresponse with CC applied to it

11: PoRresponse with DS applied to it

0 : PoR response shall not be ciphered

1 : PoR response shall be ciphered

For SMS only

0 : PoRresponse shall be sent using

SMS-DELIVER-REPORT

1 : PoRresponse shall be sent using SMS-SUBMIT

Reserved (set to zero and ignored by RE)


Figure 2 – Second SPI octet
3.
Security related errors
Two areas of TS 03.48 are of interest regarding reporting of errors in proof of response messages. 
First table 5 of section 5.2, copied here for convenience as Figure 3, lists the possible response status settings in a proof of response message. 
While the ‘09’ indicating ‘TAR unknown’ would appear to provide sufficient triggering of proof of response described in the previous section and is of concern, of more serious concern is a proof of response may be send in the event of a ciphering error, an unidentified security error or even in the case of digital signature (DS) verification failure (‘05’, ‘06’ and ‘01’ respectively). In the case of digital signature verification failure, since loss of integrity should itself signal the proof of response request may not be a reliable request, the reporting of such an error event would seem self defeating. Indeed since any security related error may be indicative of an attack it such error events should not be valid status states in any proof of response message.
As CT6 has responsibility for TS 03.48 it is proposed

Proposal 1:Inform CT6 Status Codes ‘01’, ‘05’, ‘06’ and ‘09’ in Table 5 of TS 03.48 may signal an attack on (U)SIM Application Toolkit. As reporting these Status Codes carries risk they should be removed.
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'00'  PoR O K.  

'01'  RC/CC/DS failed.  

'02'  CNTR low.  

'03'  CNTR high.  

'04'  CNTR Blocked  

'05'  Ciphering error.  

'06'  Unidentified security error. This code is for the case where the Receiving Entity cannot correctly  interpret the Command Header and the Response Pack et is sent unciphered with no RC/CC/DS.  

'07'  Insufficient memory to process incoming message.  

'08'  This status code "more time" should be used if the Receiving Entity/Application needs more time  to process the Command Packet due to timing constraints. In   this case a later Response Packet  should be returned to the Sending Entity once processing has been completed.  

'09'  TAR Unknown  

'0A'  -   'FF'  Reserved for future use.  

 


Figure 3 - Response status codes

The second area of interest in TS 03.48 is at the end of section 4 and is copied below for convenience. Of concern are rules 3) and 4) which require the Receiving Entity to create a Response Packet even in the case of a security related error. However, since a security related error may be indicative of an attack and it is possible generation of the Response Packet can form a step in such an attack a more appropriate approach may be to discard the incoming Command Packet completely.
%%%%%%%%%%%%%%%%%%%% Start of TS03.48 text %%%%%%%%%%%%%%%%%%%%%

In some circumstances a security related error may be detected at the Receiving Entity. In such circumstances the Receiving Entity shall react according to the following rules:

1)
nothing shall be forwarded to the Receiving Application. i.e. no part of the Application Message, and no indication of the error.

2)
if the Sending Entity does not request a response (in the Command Header) the Receiving Entity discards the Command Packet and no further action is taken

3)
if the Sending Entity does request a response and the Receiving Entity can unambiguously determine what has caused the error, the Receiving Entity shall create a Response Packet indicating the error cause. This Response Packet shall be secured according to the security indicated in the received Command Packet.

4)
if the Sending Entity does request a response and the Receiving Entity cannot determine what has caused the error, the Receiving Entity shall send a Response Packet indicating that an unidentified error has been detected. This Response Packet is sent without any security being applied.

5)
If the Receiving Entity receives an unrecognisable Command Header (e.g. an inconsistency in the Command Header), the Command Packet shall be discarded and no further action taken.

%%%%%%%%%%%%%%%%%%%% End of TS03.48 text %%%%%%%%%%%%%%%%%%%%%

Proposal 2:Inform CT6 any security related error may be indicative of an attack and should be treated as such. In such a scenario the incoming Command Packet should be discarded and no further action taken.

4.
Conclusion
This contribution highlights security risks in the TS 03.48 specification as a result of investigation into the recent and well publicized attacks on (U)SIM Application Toolkit. In order to mitigate the vulnerabilities highlighted in this contribution the following is proposed:

Proposal 1:Inform CT6 Status Codes ‘01’, ‘05’, ‘06’ and ‘09’ in Table 5 of TS 03.48 may signal an attack on (U)SIM Toolkit. As reporting these Status Codes carries risk they should be removed.
Proposal 2:Inform CT6 any security related error may be indicative of an attack and should be treated as such. In such a scenario the incoming Command Packet should be discarded and no further action taken.

5.
References

[1] 
http://prezi.com/lmmptb0qldfb/sim-toolkit-attack/ 
[2]
TS 03.48, “Security mechanisms for the SIM application toolkit”.
[3]
ETSI TS 102.225, “Secured packet structure for UICC based applications”
