3GPP TSG SA WG3 Security — SA3#67
S3-120384
21 – 25 May 2012, Kyoto, Japan


Source:
Research In Motion UK Ltd.
Title:
Considerations on Implicit Certificates for PWS Security
Document for:
Discussion and decision

Agenda Item:
7.10
Work Item / Release:
PWS_Sec
1.

Introduction

Implicit certificates or self-certified public keys allow, as their name implies, the generation of a public key that need not be accompanied with a separate certificate to be authenticated by other users. 

Previous meetings have discussed requirements and entities needed for PWS security. This contribution discusses the potential application of implicit certificates to PWS security and provides an overview of necessary support required.
2.
Implicit Certificates
2.1 Overview of Implicit Certificates

Implicit certificates are a well known approach used in cryptography [1][2] and can be used to reduce the amount of storage and computation in public key systems. Instead of a CA generating a signed certificate in order to certify a signer’s explicitly embedded public key, the signers public key is computed by the UE using the certificate in combination with a CA’s public key.
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Figure 1 – UE perspective of Implicit Certificate in PWS
A high level view of an implicit certificate approach from the UE perspective is shown in Figure 1. The UE derives the signer’s public key using the received implicit certificate and the CA’s public key. The UE then verifies the signature using the derived signer’s public key. The authenticity of the signer (and indeed the derived public key) is implied by proof of possession of the associated private key of the signed message.

2.2 Generation of Implicit Certificate

As shown in Figure 2, the PWS message signer contacts the CA with a random number ““ whenever a new implicit certificate is desired. This could be once a week, month or year; depending on how long the signer wants the public key derived from the implicit certificate to be valid for. However long the implicit certificate is valid for, it is independent of the PWS message and can be used in regenerating the same PWS message signer’s public key for multiple warning messages. 
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Figure 2 - Implicit Certificate in PWS
On receiving the integer ““, the CA then generates the Implicit Certificate and returns it to the PWS message signer. 

Formal steps in this process taken by the CA for the ECQV implicit process are as follows:
Let 
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The PWS Message Signer requests the implicit certificate 
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1. PWS Message Signer generates a random integer 
[image: image8.wmf]a

, computes 
[image: image9.wmf]G

a

 and sends that to the CA. 

2. CA Select a random integer 
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3. CA computes 
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4. CA forms the implicit certificate 
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5. CA computes 
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 is a cryptographic hash function. 

6. CA computes 
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7. CA sends 
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 to the PWS Message signer 

The PWS Message Signer’s private key is 
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The PWS Message Signer’s public key is 
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2.3.
PWS Security Contents
Implicit certificates are versatile and can be used with a variety of signature approaches including DSA and ECDSA, however the approach considered here due to efficiency in size is a Keyed-MAC signature scheme. Steps both in encoding (at the PWS message signer) and verification (at the UE) are provided in the appendix for reference.
When operating at 112-bit security level, using a 112-bit MAC and assuming a ECQV certificate structure, 14-bytes, 28-bytes and 29-bytes are required to encode the values MAC, s and ICA respectively. In total this comes to 71-bytes leaving 4 spare bytes for additional fields such as timestamp, CA identity, etc.
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Figure 3 - PWS Security Content
3.
Conclusion
Implicit certificates or self-certified public keys have been used in the past to provide an efficient low storage approach in certifying a message signer’s public key. This contribution provides details on an implicit certificate approach for PWS security. 
A PWS message signer obtains an implicit signature from a CA and embeds both the PWS message signer’s signature and implicit signature in 71-bytes of the available 75-bytes available for PWS security. UEs can then use the implicit signature along with the CA’s public key to generate the PWS message signer’s public key. The public key can then be used by UEs to validate the PWS message signer’s signature.
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6. 
Appendix
Keyed-MAC Signature Generation

INPUT: PWS Message Signer’s private key dA, and associated ECQV certificate structure ICA, and a message to be signed M. 

OUTPUT: A signed message M, with associated security information MAC; s; ICA.

1. Generate ephemeral key pair (d,Q).

2. Construct MAC key k = KDF(Q), where KDF is a key derivation function that takes as input a point, and possibly other information, and generates an encryption key.

3. Compute MAC = MACAlgorithm(M,k).

4. Compute h = Hash(MAC||M), where Hash is a suitable hash function, that takes as input additional information including a possible identity string.

5. Convert h to an integer e.

6. Calculate s = e _ dA+d (mod n).

7. Output s,MAC, along with input value ICA as the associated security data for M.
Keyed-MAC Signature Verification
INPUT: Signed message M, with security information s, MAC, ICA, and the CA’s public

key QCA.

OUTPUT: VALID, or INVALID.

1. Compute h = Hash(MAC||M), with the same hash function used in the signature generation scheme, and the additional input information.

2. Convert h to an integer e.

3. Recover the PWS message signer’s public key from the certificate, QA=ECQVPublicKeyReconstruction(CertA,QCA).

4. Compute Q’ = sG-eQA.

5. Compute k’ = KDF(Q’), using the same key derivation function used in the signature generation algorithm, including the same additional information.

6. Compute MAC’ = MACAlgorithm(M,k’).

7. If MAC’ = MAC then return VALID, else return INVALID.
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