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1. Overall Description:

SA3 thanks CT4 for the LS on H(e)NB local IP address for Fixed Broadband Access network interworking (C4-120895). SA3 has extensively discussed security issues related to H(e)NB trustworthiness, and has concluded as follows. 
As CT4 points out in C4-120895, SA3 has adopted requirements on the verification of the H(e)NB identity, when H(e)NB passes this identity to the network; see S3-120202 for details. These requirements were adopted because H(e)NB may be compromised and therefore it may pass a fake H(e)NB identity to the network. In the context described in C4-120895, given that the H(e)NB may be compromised, it may pass a fake local IP address (potentially belonging to a different H(e)NB) to the MME/S4-SGSN via S1-MME/Iu signalling.
In conclusion, H(e)NB cannot be considered as trusted when passing the H(e)NB local IP address from the SeGW to the core network.  
2. Actions:
SA3 kindly asks CT4 to take the above information into account.
3. Date of Next SA3 Meetings:
SA3#68
09th – 13th July 2012 
Bratislava, Slovakia
SA3#69
05th – 09th November
Edinburgh, GB
