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1
Introduction
This pseudo CR updates the description of pre-shared key MIME protection in Annex B of TR 33.829. Since large parts of text were modified (including addition and removal of sub-sections), the below pCR first shows the old, deleted text, and then the new text. The second change contains a new Annex that describes the profile of MIKEY-TICKET for pre-shared key MIME protection.  The third change contains an Annex that describes a new MIKEY extension payload for carrying external data (which is needed in order to provide proof-origin for a message).
The old text basically introduced the problem and hinted at some possible solutions. The details were left for further study.
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************* START OF CHANGE 1 ***************
Annex B:
Pre-shared key MIME protection



· 
· 
· 


 

Secure/Multipurpose Internet Mail Extensions (S/MIME), defined in IETF RFC 5751 [20], is a standard for encryption and signing of MIME encoded data. S/MIME uses Cryptographic Message Syntax (CMS), defined in IETF RFC 5652 [21], to cryptographically protect MIME entities. Unfortunately, S/MIME was designed for public key cryptography and does not specify how a MIME entity can be encrypted and authenticated using a pre-shared key. However, extending S/MIME to also support symmetric crypto is not a major issue since CMS already defines the necessary message constructs and algorithms.

B.1
New smime-type parameter

S/MIME defines the application/pkcs7-mime media type that is used to carry different types of CMS content types. Information about the applied security and the CMS content type (EnvelopedData, SignedData, CompressedData) can be indicated via the optional "smime-type" parameter. To add support for pre-shared key MIME protection an additional smime-type parameter is defined:

Table B.2: smime-type (addition)

	Name
	CMS Type
	Inner Content

	auth-enveloped-data
	AuthEnvelopedData
	id-data


AuthEnvelopedData is a CMS type defined in IETF RFC 5083 and is intended to be used with authenticated encryption modes, such as AES-CCM and AES-GCM. This allows us to both authenticate and encrypt arbitrary data using a single key. The key is generated at random and is transported alongside the protected data in a RecipientInfo sub-element (in encrypted form). Table B.3 shows the authenticated encryption algorithms supported in this specification.

Table B.3: Authenticated encryption algorithms
	Algorithm name
	Key size

	AES-CCM
	128, 256

	AES-GCM
	128, 256


The data to protect (a MIME entity) shall be prepared as in standard S/MIME before it is passed on to CMS for encryption and authentication. The encrypted data shall be included in the EncryptedContent field and the ContentType shall be set to id-data (i.e., the plaintext is treated as arbitrary octet data by CMS).

Editor’s note: Whether we can continue using the MIME type application/pkcs7-mime when the new smime-type parameter is introduced is FFS. It might be necessary to register a new MIME type application/X with IANA (in the vendor tree where vendor is 3GPP).

B.2
Creating an Auth-Enveloped message

This Clause describes how a MIME entity is protected using the auth-envoloped S/MIME type. With the exception of the second step, the process is identical to the creation of an Enveloped-Only message in S/MIME.

1.
The MIME entity to be protected is prepared according to Section 3.1 in S/MIME [20].

2. 
The MIME entity and other required data is processed into a CMS object of type AuthEnvelopedData.  The key for the desired content-authenticated-encryption algorithm is generated at random and encrypted for each recipient. The details of this encryption depend on the type of key management technique used. Section X explains how the key is transported using MIKEY-TICKET.

3.
The AuthEnvelopedData object is wrapped in a CMS ContentInfo object.

4.
The ContentInfo object is inserted into an application/pkcs7-mime MIME entity.

The smime-type parameter for auth-enveloped messages is "auth-enveloped-data".  The file extension for this type of message is ".p7m". An example message is shown below.

Content-Type: application/pkcs7-mime;

    smime-type=auth-enveloped-data;

    name=smime.p7m

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7m

rfvbnj756tbBghyHhHUujhJhjH77n8HHGT9HG4VQpfyF467GhIGfHfYT6

7n8HHGghyHhHUujhJh4VQpfyF467GhIGfHfYGTrfvbnjT6jH7756tbB9H

f8HHGTrfvhJhjH776tbB9HG4VQbnj7567GhIGfHfYT6ghyHhHUujpfyF4

0GhIGfHfQbnj756YT64V

B.3
Using MIKEY-TICKET to transfer the protection key

The key used to protect the MIME entity is transferred in the RecipientInfo field of AuthEnvelopedData. This field can have several different formats and one that is particularly suited to be used together with MIKEY-TICKET is OtherRecipientInfo. This type has the following ASN.1 definition:

      OtherRecipientInfo ::= SEQUENCE {
             oriType OBJECT IDENTIFIER,
             oriValue ANY DEFINED BY oriType }

A new oriType with an oriValue of  type OCTET STRING is defined for MIKEY-TICKET: 

id-ori-mikey OBJECT IDENTIFIER ::= { x y z }

The value field contains a TRANSFER_INIT message with a single Crypto Session of type PSK/MIME. The TEK associated with the CS is the key used as input to the authenticated encryption algorithm. Contrary to what is usually done, the TEK is not derived from a TGK/GTGK carried in the TICKET. Instead the TEK is carried inside a KEMAC payload that the sender adds to the TRANSFER_INIT message. The advantage of transporting the TEK instead of deriving is that it can be generated beforehand, independent of the TRANSFER_INIT message.

Note that since the TRANSFER_INIT message is replayed protected, the protected MIME entity is replayed protected as well. 

Optionally, proof-of-origin (or non-repudiation) can be achieved by adding the extension payload defined in Annex X to the TRANSFER_INIT message and including a copy of the MAC value calculated over the MIME entity. Since the origin of the TRANSFER_INIT message can be guaranteed (Initiator Data in the TICKET payload is authenticated with a key known only to the sender and the KMS), the origin of the MIME entity can be guaranteed as well. The downside of providing non-repudiation is that the receiver has to do a ticket resolve against the KMS for every message that it receives (there is no point of caching the results of a ticket resolve since the TICKET payload always changes).

Editor’s note: The new object identifier {x y z} must be registered under some suitable subtree 

************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 ***************
Annex X: MIKEY-TICKET profile for pre-shared key MIME protection

The MIKEY-TICKET profile for pre-shared key MIME protection is the same as the profile for IMS Media Plane security (see Annex D of TS 33.328 [3]) except for a few minor differences. These differences are explained below.

The Ticket Request exchange is unchanged except that IDRapp in the Ticket Policy (TP) payload shall be set to the string "PSK/MIME".

The Ticket Transfer exchange is half-roundtrip and consists only of the TRANSFER_INIT message. This message is constructed as in IMS Media Plane security, except for the following changes: 

· The HDR payload shall contain a single Crypto Session (CS) of type PSK/MIME. A CS of this type has no associated Security Policy (#P=0), no Session Data, and no SPI. Furthermore, as no answer is expected, the V flag in the HDR payload shall be set to 0.

· The (pre-generated) TEK value that was used to protect the MIME entity and that is associated with the CS shall be included inside a KEMAC payload. The TEK has associated salt or key validity period.

· The extension payload defined in Annex Y must be included if proof-of-origin is required for the MIME entity. The value of the extension payload is the MAC calculated in the authenticated encryption algorithm. Note that proof-of-origin requires that Initiator Data is included in the TICKET payload which in turn requires that forking is enabled (I flag in the Ticket Policy is set to 1).

The Ticket Resolve exchange is unchanged

Tickets are generated as in IMS Media Plane security except for the changes indicated below.

· The F flag shall be set to 0 indicating that TRANSFER_RESP should not be sent

· The G shall be set to 0 indicating that the Responder should not generate RANDRi

· The I shall be set to 0 (no-forking) unless proof-of-origin is required for the MIME entity

· The L shall be set to 1 indicating that the initiator may supply session keys

· The KEMAC payload in the TICKET shall not contain any keys besides MPKi since this is the only key that is used (the TEK is generated by the initiator and is transported outside of the TICKET in a separate KEMAC payload)

Editor’s note: No Security Policy is required for a CS of type PSK/MIME since all the algorithms, key lengths, etc are specified by S/MIME. However, it is currently unclear if it is allowed to omit the Security Policy payload (#P=0) from the TRANSFER_INIT message.

 Editor’s note: Proof-of-origin requires that Initiator Data is included in the TICKET payload which in turn requires that forking is enabled. However, forking was originally intended to be used in the cases where the responder is able to send a TRANSFER_RESPONSE, and the MIKEY-TICKET was written with this in mind. It might be therefore be necessary to add some text explaining why forking still works. 

************* END OF CHANGE 2 ***************
************* START OF CHANGE 3 ***************
Annex X MIKEY General Extension payload for message proof-of-origin

This Annex specifies a new MIKEY General Extension Payload to provide proof-of-origin for an arbitrary message. It is intended to be used together with the pre-shared key MIME protection defined in Annex B where the MAC of the MIME entity is copied to a TRANSFER_INIT message. Since the origin of the TRANSFER_INIT message is guaranteed, the origin of the MIME entity will be guaranteed as well (the receiver compares the MAC value of the MIME entity to the MAC value in the extension payload). 

X.1
Payload format

The 3GPP IMS MSG PROOF-OF-ORIGIN Type (Type TBD) formats the MIKEY General Extension payload as follows:

                        1                   2                   3

   0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   ! Next Payload !      Type     !            Length            !

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   !      3GPP IMS MSG PROOF-OF-ORIGIN Data(variable length)     ~

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

· Next Payload and Length are defined in Section 6.15 of RFC3830

· Type (8 bits) identifies the type of the General Extension Payload (see Section 6.15 of RFC3830).  This Annex adds a new type.  It specifies the use of Type TBD for 3GPP IMS MSG PROOF-OF-ORIGIN.

3GPP IMS MSG PROOF-OF-ORIGIN Data (variable length): contains the data whose origin needs to be asserted. The interpretation of the data is application/context specific (data could for example be the hash of a much longer message, where the hash algorithm is defined by the application/context)

Editor’s note: The 3GPP IMS MSG PROOF-OF-ORIGIN type must be registered with IANA 

************* END OF CHANGE 3 ***************
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