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1
Introduction
As stated by in the reply LS from SA1, the needs of the firewall needs to be considered. A premises firewall may require:

· To have awareness of whether or not IMS traffic traverses its firewall

· To block/permit all IMS traffic to traverse its firewall

· To allow per UE policy for blocking/permitting IMS traffic

Several solutions to the problem have been suggested:
· To use an implicit marker, such as IP addresses.

· To use an explicit marker, e.g. (RFC 3514).

· To use traffic flow analysis.

This contribution analyses these three approaches, lists benefits and disadvantages, proposes a new requirement and a recommended mechanism.
2
Analysis

The analysis below illustrates that a mechanism to enable blocking of firewall traffic may introduce overhead, cause compatibility problems with older releases, IETF standards, current deployments, and common protocol implementations. To avoid such mechanisms we propose a requirement that mechanisms to enable firewall blocking shall not cause these kinds of problems.
The analysis also shows that the needs of the firewall owner can be considered without introducing the above issues and we therefore proposed a recommended mechanism that considers the needs of the firewall operator.

3
Proposal

It is proposed that the following text is included into the TR and that SA3 agrees on the proposed mechanism for enabling blocking of IMS traffic.

4
PCR

First Change

4.X
Mechanisms to enable blocking of IMS traffic

4.X.1
Implicit markers

An implicit marker is a marker that already exists in the packet for other reasons than making the firewall aware of IMS traffic.

One implicit marker that exists in every packet in every solution is the IP address and port number, or FQDN belonging to a server controlled by the IMS operator. If the firewall has knowledge of the IP address or range of IP addresses, it is clear the firewall can easily both detect and block the traffic if needed.

While it may not be realistic for a FW operator to know the IP address of every server of every IMS operator in the world, it might be realistic to assume that the firewall owner may have knowledge of the national servers used by IMS operators used for firewall traversal. The possibility of this can be increased by recommending IMS operators to use a similar way of marking the entry P-CSCF’s to the network that are to be used (e.g., P-CSCF.operator.com). 
Other implicit markers than IP addresses differ from solution to solution and should be discussed in respective solution.

Implicit markers has the big benefit of not adding any overhead, they are also unlikely to cause compatibility problems are divert from IETF standards and common protocols implementations 

4.X.2
Explicit markers

An explicit marker is a marker that is put into the packet for the single reason of making the firewall aware of IMS traffic.

The benefits with an explicit market is that it is easy to detect, does not give any false classifications and (depending on where it is placed) should require little processing in the firewall. The same marker can also be reused in several different mechanisms.

Disadvantages are that an explicit marker adds overhead, may cause compatibility problems with older releases or older deployments, and may not be compliant with IETF standards,

An explicit marker can be inserted in several places, e.g. HTTP CONNECT request, TLS/IKE handshake, or in the security protocol.

Inserting the marker in the security protocol adds significant overhand and is not standard compliant, inserting a marker in the TLS/IKE handshake might not be standard compliant and may require extensions to standard implementations to the protocols.

By placing the explicit marker as a header in the HTTP CONNECT request most or all of these issues disappear. HTTP is designed to allow the insertion of registered or unregistered headers. No node or server should have problems with a HTTP header.

There are several existing registered and non-registered (X-) headers that could be used to mark IMS traffic. Alternatively a new registered and non-registered header could be used. Below some examples are listed:

CONNECT server.example.com:80 HTTP/1.1

Host: server.example.com:80

From: john.doe@example.com
Pragma: Firewall Traversal
User-Agent: 3GPP-IMS-iFIRE

Warning: IMS traffic

X-evil-bit: True

X-Powered-By: 3GPP SA3 iFIRE
As there is a requirement to traverse HTTP proxies, all solutions must use HTTP CONNECT.
4.X.3
Traffic flow analysis

Traffic flow analysis means that the NIMSFW detects IMS traffic based on packet sizes, frequencies and timing. Using traffic flow analysis is technically feasible but has some disadvantages for the firewall operator. It is more resource demanding that other techniques and as the mechanism is probabilistic and not deterministic it may give some false classifications. The benefits are that the solution does not add overhead, does not impact UE and operator network and does not cause any compatibility problems.

How traffic flow analysis in done is implementation specific to each firewall vendor. To enable the possibility to do traffic flow analysis the use of traffic flow confidentiality mechanisms (for the purpose of hindering detection of) could be forbidden.

4.X.4
Conclusions and proposed mechanism

Based on the analysis above the following mechanisms are recommended.

- The UE should include a standardized header in the HTTP CONNECT request identifying that the connection is meant to be used for IMS traffic. Details of the HTTP header are left for stage 3.

- IMS operators are recommended to publish the FQDNs of servers used for firewall traversal. How this is published is out of scope, but the information should be easy for firewall operators to find and use.

- The UE and network shall not use dummy packets or padding (like ESP traffic flow confidentiality) for the sole purpose of hindering detection of IMS traffic.

Next Change

6.1 Functional Requirements

X. 
The mechanism to allow a NIMSFW to detect IMS traffic shall not add considerable overhead, cause compatibility problems, deviate from standards, or require extensions to standard implementations.
End of Change
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