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1. Overall Description:

Spoofed call can be a real problem for the entity receiving the spoofed call. This pCR lists some threats scenarios for inclusion into the study.
2. Threat Scenario 
1) Spoofing of caller ID

Prerequisites: Attacker installs software to modify the caller ID sent or subscribes to a caller ID spoofing service TA .
Description: An attacker fakes the caller ID displayed on the victim’s UE to that of a legitimate entity (e.g. bank, law enforcement, etc.) or of a different number and coerces the victim into divulging sensitive information. This attack can be combined with social engineering attack better results for the attacker.
Probability: Highly likely.

Impact: Extreme harmful.
Threats to assets: 

1) User: Divulging of sensitive information such as financial and personal information which may lead to further loss of tangible assets. 
2) Operators Network: damage of reputation
3) Spoofed Entity: damage of reputation, loss of trust and potential legal issues.

Mitigation: TBD.

Editor’s Note: Mitigation techniques are FFS. 
2) Spoofing of caller location
Prerequisites: Attacker installs software to modify the caller ID sent or subscribes to a caller ID spoofing service TA .
Description: An attacker fakes the caller ID displayed on the victim’s UE not to show an original caller ID, but a spoofed calling location in an attempt to lead the receiving party in believing that the call originated in another location (e.g. country). 

Probability: Highly likely.

Impact: Harmful to extremely harmful.
Threats to assets: 

1) User: Divulging of sensitive information such as financial and personal information which may lead to further loss of tangible assets. Prank and annoying calls lead to personal anxiety and frustration which may lead to loss of time.
2) Operators Network: damage of reputation

3) Spoofed Entity: damage of reputation, loss of trust and potential legal issues.

Mitigation: TBD. 
