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Abstract of the contribution:

1 Introduction
A contribution S3-120115 was submitted to last SA3 meeting for discussing S6a security. Four security threats are listed in S3-120115 as following:
Threat 1: The attacker is not located behind any peer SEG connected to the HE SEG.
Threat 2: The attacker is located behind the peer SEG of PLMN B.

Threat 3: The attacker is a network entity located behind the peer SEG of PLMN A, and the attacker is not a MME of PLMN A.

Threat 4: The attacker is located in PLMN C.

It was agreed that no standardization work was needed to solve threat 3 and threat 4. Threat 1 could be solved by the current NDS/IP mechanisms. So only threat 2 needs to be discussed further. 

Threat 2 can be solved by the method proposed in contribution S3-111022, which is quoted below:
“Step 1: the HN SEG authenticates the peer SEG as specified in TS 33.310. In order to send IP packets to the right peer network, a SEG must know the IP addresses in the peer network. A SEG configured to perform the first verification step must also check that traffic received from this particular authenticated peer shows source IP addresses of the peer network. Any IP packets with spoofed IP source addresses would be dropped/rejected. Consequently, an NE in the HN can assume that IP source addresses have been verified by the SEG if they receive traffic that has passed through the SEG.

Step 2: In order to send Diameter messages, the HN must be able to resolve Diameter Realms to IP addresses (e.g. by DNS or tables). Again, the same mechanism normally used for sending traffic needs to be applied to check received traffic: the HN must verify that both IP address and Origin-Realm belong to the same network. Based on the fact that the IP address was verified in the first step, this second step ensures that the Origin-Realm was used legitimately by the sender.

Step 3: checks the Origin-Realm against the content of the received Visited-PLMN-Id AVP, e.g. by means of a table set up during roaming agreements; the check is to verify that the MCC/MNC in the Visited-PLMN-Id AVP is allowed to be used with this Origin-Realm.” 

The present contribution analyses the preferred position to perform the verification in both direct deployment case and agent deployment case. However, it is not discussed in the present contribution whether an element in the triplet, e.g., Origin-Realm could be omitted.

The present contribution also briefly discusses which standard organizations should be involved in the standardization work. 
2 Analysis in different deployment cases
2.1 Direct Case

In case that two networks of two operators are directly connected, i.e., there is no agent network between them, verification function implemented in the Border DRA of HPLMN can guarantee that MME in a PLMN can only request the AV bound to the PLMN ID of the certain PLMN. If an attacker requests an AV which is not bound to the right PLMN ID, Border DRA would find the IP address of the request does not match the Origin-Realm and PLMN ID carried in the request, so the malicious AV request can be declined in the HPLMN.
Only Border DRAs can receive the authentication vector request in which the source IP address is in the range of outer network. Other non-Border DRAs can only receive the authentication vector request in which the source IP address is in the range of inner network even if the source of the request is from the outer network. So it is proposed that the verification function shall be performed in Border DRA.
2.2 Agent Case

In case that two networks of two operators are connected via agent networks, Border DRA in the HPLMN would receive the requests from the agent networks for requesting the AV for multiple PLMNs. Border DRA can only verify whether a request from agent network is authorized to request the AV bound to one PLMN in an allowed PLMN set, but it can not verify whether a request from agent network is authorized to request the AV bound to a certain PLMN in the allowed PLMN set. 
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Figure 1: implementation of the verification function in agent case

HPLMN can mandate the agent network to perform further verification. The Carrier DRA located in the entry point of the agent network can also perform the verification of the source information carried in the AV request. An example is illustrated in figure 1. 

· The Border DRA in the HPLMN can guarantee that the requests from PLMN A can only request AV bound to PLMN A, and the requests from Agent 2 can only request AV bound to one of the PLMN set {PLMN B, PLMN C and PLMN D}.

· The Carrier DRA located in the entry point of Agent 2 can guarantee that the requests from PLMN B can only request AV bound to PLMN B, and the requests from Agent 1 can only request AV bound to one of the PLMN set {PLMN C and PLMN D}.
· The Carrier DRA located in the entry point of Agent 1 can guarantee that the requests from PLMN C can only request AV bound to PLMN C, and the requests from PLMN D can only request AV bound to PLMN D.

· So the request from a PLMN can only request the AV bound to the certain PLMN.

Verification function shall also be implemented in the Border DRA of the HPLMN or the Carrier DRA located in the entry point of the agent network since only they can see the IP address of the outer networks.
It is noted that a malicious network entity in the agent network can request an AV bound to the certain PLMNs. For example, in figure 1, a malicious network entity in Agent 1 can request an AV bound to PLMN C or PLMN D, the verification function deployed in Agent 2 and HPLMN can not block the malicious request. It is proposed to use the implementation specific solution to solve such a threat. 

3 Standardization work
In TS 33.401, NOTE 4 in section 6.1.2 is about the S6a security:

“NOTE 4:
The HSS needs to ensure that the MME requesting the authentication data is entitled to use the SN id used to calculate KASME. The exact details of how to achieve this are not covered in this specification. ”
In TS 29.272, section 7.1.2 is about the security of Diameter messages. But IPsec can not solve the risk discussed in the present contribution.
“7.1.2
Securing Diameter Messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [16]”
If SA3 agreed that the verification function in the border DRA is needed, the above specifications should be modified and a LS to CT4 is needed.
It should also be noted that the DRA is already defined as functional element in 3GPP TS 23.203: “Policy and Charging control architecture" but is currently not mentioned in the context of S6a within 3GPP.
However, use of a DRA as “Diameter edge agent” is defined in GSMA specifications for LTE roaming. So it would be helpful to include GSMA in this discussion.

4 Proposals

It is proposed that verification function shall be implemented in the Border DRAs of HPLMN and the Carrier DRAs located in the entry point of the agent networks.
It is also proposed that SA3 send a LS to CT4 and GSMA.
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