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*** BEGIN OF CHANGE ***
5.x
Security aspect of SMS trigger
5.x.1       Security requirements for SMS trigger
The system should provide a mechanism such that only trigger SMS received from authorized SCSs/UEs will lead to triggering of MTC Devices.
It has to be ensured that an MTC Device responds only to genuine trigger messages.
SMS-SC is required to distinguish ordinary short messages from short messages for triggering unattended MTC Devices.
5.x.2       Security solution for SMS trigger
Network based solution:

The solution is proposed as bellow. In this solution, no matter  whether the short message is sent via external interface (i.e. Tsp and Tsms) or internal interface (i.e. from SMS-IWMSC), HLR/HSS performs authorization check to ensure only authorized SCS or source UE sends trigger short message to target UE.
Device trigger for Tsp interface:
When MTC-IWF receives trigger request (including trigger payload) from SCS via Tsp interface, it sends Subscriber Information Request (SCS identifier, target UE’s identifier, trigger indicator) to HLR/HSS. HLR/HSS checks whether SCS is authorized to send trigger payload to target UE based on trigger idicator, i.e. checks whether SCS identifier is in target UE’s authorized sender identifier list. If SCS is authorized to send trigger information to target UE, HLR/HSS sends Subscriber Information Response message to MTC-IWF and then MTC-IWF continiues to send trigger information based on the response message. If SCS is not authorized to send trigger information to target UE, HLR/HSS sends rejection message to MTC-IWF and then MTC-IWF rejects to send the trigger information.
Device trigger for Tsms interface or from SMS-IWMSC:
When trigger SMS is sent via Tsms interface or from SMS-IWMSC, network based solution is showed in figure 5.x.2-1. 
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Figure 5.x.2-1 Network based solution when trigger SMS is sent via Tsms or from SMS-IWMSC
1. When SMS-SC receives a short message (source UE’s identifier/SCS identifier, target UE’s identifier), it checks whether the short message is a trigger short message (e.g. SMS Application port ID in the short message can be reserved for trigger messages). A white list of the source (i.e. SCS or UE) which are authorized to send trigger short message may be configured in SMS-SC. If it is a trigger short message and white list of sources is configured, SMS-SC checks whether the source is authorized to send trigger short message based on the white list, i.e. SMS-SC inquiries target UE's white list based on target identifier and checks whether source identifier is in the white list. If this check successfully passes, SMS-SC continues to send the trigger short message. If this check fails, SMS-SC rejects the trigger SMS delivery.  If it is a trigger short message and white list of sources is not configured, then it can go to step 2-5 for further check. If the received message is not a trigger short message, normal SMS delivery procedure is performed.
NOTE: Authorization check made by SMS-SC only applies to the scenario that SMS goes via target UE’ HPLMN SMS-SC and it requires target UE’s SMS-SC stores billions of UE’s subscription data.  
2. SMS-SC sends the short message and trigger indicator to SMS-GMSC.
3. After SMS-GMSC receives the short message and trigger indicator, it identifies that the short message it received is a trigger short message based on trigger indicator. Then SMS-GMSC sends Subscriber Information Request (source UE’s identifier/SCS identifier, target UE’s identifier, trigger indicator) to HLR/HSS. 

4. HLR/HSS checks whether source UE/SCS is authorized to send trigger short message to target UE according to trigger indicator, i.e. checks whether source UE’s identifier/SCS identifier is in target UE’s authorized sender identifier list. 

5. If source UE/SCS is authorized to send trigger short message to target UE, HLR/HSS sends Subscriber Information Response message to SMS-GMSC and then SMS-GMSC continiues to send short message based on the response message and go to step 6-7. If source UE/SCS is not authorized to send trigger short message to target UE, HLR/HSS sends rejection message to SMS-GMSC and then SMS-GMSC rejects to send the short message.

6. SMS-GMSC sends a Forword Message to the serving MSC/SGSN/IP-SM-GW of the target UE. 

7. MSC/SGSN/IP-SM-GW forwards the short message to the target UE.

MTC device based solution:

If network based authorization check is not supported by the operator’s network, UE based authorized identifier list can be used to prevent from fake trigger SMS. 

MTC device is preconfigured an authorized identifier list (i.e. identifiers of authorized HPLMN SMS-SCs and authorized SCSs/UEs) to only accept MTC triggers from authorized HPLMN SMS-SCs and authorized SCSs/UEs. When MTC device receives trigger short message, it checks whether the sender’s identifier in the short message is in the authorized identifier list. If it is, MTC device accepts the triggering short message and establishes PDN connection/PDP context with network. If it is not, MTC device ignores the triggering short message. 

*** END OF CHANGE ***
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