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Abstract of the contribution: Analyse UE handling when the PWS message is failed verified.
1. Analysis

The UE may receive PWS messages with or without security protection. If the PWS message is successfully verified, the UE shall alert the information to the user. 
If the field in the USIM for unsecured PWS is set disabled, the UE shall ignore all PWS warning messages that are received without security protection。 
Normally, the "digital signature" and "timestamp" information will be transmitted within the "warning message" in LTE system unless they are not used by that PLMN. If the field in the USIM for PWS is set unsecurity disabled, the UE shall verify the "digital signature" and "timestamp" when it receives a warning message. If the verification of the "digital signature" and "timestamp" fails, the UE should discard the message. The above process logic for PWS is similar with rules defined for ETWS in 9.1.3.3, 23.041.
PCR

********************************************start first change **************************************************
4.2.4 Verification of PWS Warning Notification Message
The UE shall support the verification of the signature and a USIM data file with two settings needs to be added to disable the PWS functionality (this only applies from Rel-11 and onwards).
· HPLMN PWS disable field disables PWS support in HPLMN and PLMNs equivalent to it.
· Unsecured PWS disable field mandates the UE to ignore all PWS warning messages that are received without security protection.
And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.
If the field in the USIM for PWS is set unsecurity disabled, the UE shall ignore all PWS warning messages that are received without security protection。
Unless they are not used by that PLMN, the "digital signature" and "timestamp" information are transmitted within the warning message in LTE system. If the field in the USIM for PWS is set unsecurity disabled, the UE shall verify the "digital signature" and "timestamp" when it receives a warning message with security protection.UE shall discard the warning message and notifiy the user of this fact if the verification of "digital signature" and "timestamp" fails. Further more, the UE shall further ignore primary notifications for the next X seconds.
**********************************************end first change ***********************************************








































































